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ADVANCED PAIN CARE 1ic
INTERVENTIONAL PAIN MANAGEMENT

Dr. DAVID MOORTHI

2561, Lac Dc Ville Blvd., Suite 201
Rochester NY 14618

Phone: (585) 271-1620 Fax: (585) 271-1634
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Comments:
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Thank you,

Doctorx: ﬁuvid . Moorthi M.D.

*** CONFIDENTIAL NOTICE ***

The ﬂl:sc.um:ams aCCompanying Lhis Tax trunsmission confain confidenial informution hclonging 10 the seader. which is legully
privileged. This information is inlended [ur the use uf the individual or enlity named above, If you urc not the intended recipieal,
ire hereby notified that any disclosure, copying, disttibution or use of the cantents of this [axed nfermutivn for any PUrpose
whatsoever is siricily prohibited. IF you have received this fnxed material in error, plense notify us ar the above telephune number
IMMEDIATELY 1n nerange for tha rétiim or destruction of the luxed documents.

**2 CONFIDENTIAL INFORMATION INTENDED FOR ADDRESSEE ONLY #***
This information has been disclosed w you from conlidentil records, which are prolecied by New York siite law and HIPPA. State
law ﬂlruhil.'rilﬁ you Irom any further disclosure of this inflormation withuut the specific wnitten consent of the person o wham it
pertuing, or as atherwise permuited by the low. A gencral avthorization for the release of medivnl or other information is nol <ulficient
authorrzatiun for further disclnsure of information, which is protecied hy New York State Public Healih Law, Article 27-F ar Tiile 42

af the Cade of Federal Repulalions. Any unauthorized funther disclosure, in violalion of Stsic law, may result in a ling ur {ail senlence
ar bk
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Advanced Pain Care LLC
David Moorthi MD

2561 Lac De Ville Blvd, Ste 201
Rochester NY 14618

585-271-1620

January 25, 2006

[Name]
[Address]
[City, State, Zip)

Dear Patient:

NDCHealth is a company whose software we use for scheduling and billing in our office. The
company also provides technical support for its product. Last spring, NDCHealth determined that
it couldn't fix a problem we were experiencing without taking a copy of our patient billing database
to its customer service center for resolution.

NDCHealth notified us on January 24™ that, on January 5, 2006, four of its computers were stolen
from its customer service center. NDCHealth believes, but is not sure, that billing information
about our patients may have been loaded on these computers. This information was passwaord
protected, but we have no way of knowing whether the perpetrator was able to access the files on
the stolen computers. We don't know, and NDCHealth can't tell us, which patient billing
Information was on the slolen computers, so as a precaution we are sending this notice to all our
patients who were seen at our office before April 30" 2005 on initial consultation.

We want 1o assure you that your “actual medical records” were not included in the data sent to
NDCHealth,

It our billing database was indeed on these computers, it includes personal and private
information such as your name, address, Social Security number, date of birth, marital status,
work and home phone numbers, employer name and address, family or referring physician,
health insurance provider, insurance contract number, dates of your visits, diagnosis codes, our
charges and insurance payment information.

We are advising you of this possible unauthorized disclosure of your personal and private
information as required by New York law. Additionally, we urge you to the contact credit reporting
agencles and take the other steps suggested in the enclosed brochure from the New York State

Attorney General's Office to protect yourself from identity theft. We have natified the relevant
state reporting agencies as required by the law.

We sincerely regret this incident. If you have any questions, you may contact our office at the

address and phone number above. Please ask ta speak with Jean Phillips, Jennifer Jones or
Mary Kay Tomei.

Very truly yours,

David Moorthi MD

L3 1Falient NotlivalloniPatienl Nolics doc
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Reporting Form
For Business, Individual or NY State Entity reporting a
“Breach of the Security of the System”
Pursuant to the Information Security Breach
and Notification Act (General Business Law §889-aa;
State Technology Law §208)

Namc of Business, Individual or State Entity  ATVANCED CAIN CARE, LLC
Date of Discovery of Breach: ol-2u-06

Estimated Number of Affected Individuals: & g2 7
Date of Notification to Atfected Individuals: _ ©1-2S5-0 &
Manner of Notification: \/I’ written notice

] electronic notice (ematl)

| telephone notice

Arc you requesting substitute notice? [ ] Yes [\/]/Nn (If yes, attach justification)

Content of Notification to Affected Individuals; Describe what happened in general lerms and
what kind of information was involved. Please attach copy of Notice.

e |

Name of Business or Individual Contiact Person: DAVID MmeoelRTH( MDD

Title: MeEmBper L[ - C

Telephone number: ERc - 20~ 120

Emanl: DRMoOoRTHI @0 YAH0O - comnm
DLRMOOR (@ cHoiceorre mAIL . oM

Dated: Ol - 25— 0§

Submitted by: _ DDAV (T MoOORTH |

Title: E = »

Address: 256[, LAC DE NN e RWD, <TE le;:_Lr_EQ_QHESTEQ

Emuil: DRMeoRTH( @XMM@WM@’;V “bi g

Tclephone: S8 S-2)(- (620 Fax: S@<—27)( - {55?_ H""—-cc,ﬂ?

Ci-Paticmt Notification\ReportFormdoc



