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Dear Sirs:

Under date of July 7,2006 '"r'e advised your office of a potential security breech at Vassar

Brothers Medical Center (see initial report attached). In response to this event our organization

retained Kroll to assjst with the investigation and, development of a plan of correction. As a

result of computer forensic work completed by the Kroll specialists it was determjned. that the

patient demograpbic information had not been loaded to the stolen laptop. We have notified the

public via the press and our web site of the Kroll frndings. Attached for your review is the

amended report with a copy of the press release.

I would appreciale your acknowledging receipt ofthis report and advising me if any further

information is needed.

Yours,

45 Reade Place, Poughkecpsie, NY

2'6"t )r-ui^<--
Florie Munroe

Vssar Brolhcrs Medical Ccntcr . Northcm Dutchess Hospital r Putnam Hospital Ccntcr r Alamo Ambulanceservicc. Inc.
Hudson Valtcy llomeCare, Inc. o Nells [r4anor, lnc. . Nrrnhcm Dutchess Residential HealLhCarc Facility, lnc
Thc Foundr(iorl for Vasslr Brothers Medical Ce,lter . NDll Foundation . Pulom Hospital Ce ntcr Fourrdarion

VBll Insuralse Co.. l-Id. r Rilerside Divcrsillcd Scrvicrr. )nc, 'Rn,e i,de Managemenl S.r,-iccs- lnc. . Hcal6sen,e. LLC

(845) 43 l  -s6 l  l
Fax: (845) 437-JO22
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Reporting Form
For Business, Individual or NY State Entity reporting a

"Breach of the Security of the System'l
Pursuant to the Information Security Breach

And Notification Act (General Business Law $889-aa;
State Technology Law $208)

Name of Business,Individual or State Entity Vassar Brothers Medical Center
Date of Discovery of Breach: Iune 25,2006
Estimated Number of Affected Individuals: 757,800
Date of Notification to Affected Individuals: July 17,2006 (estimated mailing date)
Manner of Noti fication : X] written notice

] electronic notice (emaiJ)
] telephone notice

Are you requesting substitute notice? [ ] Yes I X] No (If yes, attach juslification)

Content ofNotification to Affected Individuals: Describe r,vhat happened in general terms and
what kind of information was involved. Please attach copy of Notice. See Attached

Please see attached summary of the incident and a copy of the letter to be mailed to each patienl
See Attached

Name of Business or Individual Contact Person: Florie Munroe
Title; Vice President.Chief Compliance Officer
Telephone number: 845 431 5611
Email: fmunroe@health-quest.org

Dated: July 7, 2006
Submitted by: Florie Munroe
Title: Vice President, Chief Compliance Officer, Health Quest
Address: 45 Reade Place, Poughkeepsie, New York 12601
Email: fmunroe@hea-1th-quest.org
Telephone: (845> 431-561 I Fax: (845) 483-6870

P:\GNYHA\NYS Privacy Act\06 Iuly NYS Reponir:g Fonrr doc
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Florie Mrmme, CIA, CPA. CHC
l/ice P rcs iden I, C h i eJ C omp I i an ce Ofi ce r

July 7, 2006

45 Reade Place, Poughkeepsie, NY l26Dl (84s)  43 r -s6l  I
Fax: (845) 4J7-3022

Dear Sirs:

As required under the NYS Information Security Breach and Notification Act we are submitting
additional informalion regarding a security breach at one of our affiliale hospitals, Vassar
Brothers Medical Center.

Facts:

On June 25n, at approximately 4:45 pm, Vassar Brothers Medical Center's Emergency
Department registration staJTbecame aware that a back-up laptop cornputer was missing from its
mobile cart, StalTinitially believed the laptop had been legitimately removed for the purpose of
maintenance or relocation. However, by 8:30 arn on the following moming, May 26h, staff
verified that the laptop was missing and could not be located. At that point, the Supervisor of
Registration, following the established procedure, immediately notified Secuity, Risk
Management, the Privacy Officer, the Chief Information Security Officer and the Chief
Compliance Officer. The Supervisor then began to investigate what data was conlained on the
laptop.

Invcstigation:

The Securily Department performed a search of the area and notified both the local City of
Poughkeepsie police and the New York State Police. Security also began a systematic review of
all security camera tapes in areas adjacent to the location of the laptop. Security also assisted ED
Registration with completing the required incident reports.

The Chief Information Security Officer (CISO), working with the ED Supervisor, determined
rvhat data was ensconced on the compurer's hard drive. They were also able to verify' when the
laptop was last logged onlo the network, and for what purpose.

By 1 l:00 am on June 26'h, VBMC had determined that:
(1) the laptop had been stolen
(2) access to the computer was pass\A'ord-protected
(3) the hard drive contained the I\4aster Patient Index (MPI)

$) this MPI contained 257,800 patient demographic files containing palient name. date
of birth. social security number, and phone number

(5) the MPI had been dor.rnloaded onto the cornputer tluee weeks earlier in preparation of
a network "down-time and finallv

Va-ssar Brot-hers MEdical Ccntcr r Northem Dulshcss Hospital ' Pulnam l{ospital Centcr . Alamo Ambulance Scrvicc, Inc.
Hudson Valley Horne Care, Inc. r Wel{s Manor. Inc. . Nordrcrn Durc}css Residcntial I'lcalth Core Facility, Ilc,
The Foundation for Vassar Brothers Mcdical Ceoter r NDH Foundation . Putnarh Hospital Ccntcr Froundrtion

VBH Insurance Co.. Ltd. e Riverside Divcrsified Scrvices, lnc. r Riversidc Managsment Services. Inc . HenlthScrvg LLC.
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(6) there was no patient health or diagnostic information on the MPI or on anywhere on
the hard drive of the comouter

A lelcer has been drafted to inform these 257,000 individuals tbat their demographic
information was contained on the stolen laptop (see attached), This letter includes steps VBMC
has taken to locate the stolen computer, information on contacting the three major medit bureaus
and rhe placement of a "fraud alert" on credit reports, suggestions for preventing identify thefl
and generally preventing the illicit use of personal information.

p .4

VBMC has also contracted with a phone "hotline" company. This company will operate a
hotlire for concerned individuals with questions about the stolen laptop. The hotline will be
available 24 hours a day,7 days a week for approxirnately one month. Individuals who have
additional questions or concerns r.vill be given the contact information for the Director of
Corporate Compliance for Health Quest, the parent non-profit corporation for VBMC.

Please contact me if further information is needed.

Yours trull',

?il..-.*u
Florie Munroe
Vice President and Chief Compliance Officer
Health Quest

Vassar Brolhcrs Medical Ccnter r Norlhcm Dutch€ss lJospital o Pulnanr Flospil'J Center . Alamo Arnbulance Servicc, [nc.
Hudson Val lcyHomeCiue,  Inc.  .  Srel ls  Martor ,  Inc.  .  Nor lhern Dutchess Rcsidenr ia l  Heal l l r  Care l iac i l i ty ,  lnc.
Thc Foundation for Va.ssar Brothers Mcdical Centcr r NDH Foundatron . Putnanl Hospital Ccn(cr Foundarion

VBH Insurance Co., Ltd. I ftivs6ide Divcrsified Scrviccs, lnc. . Rivclsidc lvlanagcmoni Servicps. Inc. . Healtl)Serye. LLC,
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Reporting Forrn
For Business, Individual or NY State Entity r€porting a

"Breach of the Security of the System't
Pursuant to the Information Security Breach

And Notification Act (General Business Law $889-aa;
State Technology Law $208)

Name of Business,Individuai or State Entity Vassar Brothers fr{edical Center
Date of Discovery of Breach: June25,2006
Estimated Number of Affected Individuals: 257 ,800
Date of Notification to Affected Individuals: July 17,2006 (estimated rnailing date)
Marurer of Notification: I Xl written notice

i I et.ctronic notice (email)
[  ] telephone notice

Are yourequesting substifute notice? [ ] Yes I X] No (If yes. aftach justificarion)

Content of Notification to Affected individuals: Describe r.vhat happened in general terms and
u'hat kind of inforrnation was involved. Please altach copy of Notice. See Attached

Please see attached summary of the incident and a copy of the letter to be mailed to each patienl
See Attached

Name of Business or Individual Contact Person: Florie Munroe
Tit le: Vice President ,Chief Compliance Off icer
Telephone nurnber: 815 431 561 I
Email: fmunroe,.@health-quest.org

Dated: July 7. 2006
Submitted by: Florie Munroe
Title: Vice President, Chief Compliance Oflicer, Health Quest
Address: 45 Reade Place, Poughkeepsie, New York 12601
Email: fmuruoe@health-quest.ore
Telephone:  (845)  431-561 |  Fax:  (845)  483-6870

P.\GNYHA\NYS Privacy Act\06 July NYS Reporting Form doc
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Thursday,  October 5,  2006

Stolen laptop contained no identifying
patient inforrnation
Ay frurb *t- Goldberg

A prlvatE invesfigation has debrmined that a laptop taken frorn Vassar Brottrers Medical Center
did rDt contaln any personally identifying patient inforrnaUon, center officials said.

Vassar Brothers hired Kroll, an international risk consulting cornpany based in New York City, to
investigate tf|e contents of the fap/top. Kroll's Web site says it h6 a
divlsbn that specializes in cornputer Forensacs.

After the theft was discovered in June. the center dirJ its svrn inLernal inye*igatbn and, based on
that. mailed nobces to 257,800 patients whose personal data -
including Social Seanrity number, address, date d birtfi and name - ofiEcials belie,ved was
compromised.

But Kroll's investigation of computer server traffic on the day ttat patient data - the Master
Patient Index - was scheduled to be loaded onto the machines, showed otherwise, a news release
issued Thursday night said-

"l(roll tias able to go back to compwer and server records and determine which were able to
connect that day, and it had not connected," said Davlcl Plng, vace
preside:'t qf strategic planning and business developrnent for Vassar Brothers, in an Interview
tonight.

The release said Kroll's inves6gation determined two laptops dictn'E connect to the network server
that day.

'By mmparing serial numDers, IP addresses of the computers and server traffic, Kroll concluded
tfiat the t'lPI infurmabon was never loaded onto the laptop that was
later stolenr" the releree said.

For mote fnfDrmation. rcad tomorrow's Poughlepsle loumal.

To +rnail lhir erticlc just enterthe bllowlng informafar:
'Your name:

'Your email address:
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Vassar Brothers Medical Center Press Release
October 5, 2005

Poughkeepsie, NY - October 5, 2006 -- Following an extensive investigation by the City
of Poughkeepsie Police Department into the theft of a laptop from Vassar Brothers
Medical Center and an investigation by Kroll, an independent investigative firm, into the
contents of that laptop, Kmll determined that the laptop did not contain any identifring
patient information. including names a:rd social security numbers.

The outside cybersecurity and investigation frm Kroll, retained by

contained nzunes, addresses, date of birth, and social securily numbers, was to be
uploaded to computers. The Kroll investigation, including extensive intewiews,
concluded that t'wo laptops did not connect to the network serv'er that day. By comparing
serial numbers, [P addresses of the computers, and server traffic, Kroll concluded that rhe
MPI information was never loaded onlo the laptop that rvas later stolen.

VBMC notified the appropriate agencies and sent letters to 257,800 former patients
informing them that their information was on the stolen laptop. During the Kroll
investigation, VBMC inventoried and secured all copies oflpatient information, including
eleclronic and paper-based records. Kroll and the City of Poughkeepsie Police met
several times over the past six weeks to share findings based on the invesligation that
they respectively had been conducting.

Janet Ready, Senior Vice President and Chief Operating Officer of VBMC praised the
efforts of the City of Poughkeepsie Police, "They have devoted extensive resources to
this investigation. We appreciate their tireless efforts to resolve this incident."

Dr. Daniel Z. Aronzon, FAAP. President and CEO ofVBMC, said, "We are very sorry
this incident took place. We know that this has been stressful lor our patients and wanted
to let them know as soon as possible that their personnel information was not on the
laptop based on a complete and thorough investigation. We put our patients first and
conscientiously informed the public of the potential data theft. We have worked with
TransUnion to provide special fraud coverage and have been honest and transparent in
informing the public of whal we knew at that time. For patients who are still concemed
about potential identity theft, we have worked wilh TransUnion to maintain the seven-
year fraud alert service. The helpline will also continue to be available from 8:00 a.m. to
4:30 p.m., Monday through Friday. That number is 845-483-6990, We thank the
community for its continued support of Vassar Brothers and want our patients to know
that we have instituted many changes in our security since this incident occurred."

Vassar Brothers Medical Center retained Kroll in August to complete an independent
investigation. As a result we identified ways that the medical Center could improve its
physical and cyber security svstems. Some of these changes include:

. The MPI is no longer on laptop computers, Ifthe information is needed as a back
up or in the event of an emergency, a HealthServe employee will physically take

p.4
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the information fiom the data center, which has24 hour security and staffing, rothe area
r Encryption software has been purchased and is being instailed on laptops. Security systems and cameras are being upgraded

The hospital is making other chalges as well.

- 
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August 4, 2006

People concerned their personal information may have been accessed following the
theft of a laptop from Vassar Brothers Medical Center inundated a call center fielding
inquiries, hospital officials said.

"They were overwhelmed with the number of calls today," Dave Ping, vice president for
-strategic planrung ancl- br:sin-ess der:elopr..ent, said durin g a eat-Ierence e all '"vith the-

Journal Thursday.

Calls and e-mails to the Journal from people who received letters about the incident
from the hospitai indicated long waits for an answer or no answer at all.

The center's phone system was also overwhelmed.

"Calls were coming in at an unbelievable rate," center spokeswoman jeanine Agnolet
said.

A laptop containing personally identifying information of 257,800 patients was stolen
from the center in late Tune.

Officials said additional measures were being put in piace overnight to help those
affected.

Additional staff members were being brought in to retrieve messages from the voice
mail of a hospital staff member, Laura Rosas, whose name and number were listed on
the letter sent to affected patients, said Florie Munroe, vice president of compliance at
the center.

The letter, in addition to providing information on the theft and what data was taken,
recoffunended patients contact one of the three credit bureaus - Equifax, Experian or
Trans Union - and ask that a fraud alert be placed on their cr-edit.

A new hot line was set up, staffed by medical center personnel, said Nick Christiano,
chief information officer.

As for recovering the laptop, Detective Lt. William Siegrist said poiice have reviewed
the security videotapes but have no suspects or ieads.

If you have information, Siegrist said to call the department at 845-451-4000.

Information can be left anonymously.

Center officials told the Journal Wednesday patient data contained on the laptop dated



to 2000. However, patients who got through to the call center were given di-fferent
inJormation.

Christiano explained the 2000 date pertained to when the center switched to a new
computer system. Data actually dated back about20 years, he said.

_ _However, that doesn't change the number of patients affected, President and Chief-Executive-Olticei 
Di. Daniei- Aronson Saicl. 

-

"Patients and former patients were calling in who did not receive a ietter concerned
about their private in{ormation. They don't have to worry,rr Aronson said, adding
everyone who needed to be notified has been sent a letter.

Part of the problem, however, is that some of those affected hadn't received letters until
Thursday, some in the morning and some in the afternoon.

Ping said the letters were sent out in batches, the last of which went out last week.

"I want to scream. My information is floating everywhere," said Susan Johnson, who
received a letter Thursday. She also received a letter last month from CS Stars after it
lost a computer containing personal information on 540,000 New Yorkers.

CS Stars is an independent insurance brokerage working for the Special Funds
Conservation Committee, a private agency created under state Workers Compensation
law. The committee handles benefits for workers hurt on the job who have had previous
injuries.

The computer was later recovered.

"That's what gets me. The information is not protected. I'm getting sick and tired of
hearing this," Johnson said. "There has got to be a better way for them to protect our
information."

Nancy Fritz of the Town of Poughkeepsie also received a letter from Vassar and CS
Stars.

"This rs crazy. With all the privacy issues, how can ali these computers be taken?" she
asked.

Addressing concerns that the laptop was left in a vulnerable place, center officials
Thursday clarified that the laptop was secured not only to a mobile cart, but was in a
secured room in a restricted area.



"The room is normaily locked and the room is secured so the public usuaily can't get in
and medical personlel need a card," Aronson said.

On Wednesday, officials told the Journai the laptop was used as part of two disaster
drills and that is why patient data was stored on it. Thursday, however, Agnolet said
!]'tSt_e_yqs 4nothel rgas!1. The laptop served as the backup database for admissions to
the emergency department in case theie wts an out?gE

Process altered

The incident already has prompted changes in the way such inJormation is handled.

Patient information is now kept on a server in a secure location and laptops are locked
and secured in data management sites on the medical center's campus, Agnolet said.

The data was not encrypted, he said. But it was password protected.

"You would need to be a high-level, tech-oriented person to get through," he said.

Officials also confirmed they notified all necessary state agencies of the theft. Agnolet
gave the Journal copies of fax confirmations indicating Munroe sent the notifications to
all the agencies on the evening of luly 7.

The state Consumer Protection Board indicated in Thursday's Journal it had not
received a report,

After realizing there was a lengthy phone tree to wade through, Vassar Brothers
decided to provide help to those who want it.

"We've downloaded the standard reporting form for fraud alerts and reproduced it,"
Munroe said. "We will mail it, with a pre-addressed envelope so all they have to do is
fill it out and drop it in the mail."

That form can be obtained by calling the hot line.

"We take this very seriousiy," Aronson said. "We take the health of the community very
seriously and the trust they entrust us with very seriously, We intend to make sure,
through various means, that something like this never happens again."

Irzuin M. Goldberg cnn be reached at i&oldberg@poughlceepsiejournal.com



Frequently Asked Questions
Computer Theft

Wen was the computer stolen?
The computer was stolen between Friday, Iune 23 and Monday, June 26,2006.

Where was it stolen from?
The computeT was secuE<i 

-by 
ab-abie iotk in theemergency depaitiiieiih ---

How long did it take for VBMC to respond to the theft?
Within 24 hours of the reported theft, we had notified the police and had begun our
investigation. Within a week of the theft, we had notified all of the proper aluthorities and
had started our communication with the public.

"Wy did it take so long to tell rne? "

We needed to verify the names and addresses on the list. This took time, as did the
having the letter printed, put in envelopes and sent in the mail. Vassar Brothers did
everything possible to get this information to you as quickly as possible.

"I went to vassar Brothers Medical Centerfive years ago, why was my name on the
computer? "

The Patient Master lndex was a computer record of all of Vassar,s patients.
We keep the Master lndex so patients will receive continuity of care even if there is no
electricity or network available. The Index allows the hospital to quickly locate your
medical record.

"Wy was my information on the computer? "

Vassar Brothers Medical Center was participating in a regional Disaster drill, where the
hospital needed to function without the computer nefwork. This incident occurred a week
before the theft. In preparation for the drill, the Patient Master Index was downloaded
onto the computer.

Wat information was on the computer?
The computer had demographic information on it - name, sex, phone number, date of
birth and social security number.

LTas any medical or financial information on the computer?
No. Only demographic information

Wat are you doing to recover the computer?
We have reported the theft to the local and state police. We are reviewing the security
tapes of the area from which the computer was stolen to determine if we can identify a



Frequently Asked Questions
Computer Theft

suspect. We continue to cooperate and work diligently with the local authorities in the
recovery of the computer

Was my information accessed?
We have no way of knowing if your information was accessed. The computer was
password protected. It is our belief and the belief of law enforcement that the computer
was stolen because it was a high-end laptop, not because of any information on the

- -c 
filpuiel-.

What should I do to protect myselffrom identity theft?
You should contact one of the three credit bureaus and have them explain their
procedures for placing a flaud alert on your credit. The three credit bureaus are:
Experian: I-888-397-3742
Trans Union: 1-800-680-7289

Do I need to contact all of the credit bureaus?
No. The one that you contact will contact the other two agencies

"I am having dfficulty getting through to the credit unions, what do I do? "

The credit unions have generally become full automated and you will probably not be
able to contact a "live" person. If you are having difficulty with the voice automated
system, you have several options:

1. Have a relative help you call the credit unions
2. Have a relative go online to one of the credit union's websites:

www.experian. com; www.transunion.corn;
3. Contact Laura Rosas, Director of Corporate Compliance at 845-838-6454 and

leave a message with your address. She will send you a stamped envelope
with a form to send to the credit union.

What are you doing to prevent this front happening in the future?
We are reviewing the locations of all of our laptops and the security measures for those
computers. We are also considering the encryption of all demographic information.

"Is there sotneone I can contact for additional information? "

Please contact Laura Rosas, Director of Corporate Compliance and Privacy at Health
Quest. Her number is 845-838-6454.
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tt\AssAR BnoTHERS MEoICAL CnxTER

Julv 10. 2006

Dear Patieor

Vassar Brotbers Medical Center has recently experienced a theft of oue of its laptop cornpulers. This
computer was used to rcgistcr parients in the Emergency Departrnenl The thief had to cut a lock to take the
computer. The computer itself was password protected. We are contactjng you to inform you tbat some of your
personal information was conlained on this computer, Tbe inlormation i-ocluded your name, date of birth, sex,
telephone number and social security number, No medical or financial jnformation was contar'ned on this compurer.
This theft was prornptly reported to botb the police and the appropriate state agencies.

However, as a precaution, we are providing you with importaur information to help you protect and guard
againsr possible identity theft:

' Call tbe Credit Bureau - Ask them to explaia their procedtue for placing a Fraud Alert on yow credit. If ihis
procedure and its effect are satisfactory to you, have the Credit Bureau place tle alert. The numbers for the
credit bweaus are listed below. You do not need to coDtact all three of these agencies. The agency that you
contact will contact the otber two agencies:

845-483-6870 n E

o Equifax:
o Expenan:
o Trans Union:

I -800-525-6285
t-888-39't -)7 42
r -800-680-7289

Fraud alerts last for 90 days. To extend the alert, you must send them a request in writing.

r Be aware ofpeople 'lhishing" or calling you for inforn-rafion.
o The type of information rhat may be requestcd includes:

. Bank account inforrnation

. Credit card numbers
. Pin nurnbers

o Legitimate businesses will not call you aod ask for this information. ln fact, it is their policy to not ask
for this. In general you shouid not give out this information unJess you have initiated rhe contact.

Although there is no evidence that the hard drive l:as been irappropriately accessed, we view thjs marler
with thehighestdegree of concern. Presewing the securiryof electronicdata is aprevalent issue today, with many
companies experiencing similar types of .incidents. We regret any inconvenience thjs theft has caused you and wanl
to thank you for your cooPeration. To assist you al this time, we have set up a special toll free number for you to
call, should you have any additional questions. That nurnber is 1-g66-50t-2025.

Sincerely,

/ L ]

}o^r lre-4*+(
/ ' 1  ( )
{Jaa6t Readv
Vnior Vice Presidenr and Chief Operating Officer
Vassar Brotlers Medical Center

/ ] . n t

d ilturUx-
t_ &4 s- 1t 3.b??c

kJ
hru'loPn
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Health
Florie Munroe, CPA, CHC
Vi ce Pry-s klent. Comp I i ance

845-483-6870

(&45) 43 r-561 I
Fax: (845) 483{E70

Email ; fmunroe@health-quest.org

p .  l

.45 Reade Place, Poughkeepsie, NY 12601

FACSIMILIE TRANS}ilSSION COVER SIIEET

PLEASE DELIVER THE F'OLLO\I'ING PAGES TO:

NAI}IE:

DATE:

F'AX NUMER:

Number of Pages Including Cover Sheet:

* * * * * * * * r t *

Comments:

* * * * * * * * t r *

Confrdenlial under IYYS Public Healtb Larv 2805-t{ and/or Educaiion Larv 6527(3)
Thedocument(s)accompurf ingthisfaxrnaycontainconf iCent ia l  in lormatron.  l t is  jntendedonlyfor thcuseof$eindjv jdual  to*homir is
addresse d and nay contain information that is priviieged an d confi dential. FcCeral md S tate bw pmhibr I the usc or re.disclosure of this
information by anyone othr than the person lisled abovc,

U you are not tic :ntmded recilient, you are hersbv notifl '.ed that afly disclosurr, copying, distribution or the iakrng of any action in reliance on
thccontcnlsofhiste lecoPiedhformat ion,except i tsdi rectdel ivcrytotheintendedrecip icntramedabove, issr ic t lyprohib i ted.  l fyouhavc
rccejved rhis fax in error, pleas: notity- us immediately at the :elepbor,e number ltsled above ro anange for the retum o-c the documentJ to us.

* : k * * * * * * * *

Vassor BroCters l\,leCical Centcr r Nortlerr Du!.chess Hospital . Purnant Hospital Center r Alamo Arnbulance Service, [nc.
I{udson Valloy flornc Care, lnc. o Wulls Manor, Inc. . NDrlhem Dutchess Residenrial Healtlt Care Faci)ity, lnc.
The FoLridation for Vassar Blotltc:'s Medical Center r NDF.I Foundation . Puham Hospital CenLer Foundation

VBH lnsumnce Co., Ltd. o Riverside Diversified Scrviccs, Inc. o River-ride Managerncnt Services, Inc. r Healthserve. LLC

tc- t 7- cL
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Reporting Form
For Business, Individual or NY State Entity reporting a

"Breach of the Securitv of the Svstem"
Pursuant to the Information Securitv Breach

And Notification Act (General Business Law $889-aa;
Stateife ch n olog-v- Law $2 08)

Name of Business, Individual or State Entity Vassar Brothers Medical Center
Date of Discovery of Breach:

Estimated Number of Affected Individuals: ?5*8OO- None
Date of Notification to Affected Individuals: July 17 ,2006 initial;

October 6. 2006 Amended notice
Marmer of Notification: X] written nolice/ News paper

X I elechonic notice (email) Web Site
I telephone notice

Are you requesting substitute notice? [ ] Yes [ ] No (If yes, attach justification)

Content ofNotification to Affected Individuals: Describe whal happened in general terms and

what kind of information !\'as involved. Please attach copy of Notice. See Attached

Please see attached sunmar)' of the incident and a copy of the letter to be mailed to each patient

See Attached

Name of Business or Individual Contact Person: Florie Munroe
Title: Vice President .Chief Compliance Officer
Telephone number: 845 431 5611
Email: fmunroe@health-quest,org

\
Dated: October 20.2006 J l
Submitred uv: pto.ie-vr-,,ioJ"" 

"'z 
/l'tcu'uz'a4-'

T i t l e :V i cePres iden t 'Ch ie fComp l ianceo f f i ce r 'Hea l thQ, ,es t -
Address: 45 Reade Place, Poughkeepsie, New York 12601
Email: fmuruoe@health-qwst.org
Telephone: (845) 431-561 I Fax: (845) 483-6E70

N:\06 Compliance lssuesV006-089 VBMC Computer TheflNYS DOH Reporting\06 Oclober NYS Reporting Form.doc
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{845) 13 1 -s6 l  l
Far: (845) 181-6870

Emai I ; fmunro e@hcalth-quest.org

p , l

Florie lr,lunroe, CPA, CHC
V ic e P residcn I, Co npU ance

Health
45 Readc Place,  Poughkcepsie,  NY I  2601

NAME:

DATE:

FA CS IMILIE TRANSMIS SION COYER SHEET

PLEASE DELTVER THE FOLLOWING PAGES TO:

'7- 7-0 L
FAX NI.I}IER:

Number of Pages

.t/F- 471 - e4z4
Including Cover Sheet: b

r b * * * * * * * * t (

Comments:

* * * * * * * * : k *

Confidcnrial undcr NYS Public Health Law 2805-M and/or Education Larv 6527(3)
Thedccumcnt(s)accompanyingtir isfaxnrayconraincofrf iden:ial inlormation. l t is inlcndedonlytbrtheuse of [ ]rcindividual:owhonrit i .s
add ressedoadmrycon ia i n i n fo rma t i on tha t i sp r i v i l egedandcon f i dcn t i a l  Fedc ra l andS la t cb \ vp roh ib i t t hcuseo r r c -d i sc l osu rco l ' l h i s
inf0rrnarjon by anyonc olher tlran thc person listed abolc,

l l  yoo are nol  the intendcd lecip ient ,  you are hereby not j f ied that  any disc)osure,  copying,  d jst r ibut ion or  the takiog ofany ucr ion in re l ja lcc on
thecon len l so f t h i s t e l ecop i cd in fo rn r r l i on , cxcep t i l sd i r ec rde l i ve r y to the in l ended ruc ip i cn tnamedabove , i s s r r i c t l yp roh ib i t ed .  l f youhavc
reccivcd this fa.x in error, plcase no tify us i m mediatcly at lhe Lclcphore number listcd above lo arrangc lbr lh e rcturn of thc docunrur: ts 1o us,

* * f < r f * * * * * *

\ / rssa :Bro thers  l v tcd ica l  Ccn lc r  I  Nor them l )u tchess  Hosp i ta l  '  Pu lnam Hosp i ta l  Ccn l t r  .  - \ lamo  n rbLr la rcc .Scn j i ce ,  :nc
F ludson \ ra ) )cy  Homr 'Carc ,  Inc .  r  Wul ls  Manor ,  lnc .  ,  Norhenr  Dutcbcss  Rcs idcnL ja l  F loa l th  Carc  Fac i l i t y , . lnc .
Thc  Fuundat ion  fo r  Vassar  Bro thers  l v fed ica l  Ccure l - .  NDH Four rda t ion  .  Pu tnan)  Hosp i ta l  Cen lc r ' [o r indar ion

VB[ ' l  lnsurcncc  Co. ,  L ld -  r  l l . i ve rs ide  D ivq : ihcd  Scrv ices ,  i r rc .  o  R ivcrs ide  Mal rgement  Scx , ices ,  IDe.  .  l l ca ] thScf !c ,  LLC
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HP Officejet 7210 Log for
' Personal Printer/Fax/Copier/Scanner HQ

84s-4836820
Jul 07 20O6 5:55PM

Laqt -Transactlon

Date Time- Tvpe ldenUfication_

Jul 7 5:52PM Fax Sent 915184742474

Duration Paqes Result

? ; 1 6 _ _  6 _  O K
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HP Officajel7z10 Log tor
. Personal Printer/FaxlCopieriScanner HQ

845-483€870
Jul 07 2006 5:43PM

Lasl Transactlon

Datq. Time Tuce ldenlification

Jul 7 5:38PM Fax Sent 515184742474

Duration Paqes Resujl

5:03 1 Cancel
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Health
45 Reade Place, Poughkeepsic, NY 12601 (845)  4r  l  -561 r

Fax: (845) 4l ' l-3022

Florie Munroe, CIA CPA, CHC
V ice P rcsident. C hlet Complnnce Of/ice r

July 7,2006

Dear Sirs:

As required under the NYS Information Security Breach and Notification Act we are submitting
additional information regarding a secwity breach at one of olu affiliate hospitals, Vassar
Brothers Medical Center.

Facts:

On June 25th, atapproximately 4:45 pm, Vassar Brothers Medical Cenler's Emergency
Department registration staJf became awiue thal a back-up laptop computer was missing from its
mobile cart. Stalf initially believed the laptop had been Iegitimately removed for the purpose of
mainlenance or relocation. Horvever, by 8:30 arn on the following morning, May 26th, staff
vedfied that the laptop was missing and could not be located, At that point, the Supervisor of
Registration, following the established procedure, immediately notified Security, Risk
Management, lhe Privacy Officer, the Chief lnformation Security Officer and the Chief
Compliance Officer. The Supervisor then began to investigate what data was contained on the
laptop.

Investigation:

The Security Departrrentperforrned a search of the area and nolified bolh the local City of
Poughkeepsie police and the New York State Police. Security also began a systematic review of
all security carnera tapes in areas adjacent to the location of the laprop. Security also assisted ED
Regishation with completing the required incident reports.

The Chief Information Secwity Officer (CISO), working rvith the ED Supervisor, detenlined
what data was eDsconced on the computer's hard drive. They were also able to verifl_v- rvhen the
laptop was last logged onto the netwotk, and for what purpose.

By 11:00 am on June 26'h, VBMC had determined tbar:
(1) the laptop had been stolen
(2) access to the computer was password-prolected
(3) the hard drive contained the Master Patient Index (MPI)
(4) this MPI contained 257,800 patient demographic files containing patient narne, date

of birth, social security number, and phone number
(5) the MPI had been downloaded onto the computer three weeks earlier in preparation of

a netrvork "dovm-time and finallv

VassarBrotiers Medical C-knter . Nortl:em Dutchess florpituf . Putnanr Hospital Center o.4lamo ArDbulancc Servjce, lnc.
l-ludson VaJlcy llonrcCarc, Inc. r Wells fulattor, Irrc. . Nonhern Dutchess Residential Fleaith Carc Facility, lnc.
Thc Foundat ion forVassar Brot f iers fu ledical  Ccnter .  NDH Foundat ion .  l>utnam Hospi ta l  Ccnrer t 'oundat ion

VBH Insurance Co., Lld, r Rirerside Djvcrsificd Services, Inc. o Rivcrsidc Management Services. hc. . Hcalthscrvc, LLC.
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(6) there was no patient health or diagxostic information on the MPI or on anywhere on
the hard drive of the comDuter

A letter has been draffed to inform these 257,000 individuals that their demographic
information was contained on the stolen laptop (see attached). This letter includes steps VBMC
has taken to locate the stolen computer, information on conlacting the tlree major credit bweaus
and the placement of a "fraud alert" on credit reports, suggestions for preventing identifl, theft
and generally preventing the illicit use of personal information.

VBMC has also conlracted with a phone "hotline" company. This company will operate a
hotline for concemed individuals with questions about the stolen laptop. The hotline will be
available 24 hours a day,7 days a week for approximately one month, Individuals who have
additional questions or concerns will be given the contact information for the Director of
Corporate Compliance for Health Quest, the parent non-profrl corporation for VBMC,

Please contact me if further inforrnation is needed.

Yours truly.

il)r^**,"r.
Florie Muruoe
Vice President and Chief Compliance Officer
Health Quest

p .6

Vassar Brothers Medical Center r Northem Dutchess Hospilal o Putnanr Hospital Ccntcr . AlaJno Ambulance Senice, [nc.
l{udson Val)ey Homc Care. lnc. r Wclls Mauor, [nc. r Nort]:ern Dutchcss Residential Health Carc Facility, Inc.
Thc Foundation for Vassar Brothers Medical Ccnter o NDH Foundation . Puhram Hospital Ccntrr Foundalion

VBH Insurance Co.. Lfd. e Rivcrside Divcrsified Serviccs, lnc. r Rivcrsids Managcmcnt Serviccs. lnc. . HealtiServc, l,l.,C.


