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Reporting Form
For Business, Individual or NY State Entity reporting a
“Breach of the Security of the System”
Pursuant to the Information Security Breach
and Notification Act (General Business Law §889-aa;
State Technology Law §208)

Name of Business, Individual or State Entity  Ameriprise Financial Services, Inc.
Date of Discovery of Breach: January 4, 2006
Cstimaled Number of Affected Individuals: 11,062 NY Residents
Date of Notilication to Affected ndividuals: Mailed January 21, 2006
Manner of Notification: [ X ]written notice

[ ] elecironic notice (email)

[ ]telephone notice

Are you requesting substitule notice? [ }Yes  [X ] No (if yes, attach justification)

Cantenl of Notification to Affeeted Individuals: Describe what happened in general terms and
what kind ol information was involved. Please attach copy of Notice.
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Nawvie of asiness or Individoal Contact Person: Rhonda J. Schwarlz

Title: Vice President -- Group Counsel
Telephone nunber: 612.678.1859

lmml; Rhonda.j.schwarlz@@ampf.com
ated; JTanuary 20, 2000

Sohmitted by: Rhonda J. Schwarlz

Title: Vice President & Group Counsel

Addross: 50603 Ameripnsce Financial Center, Minncapolis, MN 55474

Hinal: IRhowda j.sehwartz@ampf.com

Telophone:  G12.078.1859  Tax: 612.078.1168
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Tomuary 20, 2006

Teyesa a. Santiago

Fixecntive Dircctlor

New Youk Stale Consumer Protection 13oard
5 Yimpite State Plaza, Suite 2101

Albiny, NY 12223

e Scewvily B3reach Notilication
Doy Bxecutive Dircetor Santiapo:

[ am wiiling to inform you of the theft of a laptop computer containing personal
information for 11,002 residents of your state, as is required by Article 39-F, Section
809-AA of the General Business Laws of New York, A similar letter 1s being sent to the
sceuritics and msurance commissjoners, the Attorncy General’s Office and the Office of
Cyliey Security in your state, Notification is being given to offices in all 50 states, as well
as 1o the major evedit reporting agencics.

Alached are gamples of the letters being sent to affected individuals that outline the
gircomstanecs of the incident, the nature of the information imvolved, and what steps the
sompany has taken to respond to the incident. We have been working with various law
ainforccment agencles to retricve the stolen laptop, but our cfforts thus far have been
nnguccessiul,

Our company, Ameriprise Financial Sevviecs Inc., ts registered in all 50 statcs as a
hroker-dealer and insurance company. We have over 10,500 financial advisors and 2
miltion clicnts. We at Ameriprisc take our responsibility to protect individuals’ personal
informalion very scriovsly. At this point we have no indication that any misuse of data
has accurred, but we wanled 1o notify you promptly of the incident.

Please contact in-houge counse! Rhonda Schwartz at (612) 678-1859 should you have
questions or need additional information,

Sincerely,

John Junck
Usxcentive Vice Presudent and General Counsel

Hnelosures (3)
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SAMPLI:

Jamuawy 21, 2006
Dear (advisor/former advisor):

[ am weiting to inform yon of un unfortunate incident that took place in late December and involved
the thelt of an Ameriprise Financial liptop compuler from an of(site location. The compuler containcd
ndata Ge with eerfain nomes and Social Security numbers, This file included your inf ormation. Other
tha those two ilems, no relevant identilying information or account information of any kind was
inelnded, We have been working willy our information security experts, and they have advised us that it
is pahikely this incident will affect you, however in a situation like this, we wanted you to know the
(uats, a8 well as the actions we are taking to assist you in proactively protecting your personal
information.

Dascel on what we know, especially the facts suironnding the theft, we belicve this was arandom
cringinal act nnd that it's very unlikely your information will be misused or even discovered. Since the
thelt oceurred, we have received no reports to sugpest that information lost in the theft has been used
improparly. y

We have created a dedicaled web page to help answer any guestions you may have and 10 provide
feher detnils on the credit monitoring program below. The address for the site 1s p o

WA w.m]mriprisi*..muw':lm]n"lncidn:nlrmpnnsa-mlvism's. If you have any additional questions or
would like fusther assistance, please call our Incident Response Center at 1-888-228-0537..

We are also providing you an opportunity to enroll i an mdependently operated credit monitoring
propran for one year, ‘This program, which is offered to you at no cost, is administered by TransUnion,
e of e hree natonal eredit reporting agencics. Full details of the program can be found in the FAQ
seelion of the website in the parngraph above or by calling the Incident Response Center, 11 you are
intecested in cprolling in the credit moniloring program please visit TransUnion’s website at

Wty Leneeredit.com/geentry.jsp. You will nced to enter the following 16-character gift certificate
cod 1o initiate the program — XX XX-XXXX-XXXX-XXXX (all characters must be capitalized as
shown). If you do not have infernct access you may call 1-800-242-5181 and cnter the pass code:
UNRENR - (note: the L6-character pift certificate code will still be necded if you call). You must
curoll by March 31, 2006 (o be cligible for the year of credit monitoring at no cost to you.

We apologize for any inconvenience this situalion may cause you. I want Lo assure you that we take
obr responsibility o saleguard the person a1 mformation of our advisors, employees, and clients

eppiously and that we are committed to protecting your personal information now and 1n the fulure.

Sincerely,

“Rrtan (leath, President, 1.8, Advisor Group
Apenriprise Financial Services, Inc,
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SAMPLE

Junnaiy 21, 2000
Dear (ehent):

1 s wrtting Lo inforim you ol an unfortunate incident that took place in late December and involved
ihe thelft of an Ameriprise Financial laptop computer from an offsite location. The computer contained
a duta 1ile with names andd some Ameriprise Financial account informalion of somc of our clicnts. This
fiie included your name. No other personal identity information or data on accounts outside of
Amenprise were in the file. We have been working with our inforimation sccurity expeits, and they
have advised us that it is unlikely this incident will affect you, however in a situation like this, we
wanted you 10 know the facts, as well as the actions we are taking to assist you in proactively
mrolectivg your personal information.

[Lis imporiand to note that your name ancl account numbers alonce are not cnough information for
sOUYCONE 16 CCess of Transuct business in your Ameriprise accounts. Based on what we know,
cepecially the facts surronnding the theft, we belicve this was a random ¢nminal act and that 1t's very
nntikely your information will be misuscd or cven discovered. Since the theft occurred, we have not
received any reports of unusual or unauthorized account activity as a resulr of this incident,
We are tuking 1he following steps on your behalf fo protect your account at Amerpnse Financial:

o Ourservice associates have heightened their scrutiny of any attempt Lo access your accounts

without all the specific information neeessary..

s We have created an informational web page specific to this incident to help you with any
adiitional questions you may have. The address for the site 15
www.nraauriprif;e-mmfumpiincitlmumc;pnnse. If you have any additional questions or would
like further assistance, please call our Incident Response Center at 1-877-347-6461.

Alllwugh we believe, and industry research of similar cases suggests, the risk Lo your accounts s
xtiemely low, you shonld imonitor sctivity in your Ameriprise Financial accounts and read your ¢lient
Lceomil slatements when you receive them to make sure your accounts are in order. Il you have any
CORCErny please enntact your personal financial advisor or call the Service Delivery number listed on
youly' thost reeent client stutement.

We npolopize for any inconvenience this siluation may causc you. I want to assurc you that we take
ovy responsibility to safepuard your personal information very scriously and are committed to

protectipg that information now and in the future.

Sinceacly,

Brim Heath, Piesident, U.S. Advisor Group
Ataceiprice Finuneial Services, Inc.
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SAMPLE

Tantiiry 21, 2000
D (advisor/Tormer advisor):

1 aty writing to infornm you of an unforfunate incident that ok place in latc December and involved the theft of
an Ameriprise Financial laptop compuler from an ofisite location. The compuler contained a data file with
ceriain wonies and Social Security numbers. 1t also included a file that contained names and some Ameriprise
speeific aceount infonmation of recently reassigned clicnts. Your name is included in both files. Other than (he
nane and Socia) Seeurity mymber, no relevant identifying information was included in the first file. Although
sonme Ameripiise aceount information was in the second file, no information from any accounts outside of
Amesiprise way incladed. We have been working with our information security experts, and they have advised
us thit it s unlikely this imcident will affect you, however in a sitluation like this, we wanted you to know the
Fnets, ns well ay the actions we are 1aking to assist you in proactively protecting your personal information.

Baged on whal we kinow, especially the facts surrounding the thell, we believe this was a random criminal act
e thal it's very imlikely the information in cither file will be misused or even discovered. Since the theft
acenrredd, we have reecived no reports W suggest that any information lost in the theft has been used improperly.

Ovr selvice associales have heightened their serutiny of any attempt to access your accounts without all the
speeilic imformition necessary.

W hvive also ereajed a dedicated web page (0 help answer any questions you may have and to provide lurther
details op the credit mooitoring progran below, The address for the site is &
wwwaaneviprive.com/mop/incidentresponse-advisors, I you have any additional questions or would like
il sssistance, please call our Incldent Response Center at 1-888-228-0537.

We are also providing you an apportunity to enroll in an independently operated credit moniloring program foy
one year, Yhis program, whach is offered to you al no cost, 1s administered by TransUnion, one of the three
natlonal ceedit eeporting ageneies. I'ull details of the program can be found in the FAQ section of the website in
the parapvaph above or by calling the Incident Response Center. If you arc interested in enrolling in the credit
ropitading progran please visit TransUnion’s website ot www.truecredit.com/gcentry.jsp, You will need to
cater the (ollowing 16-character gilt certificate code Lo imtiate the program — XX XX-XXXX-XXXX-XXXX
(ul] chiracters musl be capitalized as shown). 17 you do not have internct access you may call 1-800-242-5181
and epter the pass code: XXKXXX - (note; the 16-character code will still be needed if you call). You must
erroll by March 31, 2000 to be eligible for the year of eredit monitoring at no cost to you.

We apalopize Tor amy inconvenicncc this situation may cause you. I want to assure you that we take our
responsibility to salegnard the personal information of our acvisors, employeces, and clients seriously and that
vig are commilled to protecting your personal information now and in the future.

Sinciauly,

Beian Heath, President, V.5, Advisor Group
Ameripnre Financial Services, Inc.



