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Message:
Following is a copy of the letier that was sent to all residential ABN AMRO Monrgage, Inc customers on Friday,
December 16, 2005. Pleaso nore that the botline number is listed in the fina) paragraph of the lener
(1.800.371,9904).

Please do not hesitate 1o call me.

If you do not recerve all pages, please call Janente Contreras as soon as possible at
(312) 904-9680.

THIS COMMUNICATION IS INTENDED ONLY FOR THE USC OF THE ADDRESSEF NAMED ABQVE AND MAY CONTAIN
INFORMATION THAT IS PRIVILEGED AND CONFIDENTIAL. IF YOU ARE NOT THE INTENDID ROCIPIENT, YOU ARE HEREBY
NOTIFIED THAT ANY DISTRIBLITION OF THIS FAX IS STRICTLY PROWIBITED. IF YOU HAVE RECEIVED THIS FAX IN EIIIOR,
PLEASLE NQTIFY US IMMEDIATELY BY TELEPHONE AT THE NUMBER BELOW AND RETURN THIS FAX BY RETURN MAIL TO

LASALLE BANK CORPORATION., ATTENTION: 135 SOUTH LASALLE STREET, CHICAGQ, IL 60603, U.S.A.
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Dear Resideniial Mnr:gugu Customer
Please Read This Important Nortice

We are writing to let you know that a compurer fape containing informarion about you and your mortgage account
with ABN AMRO Mortgage Group, Inc. has been Jost while being transported by DHL courice service to a credit
reporting company. We deeply cegret thar rhis simuation nccurred nd are keenly aware of how IMPorne your personal
informacon is to you. We have no reason at rhis ume to believe this information has been mususecd.  [ven so, we want 1o
inform you of the situaton, provide background 1bout what happencd, sugpzest some feps you can ake and assistance we ean
Provide 1o procect yourself from wdennty thett now and in the furare.

Whar Happened?

The nmape, which included the names, account informauon, payment history and Social Security numbers of our residential
moregage customers, was shipped via DHL from our datw cenrer in Chicago to the credir reporung company, Experian. The
tape was losc after DFIL picked it up from the data cencer. We and other lendees rounnely provide chis informagon to crecic
Feporung companics o eénsure your credit record js up-to-dare.

As we learned about this situaton, we immediarely began an invesugaaon, and asked DIML to search for the rape and 1o
investigate the loss. We also alerred federal law cntorcemenr. We are carefully reviewtnp this incident and will ke wharever
measures are necessary 10 ensurce thar it does note happen again,

What now?
Although we have no knowledge of any mususe of rhis informaton, we have arranged for you to enroll, at your choice, in

2 credit monitoring service at no cost Lo you for 90 days. The service is provided by TransUnion, onc af the major credi
ceporuny companics that monitors actviry 24-hours-a-cly, 7-days-a-wecek.

To enenl] in this service, go to TransUnion’s Web site at www traceredi.com/entry /GCFatey.isp and in the space referenced
as gfe ceruficate code enter AAMG-DGJG-BKIKB-XFRB (code s case sensitive). If you do nort have access o the Incerner
you can also enroll via phone at 1-800-242-5181 and use code AAMGA4U (226448). Your enrollment includes scveral valuable
services such as daily monitoring of your ereclic report file, noufication of actvity, and addidonal access fo your credic reporr.

[t is always a good pracuce 1o repulacly review Acuvity on your accounts and to obrain your credit report from one or more of
the national credic reporung companies. We cecommend thac you remain vigilant regarding your credic cepott and to promprly
reporr any inaidents of suspected iden uty theft o us und to the praper authocoues. In addition, we are providing the enclosed
Reference Guide to give you more informaton on idennfy thefr, how o repoct ir and how to prorect yoursell,

We apologize for any Inconvenicnce or concerns this may cause. If you have any questons or need addiuonal information,
please visir us at info.mortgage.com or call our hotline 1-800-371-9904 from 7 a.m, 0 Y p-m. CST. We are here o help.

Sincerely,

Thomas M. Goldsrein
Chairman & Chief Execurive Officer
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REFERENCE GUIDE

While there is no reason to believe the dara on the computcer rape hus been musused, (1 is prudent to know about idennty thef
and what you can do ro prorect yourself. We recommend that you remain vigilunt cegarding your credit report for the next 24
months.

About Identiry Theft
Idenrity thefr, in its simplest form, occurs when someone obrains and rmisuses your personal intormaton withour your

permussion, and otren umes without any knowledge of the activity by you. Our company ts 4 member of [denrity Theft
Assistance Cenrer, which provides assistance to customers who experience identty theft. For more informadon on this service
or idenury rhefl, you may visir info.mortgage com or call our hodine ar 1-800-371-9904 from 7 a.m. to O P CAT

Complimentary Credit Monitoring

As menwoned in the letier, we have arranged for you to enroll, at your chaice, in a credir monitoring service at no cost
to you for 90 days. The scrvice is provided by TransUnion, one of the major credit reporung companies that monitors
acuvity  24-hours-a-day, 7-days-a-weck. To enroll in this service, go to TeansUnion's Web site ar
wun pruecredir.com/enny/GCERny jsp and in the space referenced as gift certificate code enter AAMG-DGJG-BKKB-
XFRB (code is case sensitve). If you do not have aceess to the lnterner you can also enroll via phone ar 1-800-242-5181 and
usc code AAMG4U (226448). Your enrollment includes several valuuble services such as daily monitonng of your credit
report file, norificauon of acuviry, and addidonal access to your credirt repore.

Identty Thefr Prevention

You may want to consider placing an inital frand alert on your credic file. A fraud alert tells credirors to conract you before

[hc}' Qpen any new jccounts or Ch:mg‘& your t:x.isr.ing accounts. You may call any one of the three major credir rePﬂrﬂng
companies. As soon as one credit repocting company confirms your fraud alert, the others are notified to place a simular alerr,

An iniaal fraud alert stays on your credit reporr for 90 days. When you place this alert on your credit report, you will receive
informauon about ordering one free credit report from cach of the credir reporung companies. Once you receive your
ceports, review them carefully for inquiries fcom companies you did nor conract, accounts you did not open, and debts on
your accounts that you cannog explain. Verify the accuracy of your Social Security number, address(es), cornplete name and
employer(s). Noafy the credit reporting companies if any information is incorrecr,

Equifax: 800-525-6285 www,cquifax.com; PO Box 740241, Adanta, GA, 30374-0241

Experian: 888-397-3742 www.¢xperian.com; PO Box 9532, Allen, TX 75013

TransUnion: 800-680-7289 www.rransunion.com; Fraud Victum Assistance Division,
PO Box 6790, Fullerton, CA 92834-6790

We recommend chat you check your credir ceports and review your account siatemcents pexiodically. This can help you spot
problems and address them quickly.

In addiuon, under federal law you are entitled ro a free copy of your credit report, at your request, from cach of the major
naucnwide credit repocting compantes once every 12 months. To order your free annual credit report from one or all of the
nauonal credit reporung companies, visic www.annualeredhrepoer.com, call wll-free 877-322-8228, or complecte the Annual
Credit Report Request Form and mail ic to: Annual Credic Report Request Scrvice, PO Box 105281, Atanta, GA 30348-5281.
You can print the form from www.ftc.gov/credit. Please do not conract the three natonwide credit repotung companies
individually, [f you ask, only the last four digats of your Social Security number will appear on your credic reports.

To learn more about how to protect yourself againsr identity chefy, please wvisit wwawv.consumer.gov/idihef] or call the Federal
[rade Commission hotline phone number: 1-877-IDTHEFT (438-4338). You may call or visit the Federal Teade Commission
Web site to report any incident of suspected identry thefT.



QY ABNAMRO N

135 5. LaSalle Street
Suite 340
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Thomas M. Goldstein

Ms. Teresa A. Santiago, Chairperson and Executive Director Chetrman and Chief Exsctitive Officer

New York State Consumer Protection -Board
5 Empire State Plaza, Suite 2101
Albany, New York 12223

Re: Notice of Potential Information Security Breach

Dear Ms. Santiago:

ABN AMRO Mortgage Group, Inc., a wholly owned operating subsidiary of LaSalle Bank Midwest NA
(a national bank which is federally regulated by the Office of the Comptroller of the Currency), 1s wnting
to inform you of a potential information security breach regarding our residential mortgage customers that

occurred on or about November 18, 2005.

Please be advised that we are notifying all affected customers residing in New York and elsewhere of the
possible information security breach. We estimate that approximately 128,249 New York residents may
have been affected by this incident. Notice 1s being distributed on December 16, 2005 via written letter to
each affected customer through first class mail, postage prepaid. In addition, we are also notifying the
New York Office of the Attorney General, the Office or Cyber Security & Critical Infrastructure
Coordination and the major consumer reporting agencies that compile and maintain files on consumers on
a nationwide basis of this incident through first class mail on December 15, 2005.

The notices contain (1) a description of the general nature of the incident, (2) a description of the type of
personal information that was the subject of the possible security breach, (3) the general measures we are
taking to help protect our customers from unauthorized access, (4) contact information for inquiries
regarding the incident, (5) a “Reference Guide” for customers to help them guard against identity theft
and/or misuse of their personal information, and (6) a recommendation to our customers that they remain
vigilant by reviewing account statements and monitoring free credit reports that are available to them.

For your convenience, a copy of the notice sent to consumers in New York and elsewhere 1s enclosed
with this letter. Please note that certain information in the customer letter has been masked out in the
version we are sending you. We are doing so to ensure that the full capacity of our call center and Web
sites are available for the impacted customers. Thank you for understanding our concern in this area. If
yvou need further information regarding this incident, please do not hesitate to contact our Public Relations
Department at 312-904-7240.

Thomas M. Goldstein
Chairman & Chief Executive Officer

Enclosure
cc: Office of the Comptroller of the Currency
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Dear Residential Mortgage Customer:
Please Read This Important Notice

We are writing to let you know that a computer tape containing information about you and yout
mortgage account with ABN AMRO Mortgage Group, Inc. has been lost while being transported by
DHL courier service to a credit reporting company. We deeply regret that this situation occurred and are
keenly aware of how important your personal information is to you. We have no reason at this time to
believe this information has been misused. Ewven so, we want to inform you of the situation, provide
backeround about what happened, suggest some steps you can take and assistance we can provide to protect
yourself from identity theft now and in the future.

What Happened?

The tape, which included the names, account information, payment history and Social Security numbers of
our residental mortgage customers, was shipped via DHL from our data center in Chicago to the credit
reporting company, Experian. The tape was lost after DHL picked it up from the data center. We and other
lenders routinely provide this information to credit reporting companies to ensure your credit record is up-to-
date.

As we learned about this situation, we immediately began an investigation, and asked DHL to search for the
tape and to investigate the loss. We also alerted federal law enforcement. We are carefully reviewing this
incident and will take whatever measures are necessary to ensure that it does not happen again.

What now?

Although we have no knowledge of any misuse of this information, we have arranged for you to enroll, at
your choice, in a credit monitoring service at no cost to you for 90 days. The service is provided by
TransUnion, one of the major credit reporting companies that monitors activity 24-hours-a-day, 7-days-a-
week.

To enroll in this service, go to TransUnion’s Web site at www.xxxxxxxxx and in the space referenced as gift

certificate code enter XXX N-XXXKX-XXXX-XXXX (code is case sensitive). If you do not have access to the
Internet you can also enroll via phone at 1-XXX-XXX-XXXX and use code XXXXXX (xxxxxx). Your
enrollment includes several valuable services such as daily monitoring of your credit report file, notification of
activity, and additional access to your credit report.

It is always a good practice to regularly review activity on your accounts and to obtain your credit repott from
one or more of the national credit reporting companies. We recommend that you remain vigilant regarding
your credit report and to promptly report any incidents of suspected identity theft to us and to the proper
authorities. In addition, we are providing the enclosed Reference Guide to give you more information on
identify theft, how to report it and how to protect yourself.

We apologize for any inconvenience or concerns this may cause. If you have any quesfjoﬂs or need
additional information, please visit us at xxxxxxxxxxx Or call our hotline T-XXX-XXX-XXXX from 7 a.m. to

9 p.m. CST. We are here to help.

Sincerely,

Thomas M. Goldstein
Chairman & Chief Executive Officer






