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Morth Carolina Security Breach Reporting Form
Pursuvant to the Tdentity Theft Protection Act of 2003

Name of Busingss Gwning or Licepsing Information Affecied by the

Breach:

PLEARE SUBMIT FORM TO:
Consumer Protection Division
WNC Attorney General’s Office
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3001 Mail Service Center
Ralgigh, WC 27699-9001
Telephone: (819) 716-6000
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FAX (919 716-6050
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Date Security Breach Reporting Form submitted:

S -olE - RO

Diate the Security Breach was discovered:
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Estimated number of affected indjviduals:
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Estimated number of NC regidents affected:
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Name of business maintaining or possessing information that was the subject of the Security Breach, if the
business that experienced the Security Breach js not the same entity as the business reporting the Security

Breach {pursuant to N.CGS, &
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75-65(b):

Describe the circumstances surrounding the Sccurity Breach and state whether the information breached was

format:

n glectronic Of paper
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Regarding electronic information breached, state whether the information breached or potentially breached

o . . -
was password protected or encrypted in some manner. __ YD If's0, please describe the security
measures protecting the information:
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Describe any measures taken

to prevent a similar Security Breach from

oceurring  in  the
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f'there has been any dela}’ in natiﬁ}-’mg affex:ted NC residents, describe the circumstances surrounding
the delav pursuant to N.C.(G.5. § 75-63(a) and (c)):
N/

Ffthe del M wag) warwwa i o request from taw coforsement purs suafit to . C. G5 § 73650, pleade Tnelud dé'the
written request or the contemporaneocus memoranduni.

How NC residents were/will be notified? [Slviitten notice

(pursuant to N.C.G.S. §73-65(e) [_lelectronic notice (email)
Pleasc attach copy of the notice if in written form or a copy of [ Jtelephone notice

any scripted notice if in telephonic form. [ Jsubsritute notice
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{if different from above}

Telephone:
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2 Wall Street Suite 212
Past Office Box 144
Asheville, NC 28802

828-251-1333
FAX 254-1311
www.rmountainx.com
r 1LC]
[Address]
[City State Zip]

[Customer Namc]:

We are writing to you because of a recent seourtly ineident involving the computer records of
Mountain Xpress.

On May 7, 2007, Mountain Xprcss discovered that it had experienced a data security breach,
which nun.n‘ 1ally exposed sertain information 10 unauthorized aceess and acquisition. An
cutside attack was made on our email server and cortain databases. One potentially
compromised database included your name and your credit card nurnber or numbers. The
incident has been reported to law enforcement authorities and the credit card companies. An
active investigation is underway.

We desply regret this ineident and want to assure you that Mountain Kpress tales the privacy
and security of our customers™ personal information very seriously. To protect personal
information from further unauthorized access, Mountain Xpress has removed credit card data
from its network and stored it in an encrypted file. Tt has also improved its firewall and changed
all server/client passwords.

We hope that the incident does not result in fraudulent activine, However, you should remain
vigilant, regalarly review your account stalements and imsnediately report any siuspicious activity
to your credit card company.

Youmay wish to obtain a free credit report {www annualereditreport.eom or 1-877-322-8228),
visit the website of the Federal Trade Commission {www . consumer. gayadihel) for information
nn pmt»gtign agm'n 9,{ idc*m‘t‘v E‘zﬁth or eontact a eredit reporting agency regarding fraud alerts

Fquifax Experian TransUnion

B00-525-6285 8881973742 800-680-7289
We sincergly apologize for any inconvenience caused by this incident. If you require additional
information or assistance, pleage call us at 8282511333, ext. [08.
Stncerely,

Mountain Xpress
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