North Carolina Security Breach Reporting Form
Pursuant to the Identity Theft Protection Act of 2005

Name of Business Owning or Licensing Information Affected by the, PLEASE SUBMIT FORM TO:

Breach: MNerig ol Fprewcind o Ceop, (PATY 0 Consumer Protection Division

Address: 17T Seventh Aveanc a NC Attorney General’s Office
i te i, NY so01d 9001 Mail Service Center

Telephone: (2131 B - Y s Raleigh, NC 27699-9001

Fax: (223 301 - ot Telephone: (919) 716-6000

Email: Toll Free in NC: (877) 566-7226

FAX:(919) 716-6050

M

Date Security Breach Reporting Form submitted: Ucvlony- 30 AU
Date the Security Breach was discovered: Aﬁ\;&.i::j\,@ A T g Fod s
Estimated number of affected individuals: = P -

Estimated number of NC residents affected: 1O o5

Name of business maintaining or possessing information that was the subject of the Security Breach, if the
business that experienced the Security Breach is not the same entity as the business reporting the Security

Breach (pursuant to N.C.G.S. § 75-65(b): NIA-

Describe the circumstances surrounding the Security Breach and state whether the information breached was
in  electronic  or paper format: W ELL pruril wen o poieaie A o Tank conBuak
1})\)& 7] ihf'é FW%SJ"ZJ”% [SATAT f; Y ‘g‘;*":’i"xﬁl—w ok (fl?ifx,i“:"*»'b-*/“s}‘ {"waf;i,;‘.,;; ;Exﬁ:«,« iA {%’{‘(,g "qw‘:?s A Fwe T {“;’)/
Regarding electronic information breached, state whether the information breached or potentially breached
was password protected or encrypted in some manner. _ Moy If so, please describe the security
measures protecting the information: _1hi dunb g i iy e csatmined T (wF o, %7x
A £ B&i;u@ﬁ’% P Boebed . ;x,%’{éiv it b \-qi’?\-zu ":5}‘;4’*#»:\”“ A, ‘ﬂk;jr%f }’”9;@’3 e o “;:1";\,33 ivf«:,r?{
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Describe any measures taken to prevent a similar Security Breach from occurring in the future: M{P o,
A % ,v‘?.ﬂ.kk}i»é ot g,{‘LL.i M g,:\“ﬂ.ﬂj\ 1.5 vf%”:?\v%% g-.‘a Nf: 9’9 [N | o Tk »a.,;,( \:?13,
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Date affected NC residents were/will be notified: flﬁi%{ﬁ‘s(‘&vi‘{i-ﬁf“ d”f; AL,

If there has been any delay in notifying affected NC residents, describe the circumstances surrounding
the delay pursuant to N.C.G.S. § 75-65(a) and (¢)):

If the delay was pursuant to a request from law enforcement pursuant to N.C,G.8S. § 75-65(c), please include the
written request or the contemporaneous memorandum.

How NC residents were/will be notified? @written notice

(pursuant to N.C.G.S. § 75-65(e)) [ lelectronic notice (email)
Please attach copy of the notice if in written form or a copy of Dtelephone notice

any scripted notice if in telephonicfovrm., [ Jsubstitute notice

Signature:

Contact Person, Title:
Address:

(if different from above)
Telephone: {2 A 3% ~twu Fax: (212} 30 ~ 7¢0F Email:__ 7726 £4E9 A5 v eiom
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NATTCNAL TINARCIAL PAK SN ERA

PO Box 37420 | Qak Park, M1 48237

Urgent Message From National Financial
Partners Corp. Please Open Immediately.

v

<< INAME>
<<ADDRESS 152
<<ADDRESS 250

«<CUTY, STATE Z1P-»

< POSTNET CODE»»

Dear <<MNAME>>,

We recently discovered that a former manager in our New York payroll department possessed, without
authority, personal information of current and former company employees, and certain principals of NFP
The information included Social Security numbers, addresses and birth dates. While there is no indication
at this time that any of this personal information has been misused, we are taking every precaution and want
to inform you that your information was among those records. The individual involved in this matrer was

terminated in August.

Among the immediate steps we are taking to guard against potential problems this incident could cause is to
offer services to you free of charge to help secure the privacy of your personal information. We are also reviewing
and strengthening the procedures already in place to safeguard against a breach of data security in the furure.

We have engaged Kroll Inc., the world’s leading risk consulting company, to provide you with access to its
ID TheftSmart™ service, which includes Enhanced Identity Theft Restoration, a Trimerged Credit Report,
and Continuous Credit Monitoring at no cost to you.

[D TheftSmart is one of the most comprehensive programs available to help protect your name and credit
against identity theft. We urge you to take the time to read the enclosed information about the safeguards

now available to you.

If you have questions or feel you may have an identity theft issue, please call ID TheftSmart member services
at 1-800-588-9839 berween 9:00 a.m. and 6:00 p.m. (Eastern Time), Monday through Friday.

§j_nc¢rely,

) F

lEn‘i:Pily Arean

Senior Vice President and Director of Human Resources

National Financial Partners Corp.

Menpen: Ma, Joun O, Sampis
Memseasuip 104 000000800

Member Services: 1-800-588-9839

9:00 810 10 6:00 p.m. [Centia! Time), Monday thisugh Friday

If you have questions or feel you may have an identity theft issue please
call 10 TheftSmart™ member services

[[TheftSmart

Memser: Ma. Joun 0. Samers
Mempersuipe 108 000000000

Member Services: 1-800-588-9839

G:00 2. 1o 6:00 p.m. {Central Tune), Monday through Friday

I you have questions or feel you may have an identity theft issue please
call ID TheftSmart™ member services

PS: Your IDTheftSmart™ credit monitoring service cannot be provided without your authorization.

You must complete and return the enclosed authorization form to get it started.

e
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8 Simple Steps You Can Take

to Reduce Your Exposure
to ldentity Theft

Tips

There’s no foolproof way to avoid having your identity stolen. But there
are a number of precautions you can take to minimize your odds of being
a victim. Here are a few of them:

1 Monitor your credit report.

Many consumers don't even realize their identity has been stolen untit they
are denied credit, due 1o information provided on their credit reports,

2 Dow’t give out personal information indiscriminately.

Before you give any personal information by mail, Intemet or telephone,
confirm you are dealing with a legitimate organization.

_3. Be careful with your mail,

Don't use an unsecured maifbox when mailing anything that contains
financial information. Mail sensitive materials from a post office collection
box or your lacal post office. Remove mail from your own mailbox
promptly. And, if you're planning to be away from home, be sure to put a
hold on your mall until you return.

4 Guard your trash.

Identity thieves have been known to gather personal information from trash.
Before throwing them away, be sure to tear or shred your charge receipts,
copies of credit applications, insurance forms, bank statements, and the
credit card offers you get in the mail.

5 Only give your Socia! Security Number when ahsolutely necessary.

Your employer and financial institution need your Social Security Number for
wage and tax reporting. It's necessary whenever a credit check is required.
But some businesses request your social security number for general record
keeping purposes. Before giving out your number, be sure to ask why it's
needed ... and how it's used.

§ Pay attention to billing cycles.

it your bills don't arrive on time, follow up with creditors. A missing
statement could mean an identity thief has taken over your account and
changed your billing address.

7 Exercise caution online.

Before raking any purchase via your computer, took for the icon of a lock
in the lower right-hand corner of your browser window. 1 it's there, you're
dealing with a secure site. If not, you'll be safer finding another merchant.

& Remove personal information from old computers.

it you delete sensitive files by using your keyboard or mouse, the files may
remain on your computer's hard drive where they can be easily retrieved.
To make sure your files are unrecoverable, use a “wipe” utility program to
overwrite the entire hard drive.

KAO1184-29-0206



Privacy Policy

General

Kroli Background America, Inc. {“KBA”") respects your concems regarding maintaining the privacy of your personal data
that is submitted to us. This Privacy Policy covers all the information practices of KBA and describes the principles KBA
will follow with regard to ali information submitted to KBA in connection with the services we provide. These principles
will be implemented by all KBA personnel regardless of their location. All data shal! be collected, stored and used in
compliance with the Fair Credit Reporting Act (“FCRA") and other state and federal applicable law. This Privacy Policy

applies only to KBA and does not apply to data collected by Kroll, Inc., or by any of the subsidiaries of Kroll, Inc. other
than KBA,

KBA Is Committed to Protecting your Personal Information

KBA acknowledges both the duty of trust and care in maintaining the privacy of your personal information which we
collect and store and our legal obligations as a consumer reporting agency.

» Application Information
» Information From Outside Sources
e Consumer Report Information

Use and Transfer of Information

KBA is provided with personal information in
connection with preparing a report for you. In
connection with our providing these services, KBA may,
in some instances, employ other companies and
individuals, as our subcontractors, to perform functions
on our behalf. All such contractors are contractually
obligated to use and maintain the confidentiality of
personal information in a manner consistent with this
Privacy Policy. These companies may not share any
such information with any third party. Except as
described in this Privacy Policy, we will not use or
otherwise disclose any of the personal data that

you provide or that we collect from third parties or
other sources.

Confidentiality

KBA will use our best efforts to insure that no
unauthorized parties have access to any of your
information. We will never self or provide your personal
data to a third party, except as stated in this Privacy
Palicy, without your express consent. We may, howsver,
disclose personal data in response to a court order or
other legal obligation.

Accuracy

KBA makes every effort to ensure that the data we
receive, collect, and store about you is as accurate as
possible. However, KBA does not vouch for, and is not
responsibie for, incomplste, inaccurate or not current

data about you that may be suppiied to KBA by a third-
party source.

Access

You have the right to access any reports KBA produces
and maintains about you. You may contact KBA by
utilizing the contact information at the end of this
Privacy Policy, at any time 1o determine whether we
hold any personal information about you and to obtain
access to that information. We will only afford you
access to your data upon proof of identification that you
are the individual who is entitled to request access, We
will mail a copy of such information within 7 days as
mandated by the FCRA.

Security

Protecting your confidential information is our
business; therefore, KBA takes all appropriate measures
to assure the security of your personal data. KBA uses
advanced encryption technology ~ 128-bit Secure
Socket Layer (SSL) - to keep personal information and
data secure from unauthorized access. All data is stored
0N our servers in a secure, encrypted manner, Access
to those servers is strictly limited to network adminis-
trators and other authorized personnel of KBA, who
have been trained to protect against loss, misuse,
unauthorized access, disclosure, alteration or
destruction of personal data under KBA’s control. We
take pride in our technology and our security policies.

KBA is a member of the Better Business Bureau and the
Better Business Bureau Online Privacy Seal Program.
The Better Business Bureau is available for resolving
disputes between you and KBA, To file a complaint with
respect to the privacy practices of KBA, you may visit
the Better Business Bureau web site at
www.bbbonline.com

Kroll

Kre 1184-5
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MaTioNAL Timothy M. Robb
FinaNCiAL Vice President

Senior Counsel
R
ParTNERS

787 Seventh Avenue
ilth tloor

New York, NY 10019
phone  212.301.1007
fax 212.301.1107
trobb@nfp.com

October 30, 2006

VIA FEDERAL EXPRESS

Kim D’Arruda

Assistant Attorney General

Consumer Protection/Antitrust Division
State of North Carolina

Department of Justice

9001 Mail Service Center

Raleigh, NC 27699-9001

Dear Ms. D’Arruda:
Further to your letter to Douglas W. Hammond, dated October 4, 2006, attached please
find the completed North Carolina Breach Reporting Form relating to National Financial

Partners Corp.’s recent data security breach.

Please contact me at (212) 301-1007 if I can be of any further assistance.

. omr—

Sincerely,(

TMR/thd
Enclosure

100036060.DOC; 1}





