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Sorth Caroling Security Breach Reporting Form
Pursuant to the ldentity Theft Protection Act of 2005
Name of Business Owning or Licensing Information Affected by the PLEASE SUBMIT FORM TO:
Breach: Pfizar Inc ' _ Consumer Protection Division
Address: 235 East 42nd Strect NC Attorne C nersl's Qffice

Maw York, N‘{ ON17-5755 9001 \m,zsl 5 vice ume:
Teiephone: {212) 733-B840 =87 '
Fax: (846) 792-4565 ’ Tckp’rmm‘;: (o193 71 V%(JUU
Einails Carlton Wessel@Pfizer.com Toll Free in NC: (877) 566-7226

FAX

319} 716-6030

: Form submitied; June 15. 2007

Diae Security Breach Reporting

Dizve the Security Breach was discovered: Apri 18, 2007 .
Estirmated number of affected individuals: 17,000

Estimated number of NC residents affected: 569

Narme of business maintaining or possessing information that was the subjecet of the Security Breach, if the
business that experienced the Security Breach is not the same entity as the business reporting the Security
Breach {pursuant o 8O0 JE

vy NIA

Jescribe the circumstances surrounding the Security Breach and state whether the information breached was
in  clectronic  or  paper  formatt  Please see aflached response.

}?tﬁoard electronic mzwmmxuu breached, state whether the informat on brea\,hc.,d or potentially breached
ol '3 describe the security

attached resgonse

Describe any measures taken to prevent a similar Security Breach from occurring in the future:
Please se¢ atlached response,

1 there has been any delay in notifying affected NC residents, describe the circumstances surrounding
the delay pursuant to N.C.G.8. § 75-65(a) and (&)} N/A

{{the delay was pursuant to a reguest from law enforeement pursvant to N.C.G.8. § 73-63(c}, please nclude the
written request or the contemporaneous memorandum,

How NC residents were/will be notifie ritlen notice
(pursuant to N.C.G.8. § 75-65(e)) 4:}6 lectronic notice {email)
Please attach copy of the notice if'in written form or a copy of {_ Jtelephone notice

any seripted notice if tn {elephonic form, r“'}gubgmﬁc notice

Date: Jung 1&; 2007

Address: Sys Slreet, N
(if different from above)  Yyashingfon, DC 20006-5403 »
Telephone: (202) 420-2495 Fax: (202) 420-2201 Email: levitaspgodicksisinshapiro com
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Addendum to Morth Carvoling Security Breach Reportine Forn
Filed byv; Plizer {oc
June 13, 2007

(. Describe the circumstances surrounding the Security Breach and state whether the
information breached was in elecironic or paper formai:

Ao On March 2 . : Plizer employes loaded unauthorized persona
onto z Ptizer laptop for tne puq ose of ACCES .ing a “peer to peer” {ile sharing network. That
software ga»e other users of the file sharing network access to the contents of the employee’s
laptop, in electronic format, including information reialm:&, to appm\zmd?ciy 17,000 individuals.
Pfizer learned abeut the gxposure of the data on April 18, 2007 and took action the sarme Jday to
retrieve the laptop and prevent further exposure.

3. Reparding electronie information breached, state whether the information breached of
potentially breached was password protected or encrypted in some manner, [f 30, please desenibe
the security measures protecting the information:

A. The information made accessible due to the unauthorized use of personal software was itself
weither pe usuard protecied nor ener yptf::d However, the laptop at issue was egquipped with a

. ired the user’s ‘?"nflrr;' in ‘Oab:ﬂ‘v{*]d suniock, This password
vas shared ‘mv the employee with the employe sspuuh, who usad i1 to access the machiae,

g0 rer which 7

Q Describe any measures taken to prevent a similar Security Breach from ocewding in the

g astrict the ability o
stall unauthorized soffware, J,m] ensuring 1hat the source amizcmtmﬂs which generated the data
on the laptop no longer use social security numbers. ‘vioreowr a wide-tanging assessment is
underway to detcrmmc if there are additional opportunitics to enhance bontrols of sensitive
company information. Pfizer is also updating its educational materials for all employces and
contractors regarding the handling of sensitive inforrmation.
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Plizer Ine
235 Bast 42" Street
New York, NY 100]7-5733

Hage 4

Deary I

We are writing to inform you of 4 recent incident involving the unauthorized disclosure of your name and
Social Security Number (“SSN.7) The information was stored on a Pizer laptop computer that was

provided to a Plizer colleague for use in her home, Due (¢ the unauthorized installation of certuin
sharing ﬂoﬁwﬂrc on the lapt
udure s and bonus infom

formar Prizer colleagues wera
i i YO RS WeTe

& :essed and copied.

Details of Incident

Based on our nvestigation to dats, we have no reason 1o believe that any nther persanally identifiable
information was exposed. Also, because the faptop was being ugcd to acoess the infernet outside of the
Plizer network environment, there are no associated risks to any other data o systems maintained by PT)Z&I
\* e a*mw fze for this incident and sincerely regret any invenvenience that thess events and respondin;

Keep in mind that Pfizer has no indication that any unauthorized individual has used or is using your
personal information; we bring this incident to your attention, however, $o that you can be alerl 1o si ons of
possihle misuse of vour parsonal information.

"i“ whx h i e

I 7;1 onto deten

I 1 ontaining names and 5 ,
accessed by dne or more unauthorized persons aver a “peer to pccr“ network, we ara unable to determing
the identity or Jocation of those persons, or whether any particular file was opened or examined. Cur
investigation {s on going, and we are taking steps W prevent any further dissemination of these files, and to
determine the identity and location of any person(s) who may be re-posting them.

les, tJ ATy, WaT

Ly

ity wors gy

’ﬁé*'%sai Plizer s Doing to Help %’mi’eci Your Privacy and Security

Under these circumstances, we adviss you to remain vigilant against the possi ihility of fravd andio
theft by monitoring your account statements and credit repm‘s for unusual activity, To belp you to
yourself, Pfizer has taken the following steps:

ity
rotect

s Pfizer hus contracted with Consumerlnfo com, Inc., a3 Experian® camparny, to provide you with
SIS of uxdn 'nmfmrmg, alno costlo you. Provided you meef the standard eligibility

Can dvc‘I at y <puon o enroll in the program. Consumer!nf

o3 number. §66-274-3¢

IR

e

, Fites stored i the taptop x;om-'zming the names, SSMs, and in some instances,

nees,
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further a»s stance and information you may need regarding this incident and the available

»  This credit monitoring product known as Triple Advamage™ Deluxe will identify and notity you of
key changes in your three national eredit reposts that may indicate fraudulent activity, (Additional
details appear below ) 1f vou chouse to enrcll in the program, yvou will receive ongeing email or
SME Text communications alenting vou W any key changes to your credit reports from all three
major credit agencies, Even zf)our credil reports do not change, you will still be updated on 2
mot t%hy basis so that you can fee ;,omfozmb‘ﬂ that your credit status has not been affected by this

AT BN

* 235,000 ldentity Thefl insurance provided by Virginia Surety Company, Inc. Please be mware
however, that due to Mew York state law restrictions, identity theft insurance coverage can not be
offerad to vesiders of Mew York..

s Plizer has notified the Attormey General’
other officials where required by Iat
lwelp

»  Plizer has also coniacted the three major U.S, eredit agencies to inform them of this incident, This
was @ general report. None of your information was provided.

What You Can Do to Protect Yourself
For your additional protection, we suggest that you contact the fraud department at any one of the throe

cz‘edit a”cncb to infarm ‘rhcm that you may be a potenatial victim of identify thefl and request that 2 “fraud
alert” be placed on your eredit file. A fraud alert 1s & consumer statement added o your cradit file Hat

warns creditors about p(,s,alb}u {raudulent activiry within your sceount and requests that any creditors
contact you before they open any new accounts or change you" existing accounts. There is no charge for
s service, and it is easy to reguest, Call any one of the three major credit agencies listed betow. As soon
as you alert one credit agency it will notify the other two {0 plcmc fraud alerts on your account as well

( Age Framd Alert Toll-Free Mo,
Eguilax 1-A88-766-0008

EBxperian 1-858-397-3742 .
TransUnion 1-800-680-7289 www,zy.msumon‘wm

b addivon to the steps that Pfizer has already 1aken to protect vou, there are a numbey of other ways vou
can protect yourself from fraud and identity thefi:

s You are eriitled under UGS faw o one lree eredit report annvally from each of the thras
credit agencies lisied above, Reviewing your credit report will allow you to confirm that no new
accounts have been upened without vour knowledge and may give you carly notice of any potential
fraud or incidents of identity theft. To order your free credit report, visit
wwv.annualereditrepert.com or call 1oll-free (R771.322-8228

e When you r“ceiw your credi Lre;mns [L‘vl"\w Li e CurcM - yeu see anything you do not
SR upk.ou‘» hleeﬂv Of ¥ 0T

it of identify theft.
to obtain a copy of the police rupon becausc you may need to provide the report to creditors to
vlear your record. You also <Imuid file a complaint with the Federal Trade Camnuission (“FTC™) ad
WIWW, m govdidtheft or at | SID-THEFPT (1-877-438-4338). Your complaint will be added 1o

he FTC s Tdentity Thell stm (.!cannghousc, where it will be accessible to Juw enforcers for their

mws;ug;;iwm.

Alrey
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‘ i DTV G o b 2 o ends
that vou contime 1o o m,«" your credit reports periodically. [dmmry higves sornelimes hodd wn o
personal information for a period of time before using it. Checking vour credit reports periedically
can help you spat potential problems and address them quickly.

¢ Foradditional information an how to further protect yourself against identity theft, vou may wish
Lo visit the web site of the 108, Federal Trade Commission at vaww. fic goviidtheft,

a1 Triple WL
The eredit monitoring pruduﬁ Triple \dvanfw  Deluxe, will identify and notify you of key changes 1bar
may be a sign of identity theft, Thc package includes:

¢ Tl

o Uniimized acuEss m your Experian Credit Report and Credit Score

o L THREL of vour national Credit Reports EVERY DAY

o E I or C\L: T c%t Akm whon key ch hanges ciﬂ xfienhhud

v Company, oo {(Due o afabe
a

wetivate hzs sel '\me W mh m} continug for 12 meaths. We encourage you to
pleage vish

any pricing inmrmntéun,

Your Credit Monitoring Access Code: [insert activation code]

P!uax rest assured that Plizer takes data sceurity very seriously and we have afready taken 3teps o
minimize any risk from this incident. In addition, we will continue to investizate and monilor this parricular

situarion. Should there be any further significant developments in this matter, we will net iy you. Again,
we deeply apologize fur any incotvenience or concem this incident may cause you, and we encourags you
to take full advantags of the re ave provided to protect your personal informatios

SOUTCes wi he

Q}HLC‘"C

Xwﬁ Ortif~

Hizer Privacy Office
By Lisa M. Goldman
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038 Bast 42 Sirest
dlesw York, NY O10017-3755

June 1, 2007

Dear{

Y are writing 1o fnform yeu of a recent incident involving the unauthorized disclosure of vour name and
Social Security Number { 7y The information was stored en a Phizer laplop computer t

provided to a Plizer eollcague r use in her home. Due to the unauthorized installation of ¢
shuring software on the laptop, tiles stored in the laptop containing the names, SSNs, and In some insa00¢s,
addresses and bonws information of approximately 17,000 present and former Plizer cotleaguess were

exposed to one or more third parties, Qur investigation revealed that the files containing your data werg :
exposed, but we are unable (o determine whether they were accessed or copied. . !

Details of Incidend
Based on cur investigation w dute, we %‘;&ve no reason 1o bﬁ_ ieve thal any m!m prz sunall du tifiak
idfommation wa . a0, hera
Piizer network environment, there are no afssoudt 3 rlsks to any uthu dam OF SYSIEMS m mnmzr=:.i by Prizer,
We apologize for this incident and sincercly regret any inconvenience that these events and responding to
this notice may cause you,

le
Sthe

keep o mind that Pfizer has no indication that any unasthorived individual has used or is using your
personal information; we bring this incldent to your altention, however, so that you can be alert o signs of

possible misuse of ersonal information.

Inumnediately after Pfizer learned of this incident we rewieved the laptop, disabled the unauthorized fife
sharing software, and conducted an investigation to determine which files, if any, wers expused. Although
our investigation revealed that files containing names and SSN clata were exposed to and, in same instances,
accessed by one or more unautharized persons over a “peer to peer’” network, we are unable to delerming
the identity or location mf these persons, or whether any particular file was opened or exaunined. Our
invesligation is on going, and we are taking steps to prevent any t‘tmhcs dl:;st'nmmhon of these files, wnd to

wermine the identity ar d focation of amy person{s; who may be re- g the

What Plizer is Doing to Help Protect Your Privacy and Security

Under these circumstances, we advise you to remain vigilam against the possibility of fraud and/or identity
thett by monitoring your account statements and eredit reports for unusual activity, To belp you to profect
vourself, Phzer has tukon the following steps:

o Pfizer has contracted with Consumerinfo.com. [no,, an Experian” mmp iy, L
one year of crodit monitoring, al no cost to you,  Provided vou meet the s
rec qu! ements, yeu can elect at your option, to enroll in the program. f"‘uﬂsm‘rwrlﬂﬁ» com, inc. and
v}

have set up a call center with a special toll-free number, 866-2

andy

Blrey
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stance and Information you may need regarding this ineident and the avallabie
protections,
v you of

o This credit monitaring product known as Triple Advanta 1xe will identify and not:

key changes in wour three national credit sqmm that may indicate fraudulent activity. {Addilional

km s appear below ) 1 vou choose to en 1m thg paom'mw }u 1wl %zc eive ongoing email or
3 Ty Lo ;,ﬁi, p S H ;

mnmhw basis 5o thaf you can ml comforf.xbh_ that your credit status Im\ not been affected by this
incident. Please contact Consumerlnfe.com, Inc. o encell in this program at no cost 1o you,

s 825,000 identity thef e with no deduetible provided by a designated third party insurer.
Please he aware, hm ver. that due to New York state law restrictions, identity theft insurance
coverage cun not be offered to residents of New York,

cidens,

o Piizer has notified e Attomey General's office in your state of rasidence about this and
other officials where required by law. Thase offices may offer further information and support to
help you guard against fraud and identity theft,

Y -
:”Jz’i‘l

]

{ j\.e. U5, oreditag
was a general report. None of vour informa 1,m‘ was provided.

What You Csn Do te Protect Yoursell

For your additional protection, we suggest that you contact the fraud department at any one of the three
credit agencies to inform them that you may be a potential victim of identify thefl and request that a “fraud
alert” be placed on your credit file. A fraud alert is s consumer statement added to your credit file that
warns creditors about possible fraudulent activity within your account and requests that any cieditors
contact you before they open any new aceounts or change your existing accounts, There is no charge for
this service, and iUis vasy to reguest. Call any one of the three major credit agencies listed below. As scon
as vou alert ove crediv ageney {t will notify the sther two to place fraud alerts on your account as wail

Credit Agency Frauwd Alert Toll-Free Mo, Website
FEquifax 1-888-766-0008 www. cgquitax.co
Experian 1-888-397-3742 WWW EXperian.

Translinion 1-800-68G-728% WY

fransunion

i wddition o the ste at Pfizer has al I\‘{ ¢

D8 16 protect you, there arg a
oan protect voursel! from fraud and »ﬁcnmy the

e Youare entitied under TS, Jaw to one free credit report annually from each of the three major
credit agencies listed above, Reviewing your credit report will allow vou ta canfinm that no new
accounts have been opened without your knowledge and may give you early notice of any potential
fraud or mudvm% of identity theft. To order your rreL Ldlt rcporl visil
www annuzleczditreport.com or call toll-free (8773 3

#  When you receive your credit reports, review them carcfully, 1 you see anyihing you do not
understand, call the credit reporiing agency. 1f you do find suspicious activity on your credit
reports. call your Jucal pelice or sheriff’s office and file a police report of iduuify theft, M:ike sure
to obtain o copy of the police report breavse you may nccd to provide the repori to i
clear your record. Y ou also should file a complaint with the Federal Trade C ommf\smn {"FTC™y at
wevw fte.goviidthett or at 1-877-10-THEFT {1 7fv~1“\8 ‘l 53'6) Your Lumpln"xt witl be ndded to

Bedt Data { ¥

fenti

investigations.

[2ray
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e Even il'you do not find any suspicious activity on your initial credit reports, the FTC recommends
tha vou LL\H! e 1o Lhe K oyour m‘u‘:. reper )ezmdmcﬂ Identity thizves sometimes hold on fo
i ; g it L}u king your credit repors periodically

v Foradditio
o vist

nal mivrreation on bow w further prota
gite ofthe U8, Federy] Trade Com

aish

Whar Triple Advantage™ Deluxe Ineludes
The credit monitoring product, Triple Advantage™ Deluxe, will identify and notify you of key changes that
iy be a sign of identiny thefl, ] ackage includes

o Undimited acoos: sur Experian Credit Report and Credit Score

o Monitoring of ;\,LL THREE of your national Credit Reports EVERY DAY

o Email or SMS Text alerts when key changes are identified

o $25,000 [dentity Theft insurance provided by Virginia Surety Company, Inc. (Duc to state faw
cannot be offered to NY residents. K

s to Fraod Resolution Representatives

restrictions, this covert

You have abety (207 da

St activals fhis s
tivate your credit moniioring r*;mmr;h

which will continue for 12 monthe, We encourage you 10
wickly. Toregister, please vish ,
oS! and enfer the code provided below, dise

LN R

any pnur info nmtum

(j"

Your Credit Monitoring Access Code; [insert activation code]

data security very seriously and we have already taken steps to
fent, In addition. we will continue to investigate and monitor this pa-ticuler
ny further significant developments in this matter, we will notify you
we deeply apologize for any inconvenience or concern this incident may cause you, and we encoura

1o take full advantage of the resources we have provided to profect your personal information
P ] !

Please rest assured that Du/ o lakey
minimize any risk from thi i
sftation Shm d there be

£8 you

Plizer Privacy Office
By Lisa M. Goldman
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