North Carolina Security Breach Reporting Form
Pursuant to the Identity Theft Protection Act of 2008

Name of Business Owning or Licensing Information Affected by the PLEASE SUBMIT FORM TO:
Breach: Unilever Consumer Protection Division
Address: 211 Highway East NC Attorney Ceneral's Office 9001

Racford, NC 28376 Mail Service Center

Raleigh, NC 276998001

Telephone: 910-873-1336 Telephone: (919) 716-6000
P 208TINS ‘oll Free in NC: (877) 566-7226
Email: Stephen.pass@unileyer.com FAX: (919) 716-6050

Date Security Breach Reporting form submirted: February 6, 2007

Date the Security Breach was discovered: Unilever vendor, Towers Perrin, discovered the breach on
Diecember 1, 2006 .

Estimated number of affected individuals: Approximately 52,000
Estimated number of NC residents affected: Approximately 1,714

Name of business maintaining or possessing information that was the subject of the Security Breach, if the
business that experienced the Security Breach is not the same entity as the business reporting the Security
Breach (pursuant to N.C.(.S. § 75-65(b): Towers Perrin

Describe the circumstances surrounding the Security Breach and state whether the information breached
was in electronic or paper format: On December 1, 2006, a Unilever vendor, Towers Perrin, learned that
laptops containing personal information belonging to its clients had been stolen from its offices. One of
the laptops contained personal information. including names aud social security numbers of Unilever
cmployees and former emplovees. The laptop was not encrypted. but the laptop and the email program
were separately password protected. We have ng information indicating that personal data has been
misused, Towers Perrin reported the theft to the New York City Police Department (Mid-Town South
Precingt) on December 7. 2006. The police report number is 2006-014-17855._Subsequently, the District

Attorney’s Office for the County of New York requested that notification to affected individuals be

delaved unti) January 5 _2007. Attached is a copy of the notice to affected individuals.

Regarding electronic information breached, state whether the information breached or potentially breached
was password protected or encrypted in some manner. Yes. If so, please describe the security

measures protecting the information: The stolen laptops were not encrypted. but the laptop and email
program were separately password protected.

Describe any measures taken to prevent a similar Security Breach from occurring in the future: Towers
Perrin has accelerated a project already underway 10 encrypt all laptops by the end of January 2007,
Towers Perrin has also engaged an information security consulting firm to review their policies and
procedures in the context of this incident to help them aggess areas of vulnerability, target areas for
improvement, and implement necessary changes,
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Date affected NC regidents were/will be notified: Consumer mailings began on January 9, 2007

If thete has been any delay in notifying affected NC residents, describe the circumstances surrounding the
delay pursuant to N.C.G.8. § 75-63(a) and (¢)): After Towers Perrin reported the theft to the New York City_
Police Department (Mid-Town South Precinet) en December 7, 2006, the District Attorney’s Office for the
County of New York subsequently requested that notification to affected individuals be delayed until January 5,

2007 pursuant to an ongoing investigation,

¥ the delay was pursusat to a request from law enforcement pursuant to N.C.G.S. § 75-65(c), please include
the written request or the contemporadeons memorandum.

How NC residents were/will be notified? ¥ written notice
(pursuant to N.C.G.8. § 75-65(e)) [ electronic notice (email)
Please attach copy of the notlee if in written form or a copy of [ telephone notice
any seripted notice if in telephonic form. 1 substitute notice
. ORI
Signature: e DL i Date: February 6, 2007
Contact: John Walsh, on behalf of Unilever
Title: Chisf Information Security Officer of Towers Perrin
Address: 1300 Market Street

Philadelphia, PA 19102
Telephone: 215-246-7634
Fax: 215-246-4463
Email: john.walsh@towerspetrin.com
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January, 2007

RE: IMPORTANT NOTICE
Dear

We are writing to let you know that we recently learned that laptopa containing
information about you were stolen from Towers Perrin, a company that provides
management consulting services to Unilever. To perform its services, Towers Perrin
had access 10 some of your personal information, including your name and Social Security
number which were on the stolen laptops. We desply regret that this situation oceurred and
are keenly aware of how important your personal information is to you. We have no reason
to believe that the computers were stolen for the Unilever information they contained nor do
we belisve this information has been misused. Even so, we want to inform you of the
situation and suggest some steps you can take to protect yourself from idantity theft now
and in the future. Towers Perrin also promptly reported the theft to law enforcement
authorities, who subsequently requested that we delay this notification until January 2007 to
avoid any possible impadimant to their investigation.

We take sariously our commitment to safeguarding confidential information shtrusted to us,
like your personal information. All of the stolen laptops and e-mail accounts were
password-protected, and some files were password-protecled as well, You may rest
assured that we are carefully reviewing this incident and are working with Towers Perrin to
take whatever measures are necessary to ensure that it doss not happen again. Because
of this incident, Towers Perrin has accelerated a project the firm already had underway to
encrypt all laptops by the end of January 2007. in addition, Towers Perrin has engaged an
information security consulting firm to review its policies and procedures in the context of
this incident 10 help the firm assess its areas of vuinerability, target areas for improvement
and implement necessary changes.

Precautions You Can Taks

Although we have no knowledge of any misuse of your information, Towers Perrin has
arranged for you to enroll, at your option, in the Equifax Credit Watch™ Gold with
3-in-1 credit monitoring product at no cost to you for one year. The product will
provide you with an early warning system for changes to your credit file and help you to
understand the content of your credit file at the three credit reporting agencies. To anroll in
this product, go to Equifax’s website at www.myservices. equifax.comv/tri and complete tha
enroliment process. During the “check out” process, provide the fallowing promotional
code: CODE in the “Entar Prormotion Code” box. Alternately, you may
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enroll in the U.S. Mail version of the product by completing and sending the enclosed form
by mail or via fax to Equifax at the phone number or address shown on the form,

Once you have enrolled, the Equifax Credit Watch™ Gold with 3-in-1 credit monitoring
product will provide you with several valuable services including:

® Credit file monitoring of your Equitax, Experian, and TransUnion credit reports:

B Automatic notification of key changes to your credit files from any of the three agencies;

® Free 3-in-1 Credit Report and unlimited Eguifax Cradit Reports™;

@ For those residing outside New York, $20,000 in identity theft protection with $0
deductible (subject to the terms, limitations and exclusions of tha policy)"; and

B 24 by 7 live agent customer service to assist you in understanding the content of your
Equifax credit information, to provide personalized identity theft victim assistancs and to
help you initiate an investigation of inaccurate information.

You may also want to consider placing an initial fraud alert on your credit file, which stays
on your credit report for 90 days. You can do so by contacting ong of the three credit
reporting agencies fisted below. A fraud alert tells creditors to contact you before they open
any new accounts or changs your existing accounts. As soon ag one credit reporting
company confirms your fraud alert, the others are notified to place a similar alert. When you
place thiz alert on your credit report, you will receive information abaut ordering one free
credit report from each of the credit bureaus.

® Equifax: 877-478-7625 www.equifax.com; PO Box 740241, Atlanta GA 30374-0241

B Experian: B86-397-3742 www.experian.com, PO Box 9532, Allen TX 75013

® TranslUnion: B0O-680-7289 www.transunion.cont, Fraud Victim Assistance Division,
PO Box 6790, Fullerton CA 92834-6790 '

Once you receive your reparts, wa urge you to review them carefully for inquiries from
companies you did not contact, accounts you did not open, and debts on your accounts that
you cannot explain. Verify the accuracy of your Social Security number, address(ss),
complete name and employsr(s). Notify the cradit bureaus if any information is incorrect.
You should also be similarly vigilant in monitoring any consumer accounts you haves for
suspicious activity. Be sure to report suspected identity theft to the credit bureaus, to the
company maintaining any compromised account and to the proper authorities. To learn
more about how to protect yourself from identity theft, please visit
www.consumer.gov/idtheft ot call the Federal Trade Commission hotline phone number:
1-877-1DTHEFT (438-4338).

Again, we apologize for any inconvenience or concerns this incident may causs. We are
committed to assisting you in protecting yourself. 1f you have any guestions or need
additional information, you may contact Towers Perrin's information hotline at 1-B00-788-
2795,

Sincerely,
Unilever United States Human Resources Department

" Identity Fraud Expense Agimburasment Mastar Pollcy underwritten by Travalars Casualty and Surely Company of America
and its property casuaity affillales, Hartford, CT 06183, Coverags for all elalms or lagses dapends on actual policy provigione.
Avaliabliity of coverage can depend on aur underwriting quallllcatlons and state regulalions. Coverage not available far
residents of New Yark.

Equifax’s credit monlioring preducts are prolacted by US Patent 7,208,052
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HAMHATTAN 04 OFFICE Fau: 12123358509 Dac 21 2006 17:30 P07
DISTRICT ATTORNEY
oF THE
COUNTY OF NEW YORK
BHE NOQAN PLACE
. Waw Yark, H. Y, 10413
{212 3358009
ROBERT 1. MORGENTHAL
Bty Avemspey
Decsnber 21, 2006
Earen M. Allon
Towers Pexin
Managing Couvnsel — [utellecton] Propesty
1500 Market Strest, Cemive Square Bsat
Philadelplda, PA 19102
Ms, Allet

The New York CountybhmntAttomy 8 Offics 1s cuntently conducting en investigetion
iato the theft of five laptop mm;mtmtakm from your Maphattan office located gt 335
Moadison Avenue,

Wo are informéd that these canmputers sontaiped sepaitive client datz fncluding personal
identifying information. As you se sware, the loss of thiz type of data trigges
notifiestion requirementy wpder the laws of many states Incheding New York. However,
thens statitey also y allows for a delay of such notification if such delay is
requegted by law enforcemant. Notifying the ownam of the personal identifying
informsdion regarding the losa of thetr data st this time could impede or nvestigation
lrto the theft of tha laptops in queion. Therefore, we are requenting that you delay
notification of this tacidest wntil Jammary 1, 2007. This delay will endiire that the
notificstion does not compromise our investigation.

Thask you for sselstance and cooperation in this matter,
Respectfilly,
}é 4 /
Jm Saé;m
i Aftorney
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DISTRICT ATTORNEY
DF THE
COUNTY OF NEW YORK
GRE HOAAN PLACK

Waw York, N. V. 10979
(d13) 3388000

ROBERT M. MOREENTHAU
LNITRICT ATPQARTY

December 29, 2006

Karen M. Allen

Towers Perrin

Manuging Counsel - Intcllecrual Property
1500 Market Strvet, Centre Square East
Philadelphiy, PA 19102

Ms. Allen:
As you are awaue, the New York County District Attomey’s Office is currently

conducting an investigation into the thelt of five laptap computers (aken from your
Munhattun offiee Jocated 21 335 Madison Avenue,

As previously diseussed, the lass of the daa contained on Ure computers iriggrers
netfication revuircments under the taws of many stales includiag New Yark. However,
these satutes specificaily allow for « deluy of such notificution if such delay is requested
by law enforcement. Due to a recent arrost and the progregsion of the investigation into
the loss of computers and personal identification mformation,  ask that you delay the
notification procoss until Jarury 5, 2008, This delay will enanre that the notification
does not impede our investigation or progress.

Tharic you for assistance and cooperation in this matter,
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