North Carolina Security Breach Reporting Form
Pursuant to the Identity Theft Protection Act of 2005

Name of Business Owning or Licensing Information Affected by the PLEASE SUBMIT FORM TO:

Breach;: New Hanover Correctional Center Consumer Protection Division

Address: P. O. Box 240, Wilmington, N.C. NC Attorney General’s Office
28402 9001 Mail Service Center

Telephone:  910-251- 2666 Raleigh, NC 27699-9001

Fax: HJXlB@dOC-State.nC.US Telephone: (919)716*6000

Toll Free in NC: (877) 566-7226
FAX: (919) 716-6050

Email:

Date Security Breach Reporting Form submitted: 05/15/07

Date the Security Breach was discovered: 05/07/07
Estimated number of affected individuals: 1
Estimated number of NC residents affected: 1

Name of business maintaining or possessing information that was the subject of the Security Breach, if the
business that experienced the Security Breach is not the same entity as the business reporting the Security
Breach (pursuant to N.C.G.S. § 75-65(b): SAME

Describe the circumstances surrounding the Security Breach and state whether the informatjon breached wasl
in electronic  or paper  format: Inmate obt.alned documents with persona

information on employee

Regarding electronic information breached, state whether the information breached or potentially breached
was password protected or encrypted in some manner. No If so, please describe the security
measures protecting the information:

Describe any measures taken to preventa similar Security Breach from occurring in the future:

Notified New Hanover County Clerk of Court. Personal information.

Date affected NC residents were/will be notified; 05/07/0

If there has been any delay in notifying affected NC residents, describe the circumstances surrounding
the delay pursuant to N.C.G.S. § 75-65(a) and (c)):

If the delay was pursuant to a request from law enforcement pursuant to N,C.G.S. § 75-65(c), please include the
written request or the contem porancous memorandum,

How NC residents were/will be notified? [ Iwritten notice
(pursuant to N.C.G.S. § 75-65(¢)) [_Jelectronic notice (email)
Please attach copy of the notice if in written form or a copy of Dtelephone notice

any scripted notice if in telephonic form. Dsubstitute notice

Signature: Ay ey g To— Date;: aii’/”:’d” /¢ 4
Contact Person) Title: "Jarﬁes Hol’mehs « Asst. Supt. Cus tOdy /Operationg
Address: Same

(il different from above)

Telephone:  910-251-2666 Fax: 910-251-2665 Email:__ HJX13@doc.state.nc.us
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Sentor Pastor

January 10, 2007

Dear Previous and Present Employees,

T

identity theft.

<. We have experienced a security breach in our office that may have put you at risk for

On approximately December 31, 2006 someone broke into the church offices, and then proceeded to break into the
bookkeeping office, which was securely locked with a deadbolt. They tore out the door jam, entered the office, and
stole the lap top computer that contained employee data. Social Security numbers, names, addresses, and payroll
information are the data that the computer contained.

The computer was password protected with a sophisticated password. So rest somewhat assured that only a serious
professional could gain access to your information.

Nevertheless, we must let you know so you can protect yourself. Here is what is recommended by the attorney
general’s office,

® Freeze Access to your credit (see attached)
e Guard your personal information (see attached)
© Remain Vigilant - Monitor your account statements and free credit reports carefully (see attached)

To prevent a future act of this kind, newhope church will increase security at the offices by installing new, longer
deadbolts, and locking our computers with cables. We will also activate a security alarm system,

Please feel free to call us at 960-4673 with questions and/or concerns. We apologize sincerely for this inconvenience.

Prayerfully,

Kelly Calegar
Bookkeeper and Office Manager

IS W Hwy 534 0 Darham, MO 3T e (D19 S60-HOPLE (4673) o www newhopeno org
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