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PROSKAUER ROSE LLP

1001 PennsylvanlQ Avenull, NW
Suite 400 Soutll
Waehlngton DC 20004·2533
Telephone 202.416.6800
FllJI202.416.6SS9

MEW YORK
lOS lINCELES
BOSTON
BOCA RATON
NEWARK
NEW ORLEANS
PARIS

Date February 22, 2007

Total Pa.ges (Including Covel')

From

Sender's Voice Number

Client-Matter 73776.(103

S

Timothy P. Tobin

202.416.6870

ttobin@proskauer.com

Sender's Room Number DC

Main Fax Number 202.416.6899

To: CSCIC

Company:

To: CPB

Company:

To: Attorney Genera.J, Asst. AG in Charge

Company: Bur. oCConl>. Fmuds

Meu8ge

On behalf of Jobn Walsb at Towers Perrin.

FlIlxNo.; (518) 474-9090

Voice No.:

Fall( No.: (518) 474-2474

Voice No.:

FMNo.: (212) 416-6003

VoieoNo.:

ConfldtmUlllllty Note; This message is eonfidlll'1l1al and Intended only for the use of the addreS3tlG(a) named above, It may conlain
legelly privileged malerial. Dissemination, distribution or c;opylnll of this mosu\le, other then by such eddressee(s). is strletly
prohibited. If you have reoeIVeCl IhlS mesSI1Ige In error, please Imm@dlately notify us by telephone and return tho orl91n91 to us at Ihe
address above. We will reimburse YOU for the cOllt of the telephone call and postage. Thank you.
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Reporting Form
For BusiDess, Individual or NY State Entity reporting a

"Breach of tbe S~urity of the System"
Pursuant to the Information Security Breacb

and Notification Act (General Business Law § 889·811;
State Techn()l~gyLaw § 208)

Name ofBusioess, Individual or State Entity
Date of Discovery of Breach:

Estimated Number ofAffected lndividuals:

Matmer of Notification:

Are you requesting substitute notice? [ ] Yes [ X] No (ifyes, attachjustific;ation)

Content of Notification to Affected Individuals: Describe what happened in general terms and wbat
kind of information was involved. Please atmcb copy of Notice.

On December 1, 2006, Towers Perri!k.8 Harlequin vend\Jl', learned that laptops containing personal
information belonging to its clients had been stolen from Towers Perrin's officeJ.. ll)~s Perrin later
determined that one of thVaRtQJ}s contained personal information, including names and social
s~£urity numbers, ofHarlequin employees and former employees· The lantop..was not encrypted, but
the laptop and the email program were separately password prot~ted, We have no information
indicating that personal data has 'lIZ" misused. Towers Perrin reponed the theft to the New York City
Police Department (Mid-Town South Precinct) on Decemyer 7, 2006. The nptice report number is
2006·014·17855. Subsequently. the District Attorney', Office C\Jl'the County ofNew York requested
that notification to affected individuals be delayed until January 5, 2007. Attached is Ii copy !j!f the
notice t5udfected individuals.

Name of Business or Individual Contact Person: John Walsh, of Towers Perrin, on

Title:
Telephone number:
Email:

behalfof Harlequin
Chief Information ~cU!i!Y Officer
lli·246-7654
john.walsh@towersperrin.com

Dated:
Submitted by:
Title:

2/22/07
John Walsh, klSM of Towers Perrin. on behalf of.Harleguin
Chief Information Security Officer
Towers Perrin

Addfess: ISOO Market Street

Email:
Telephone:
Fax:

Philadelphia. PA 19102
jOM.wal!lh@t9Y!ersperrin.com
215·;£46-7654
215-246-4463
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rLEASE SUBMIT mls FORM TO ALL THREE{3) STATE AGENCiES as follows:

f!! this form to the Office of Cyoor Security & Critical Infrastructure Coordination (CSCIC) &
Consumer Protection Board (CPB):

CSCIC;
Security Breach Notification­
fax: 518-474~9090

and also Fax &, Mail this form to

Attorney CeDent:
Asst. AG in Charge
Bur. ofCens. frauds
120 Broadway - 3ed Floor
New York, NY 10271
Fax No: 212-416-6003

CPS:
Security Breach Notification­
fax: 518-474·2474
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£
TOWERS
PERRIN

Janvary 2007

RE: IMPORTANT NOTICE

Dear

Towers Pamn has provlded management consulting services to Harlequin Holdings Inc.
("Harlequin") In the past. In some cases, to perform our services, we have access to some of
your personal information. On December 1, 2006, we learned that laptops containIng Information
about you, Including your name and Social Security number, had been stolen from Towers
Perrin's offices. We deeply regret that this situation oocurred and are keenly aware of how
Important your personal information is to you. We have no reason to beliE!v(!) that your InformatIon
has been misused. Even so, we want to inform you of the situation and suggest some steps you
can take to protect yourself from IdentitY theft now and In the future. We also promptly reported
the theft to raw enforcement authorities, who SUbsequently requested that we delay this
notification until January 5,2007 to avoid any possible impediment to their Investigation.

We take seriously OUf commitment to safeguarding oonfidentiallnformatlon entrusted to us by our
clients, like your pernonallnformatlon. All of our laptops and email accounts ara password­
protected, and some flies are password-protected as well, You may rest assured that we are
carefully reviewIng this incident and are working with Harlequin to take whatever measures are
necessary to ensure that It does not happen again. Because of this incident. we have
accelerated a project we already had undelWay to encrypt all our laptops by the end of January
2007. In addition, we have engaged an Information seourity consulting firm to review our policies
and procedures In the context of this Incident to help us assess our areas of vulnerability, target
areas for improvement and Implement necessa.ry cha.nges.

PrecautionG You Can Take

Although we have no knowledge of any misuse of your information, we haw arranged for you to
181"11'0111 8t your option, In the Equlfo. Credit WllItc::h™ Gold with 3-11"1-1 Monitoring product at no
cost to you for two yea.... The product will provide you with an early warning system for changes 10
your credit file and help you to undersland the content of your credit file at the three credit reporting
agencies. To enroll In this product, go to Equlfax's website at www.mysefVlces.equlfax.cOmltrl and
complete the enrollment process. During the ucheck out" process, provide the followIng promotional
code: «CODE» In the '"Enter Promotion Code" box, (Case sensitive, Include the dash, no spaces
before Of after the oodfJ,) Aftar entering your code, press the "Apply Code" button and then the
"Submit Order" button at the bottom of the page. This code eliminates the need to provide a credit
card number for payment. Alternately. you may enroll In the U,S. Mall version of the product by
oompletlng and sending the enclosed form by mail or via fax to Equlfax at the phone number or
address shoWn on the form. Please note: The code Ie unique for your use and should not be
shared. It can only be used by on6 per$on and then becomes invalid for further USED.

One Stamford P!auI, 269 Tros58r BouloVlIrd, Stllm(ord, (:1 00901·3226 tel 203.326-5400
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Once you have enrolled, the Equifax Credit Watch™ Gold with 3-ln-1 Monitoring product will
provide yOIJ with several valuable services Including;

II Credit file monitoring of your EQuifax, Experlan, and TransUnlon credit reports;
II Automatic notification of key changes to your credit files from any of the three agencies;
III Free 3-in·1 Credit Report and unlimited copies of your Equifax Credit ReportT"';

l1li For those residing outsIde New Yori<, $20,000 in identity theft protection with $0 deductible
(subject to the terms, limitations and exclusions of the pOllcy)t; and

II 24 by 7 live agent cYstomer service to assist you in understanding the content of your Equlfax
credit Informallon, to provide personalized Identity theft victim assistance and to help you
InItiate an investigation of inaccurate information,

You may also want to consider placing an Initial fraud alert on your credit file, which stays on your
crodill'Gport for 90 days. You can do so by contacting OnG of the three credit reporting agencies
listed below. A fraud alert tells creditors to contact you before they open any new accounts or
change your existing accounts. As soon as one cradlt reporting company confirms your fraud
alert. the others are notified to place a similar alert. When you place this alert on your credit
report, you will receive Information about ordering one free credit report from each of the credit
bureaus.

III Equifax: 877-478-7625 www.squ/fax.oom; PO Bo)( 740241, Atlanta. GA 30374-0241
III Experian: 889-397·3742 www.(#xperlan.com;PO Box 9532, Allen TX 75013
III TransUnlon: 800·6BO-7289 www.tmnsunion.com;Fraud Victim Assistance Division. PO Box

6790, Fullerton CA 92a34-67~O

Once you receive your reports, we urge you to review them carefully for InquIries from companies
you did not contact, accounts you dId not open, and debts on your accounts that you cannot
explain. Verify the accuracy of your Social Security number, address(es), complete name and
employer(s}. Notify the credit bureaus If any infotmation is incorrect. You should also be similarly
vigilant In monitoring any consumer aooourns you have for suspicIous actIVity. Be sure torepart
suspected identity theft to the credit bureaus, to the company maintaining any compromised
account and to the proper authorities. To learn more about how to protect yourself from Identity \
theft, please visit www.oonsumer.goVlldtheftorcall the Federal Trade Commission hotline phone
number. 1-8n-IDTHEFT (43B-4338).

If someone calls orwrites to you with a request to confirm any sensilive personallnformetlon,
such as your Social Security number, or to provide your credit card number to obtain credit
monitoring, such request Is not from Towers Perrin or your employer or former employer. You
should not provIde any such information. .

Again, we apologi~e for any inconvenience or conoerns this incident may Gause. We are
committed to assisting you in protecting yourself. If you have any questions or need additional
informatic:m. you may contact our information hotllne at 800-788-2795.

~rw~
John P. Walsh, Jr. CISM
Towers Perrin - Chief InformatIon Security Officer

t Identity FmudE)IJ)G1'lOO Reimbursement Master POlicy undlllWrit!lln by Travelel1l CuuaJ!y &fld Suroty Company of America IlIId
It& properly caauslty Ilffi!l~le$, Hanford, C1' 06183. Covllrage for 011 claims Of 10B.!l1lll deper'l138 on eallfll polley PmvllllOOO.
AvaJIsblJlty of ooveregll can depend on our undOlWrltfng quelllleatJone Met stale rll9Ullitlonll. CovQI'IBIJe not available for
realdllnlll of NIIW York,
Equllu:'B oredlt monitoring products Ofe prvtllctud by US Plilonl7,201:1.052
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