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Message

Please see attached.

Confidential Notic;·e: The documents accompanying llli~ facsimile tr~nsllljs&ion contnin infonTIiltioll that is
legally privileged, constilute inside jnfOnllation ullder securities laws or life otherwi~e pl'ivilcgl:'u and
pl'OlCCled from unnuthorized disclosure. If you have rec~ived this uucumel1l in en-or. you IIrc here!'!y
f'eque~lcd to contacl t.he sender immediDlcly by telephone or otlll.:rwise so lhat we can I;UTange 1'01' the returl1
of'Lhcsc document.~. IfyOll receive this lclecopy ill error. you arc hereby notified lhut any discI()~\ll'e. copyin~

Ji5lrinuti(l1'l (lr the taking of f.lny action in relitlllCe on the comet1ls hereof j:; ~tri'ctly prohibited.

Confidential
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LINDA K. CI..ARK, ESQ.
CORPORATE COUNSEL
LE)(ISNEXIS@ RISK & INrORMATION ANALVTles GROUP
AIiTHOf/iZED FLORIOA !-lOuSE; COUNSPl

Mi.lfell 6. 2007 CONFmENTiAL

Office of the New York Slate Attllrney General (by facsimile and mail)
A"~l. Allorney General in Charge
BUrcH\! 01' Consumer FI'auds
\20 I1rnadway - JI" Floor
Nl:w York. NY IU271
1;))(: (212) 416·0003

Ncw York Slate Cl)i1:Sllmer Protection Hoard (by facsimile)
SCI:\lfily Or~acll Notitkatioll
S LIllPII'C Stilte Plaza, Suitt: 2101
Albany, Nl.:w York 12223
FfJ\: (518) 47·\·2474

New York Slate Oftkc of Cyber Security and Critical Infra5tructufe Cl)ordinalion (by fac~ilt1 itt:)
30 S. Peal'l Stn;et - flour P2
Aloilny. New York 12207·1425
Fa>\: (SIR) 474-C)09q

WI; arc writing to infurm you abollt un incid~nt affl.:cting iii LexisNc:-;is CllstOtnl;;r in which
r~ rS\)llully ident i liable in formation of New Yofk resi<1en\~ 1!l1ly have be nccessl;;l! thn>lI[!.h
lll\aulh\ll·i?~d us\'.' Df l-e:-.:isNexis SL:fvices. !1;\sed on the inve~ligali()n of [his inddl;;nl. I.A.:xisNl.'xis
is IWlit'yillg Ihose individuals wl1o:>1';1 personal information nHty have hc~n accessed.

rill;: i!)l.;IMnt involved unauthorized searches due In a locfll law enforcement cllstumCI"~

I.:olllpromigeo user 10. Upon inveslig:nion, Lcxi:.Nexis is notifying 11 New YMK residents. A
('opy of th~ notincalion lett<;r sent in conlll;ctiol) with the im:ident is eJ\\.:losed. As explained
lhl:!reill. l.exi5Nexi$ is providing fn:e credit monitoring services 10 each individual al)d addillOll,1l
aSSiSI3"CI; free oh.:hnrge should lhere he any indictilinn ofmislls~ Qfpersonal information n;,latiJl~

to the illdivillul'Il Ollr illVcStigl'ltiol1 following the incident WI!:> condtlct~d ill coopt;:rflliol1 with lilt:
affel:tcd customer nnd I<JW enfon;ement,

Ph:asc do 1101 hesil,'le 10 contllct me at (561) 999-3 1)63 ifyotl have qlJestiOlis or COllCc:rns,

Fuc!oSlIft'$ (Reporting Form, Form Notice)

6GOI Park ofC0ll11111;!l'Ce BlvJ" HO<.:1l R:ttoll,ll, 3J4lii

561·9<)9-3963 Phone" 561·<}~1-I,)!UiQ I-u.l(
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Reporting Form
for Business, Individual or NY State Entity reporting a

"Breach of the Security of the System"
Pursuant to the Information Security Breach

And Notification Act (General Business Law §208)

P.Y?

Name of Business, Individual or State Entity LexisNexis Risk 8< Information
Analytlcs Group Inc

Date of Discovery of Breach: Janu~, 2007_..._ '_... .
Estimated Number of Affected Individuals: 21
Date of Notification to Affected Individuals: February 19, 2007
Manner of Notification: ( X ) written notice

[] electronic notice (email)
[1 telephone notice

Are you requesting substitute notice? [ 1Yes [X 1No (if yes, attach
justification)

(\mteI11 o['Notilkation to Affected Individuals: describe what happened in gcnerallerms
and what kind of information was invol ved_ Please attach copy of Notice,
.Ple(ls~~ttad\t.::d ~.... . '_' _'''_.

---- ._---_. -.-

Nill11l' or Ousiness Or Individual Contact Person:
title:
Telepl10ne num!:lf;T:
L:111::Jil:

Linda ('\~rk

Cor12oratc C~~ej--'
561-999-3963

- Linda~Clark(a}LexisNl'xis.~-\_. _ ....
-- .-' '- _. -_.< .. - -

Dil\cd:
Sunl11itled hy:
ritle:
Address:
1:f1I::Jil:
Iclcphol1L':

March 6. 2007
. ---- --',-"-

I.inda Clark
.__ .._- ------ --.- --' - - - ._-

CorporateCounsd .... .. _"_,, _.__ . _
660\ Park of Commerce Blvd.. Boca Raton, FL 33487

J:::ind~.Cl¥k(il~I..cxisNexiS.co~_-=-· ---,-_--_~-=-._==__

561·999-3963 Fax: 561-981-0869
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Febn1ary 19,2007

TTOOOI0425
A 13 Anyname
123 Any Street
Anytown US 01234

To:U915184742474

.101

I)ear A D Anyname:

I am writing tl'l you on b~hl'tlf of LexisNexis, and our affiliated company. Sel~int, because we belitlve that a law
enforcement customer's fD may have been used in an un~uthorjzed manner that tillowed some p\:rsonal information
about you to be viewed. That informatioll m"y h.. "..:: illcimkd your Illlnle, addrc:'ss, Social Security number and/or
Driver's License number. Wi; undtlrstand lhi.lt such unlluthorj2~d use or exposure may create a risk of identity theft
and we trclit it wry ~criously. Although we have .no evidence t.hilt YOllr information has been misused, we are
nOlifying you So thut you can, if you deem appropriate. take additional steps to prul\;ct your personal infonnnrion.
We deeply n::grl.':l Ihul illdividuals .lik\: you, who are the primary ncnefidades of Ltxi~Ncxisooproducts and services,
ilia)' hnvl.': been uJTtctcd by this inr.;iLicnt.

How LexisNexis Will Assist You

We arc cOrr\mitied [I) as:;i~tingyou through this unfortunute ~i(ulltion and providing YOll with the It,Juls to correct any
problems that may arise.

To that end. we are working with Equifax{l», (I credit mUllagement and identity theft pl'otcctiorl :;t;fvice, to help ynu
monitor yuur credil report:; for one year at no cost to you.

Fquitbx will help yotl protect your idclllily lind yt,Jur credit information through the following stl;Jps:

1. Placing a fraud alert on your credit tile at Equifnx and the vlht.:r two credit reporting agencies, Trun:;Union and
Experian;and

2, Elll'Olling yOll in Equifax Credit Watc!lTM GulJ with 3-in- J Monitoring identity theft protection serviec.

These ~ervicts ate heifl...!t.pm~icl.~~.. I\U'.ot\ al no cost. This It<llt:t and the nttnch1'l'lcnUnc;lude t'verything ~ou ncct.l.Jll
sign liD fQIJ..l1.i5.Jrel:l.2/1rxi~.e,

1f t.here is reason to believe thilt you have been a victim of thud us U miult of this incident, we have 1I1Tuligru for you
to have aeec~,q to the Equilax Frliud Victim Assistance Ptl)gram, 1l1is program illrllJde~ one-cn-one counseling from
an Equifax Fraud Specialist and provides you with:

• fraud Education Providers - a Fraud Specialist w.il! provide you with information that will heir YO\l
proOlctively protect yourself from identity thefl !.md provide infom1atiofl to you rl;Jgarding the credit
reporting ilgencies, such as telephone numbers, Web sites and mailing tidrlresses; nod

lIIl Frtluu Assislllnt:c - <t Fraud Specialist will prOVide you with il step-by-step process roreduce your exposurt:
to further fraud and clear up any negative credit inferences in your flam\; by helping you write letltrs thlil
you may ~cnd Il) di~pute frlludulent (Iccounts 1\t credit bureaus ilnd willi creuitors.

Hnw to EM(11!

Equifllx ha~ a ~il'l1ple !ntel11et.·btlsed verification nnd entOllltll;nl process. Go to W\At.wmy'.servlces.eYlJifilx.com!lcxiR,
and follow these steps:

• Stt:p 1 - Consumer lnfurmution: Complete the forn) with your c.ontact infOl"lllatioll (lIam\; and address) and click
"ContinUf;:". The infonnation is provided in Il secure environment.

• S~$,f.L ~_-_J.d~Njiy~Ye!:i.fi!?~.!Jon: Complete the form with Y\lUJ Social Security N\lmber, Dale of Birth ilnd
Telephone Numher, estahlish a Ilser Name and Pnsswol'cI, ugrcl: 10 the Terms of Use and click "Colllinut<", The
system will present yotl with one or twO stJcurity questions to complt.:11.: the identity veri/JeMion process.
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.. StliP J . Payment Informati0'11: During the "ehcck out" proce~~, provide lhe following promotional code
LEXIS2-Z8634003i in the "Enter Proltloliun Code" box (enter the code txuUly as proVided). This cude
eliminates the need to provide a credit card rll1mhcr for payment.

" Step 4 - Order Confirmati.0.n.: Upon sllccessful enrollment, you qm access your 3-in-1 (j'edil Report hy clicking
"View My Product". You will receive a follow-up e-muil confirmation of your enrollment in Equifax Credit
Watch identity theft protection service.

If you prefer, you can order the enl'ollml:nt materials to he rlelivered viii U.s. Mail. Please call lhe Equifax
Customer Service Center at 1-866-S72-1424,provide the promotional code from the Payrn<.:nt InformMion step
aoove and their Customer Service represelltulivc will a.~,;st you in ordering thest,: :-;lirvices,

Addiliolllll R~~t.lurce$

In addition to the supportthruuj;h Equifax, you may' also wish to l\tjli~c one or more ofthe following resources:

" We hovt: crcuteda special Web site with the infol'mOlivn contained in this letter, plus auditional inf(mnation
regarding identity .~ectlrity. Visit the site at h1tp;//privU(.:yIHCls.l¢xjsne.)(i~ .. (ollJ, If you prefer to sf'le:Jk with
someone at LexisNcxi,. you may real'll u~ lil 1-866-293-3lilJ4. .

" Most stntes have a Consumer fraud division, unu you can also tillis! their help. A Ij~t of Slate offices is availabllO
on .the special LexJsNcxis Web site listed ubuve. VOII may abo call us fit 1-866·293-3!l94 to oblain this
in lormation.

If For more general educational information Oil identily lhtift, visit the Federal Tr3de COllllilission Web site,
www.c!JJJs\lfill)J"g,Qv(idthef't, or call at I ~877·lDTHEn (1-877-4J8.433f!).

Why !JOtS LexillNexiA H:lVe This Type or Inf2l'mlltion'!

Ll"xisNt:xis provides information such liS public I'ec.ords, publicly aVllilahle information and Jlon-puhlic information
(such ~ SUI:il11 Security numbers and lJriver's License lIumbers) to busjncs~, govemmelll and legal protessionals for
l~gililf1alc husinc~s uses.

LexisNexis only. provides i:lccess to non-puhlic information to customers with a legally pemllssibJe pUflJose. Th(,~t

cusWmel'S include law cilforcement agencies, feder'll homeland security departments, prospectivt: employers,
banking and financial services companies and jn~umnce carriers. E:xamples of the ways LexisNexis products and
services ill'eused include:

.. Banks verifying t.heir customer in formation for new Ol:Counts or loan applic(l{ions;
" Insurance companies verifying lheir CIIsf.omer inform,ilion to redUL~l: applicant and cI"illls fnll1<./ in efforts In

keep insurance ratl;\S lower; and
If Telecommunications compilnies verifying their applicant information for insti:lnt cdl phone service.

Again, we rcgrcl tiny trouble this incident may cause yOll, We pledge our continued cOlllinitment to reducing this
lype of incident. We will !;unlinuc to wOl'k with our clIstOIl)t;:r$ Hod oppropriatc authorities to improve data
sflfegll<lrcls <lno priv,ley prottictions.

Very truly YOlkts,

~J~ M?..L
Ja/lles M. Peck, CEO
Lt.'(isNcx.i~1llI Risk & Information Ar\:llytics Group

Direct. Correspondence:
LexisNexi~ Regillatory Compliance
9<143 Springboro Pike
Miamisburg, OH 45342

LexisNcxi, Alld I),e K)1I)w1edW. Dum logo 8re ..tle"'~'''.1 !'·'IIIr.murks of Reed Elsevier Propertios Jill;., U3td unrlr.r li,.enlf.. !:quiIA. i. <I registered 1t'~At.mnrk nnd
Equifllx Credit W'l," II a \Tadelnark of Equif•• I,,~. Orller products or .~Crvi'A~' 'hny be trnde"la ..~~ VI' regi.rcrcd Irnll~lnl1Tks o"lhcir~s".elivc OO'''I,,,,,ie,
02006 Lexi.Nexi.' Ilhlc ~ In(onnntion Analytit:, (jIVII\lIIl~. All rigll(~ ro~ervM
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Equifax is J-llerlBed to ufft:;r you ;j !)o/(dioil ih(.l.i win help yOli Pi'Otoct y0tlr id.;ntity ciiHi ycur
credit information.

pnac(', u Frs lid Alert
A h-aud alert IS a consumer statement added to your credit report. This statclllL:lIl alere'!
creditors oCpossib1c l'ratltlulcnl al'livily v,iLhin your n;,'por:. li5 wel! ,15 requests that they
contact yOll prior to establishing any accounts in your name. Once tile fraud alerl is udd(;,~d

to your credit report, all creditors should eontaet you prior to establishing any account in
you!' lHUlle, To place n ffaun alert on your FquifiJ.x credit file, you 1I1<1y euuLad our <tulu
fralld line at 1-877-47S-7625, and follow the simple prompts, Oni:c the fraud alert has
been placed with Equitax, a notitlcation will be sent to the other two credit reporting
agenciC:t\, Fxperian and TraIlS Ullillll, nn your bchalr.

EnroU ill ~guifax Credit W~,tc.hTMCoM wHh 3-illl-l Monlti>l'iBlf!
Equifax Credit Wali:h will provide you wilh an "early warning !>ystcm" to changes to
your credit tIles and help you to llndt:fsland thl;' cont~nt of your credit tIlcs at Equifa>\,
Expcrian and Trans Union. The key featurcG and benefits are listed bclnw,

Equifax Credit Watch voId with 3-in-l Monitorlng provides you with a one-year
membership service:
o Comprehen1:\ive credilllles monitoring, with daily noli Ii l:lllion of key changes to Y0l,lf

Equifax, Experian and Trans Union credit files.
() "No News" notification jf no key changes o~~cuI' during the monlh.
o One copy of your 3-in-l Credit Report and unlimited copies of your Equifax Credit

Rcporl™,
(1 Up to $20,000 Identity Fraud Expense Coverage with $0 deductible (certain

Jirni!ulil)n~ and exclusions applyH at no additionul cnsllo you.
o Premium Cllslomer Care 24 houri> a day, 7 days a wt'ek to assist you in understanding

the content of your credit inl'omiillion.

The accompanying Jetter contains the instrllctions for obtaining these services.

"t IdenlHy Fraud EKpenseReimbursemenl Milster t-'ol,r,y i1nOp.lWrrtlen My I'r,:;vel€1'S C,l~uolly nnd Surety Company of Amclica ;),Id 'IL, ~r"l!l;!rty

ca~ually affiliates. Hn~lord, CT OG18J. Coverage lor all claims or loSMs depend6 on actual policy provisions. /\voilJbilily of COVC'0(1) (;;111 i11!P~IIi1I)J1
(lur un\lerwrllin9 Quallftcallons and .talO regulalions. Covelagc is not available lor rccidcnt~ of New York.

Equililx'S credit monllorlog prodUGIS <110 prolOClOd by US F'alcnt 7,208,052




