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DATE:

TO:

PHONE:

FROM:
FAX:
RE:
cc:

) LexisNexis:

Fax Cover Sheet

March 6, 2007 TIME: 4:32:17 PM

New York State Consumer Protection Board
Security Breach Notification

(518) 474-2474

Linda Clark PHONE: 561-999-3963
561-981-0869

Number of pages including cover sheet: j"

Message

Please see attached.

Confidennial Notice: The documents accompanying thig facsimile transmission contain information that is
legally privileged, constitnie inside information under securities Jaws or are otherwise privileged and
protecied from unauthorized disclosure. I you have received this document in ervor. you ure hereby
requevied to contact the sender immediatcly by telephone or otherwise so that we can srrange lor the return
of these documents. [ you receive this telecopy iy error, you arc hereby notified thut any disclosure, copying
distribution or the taking of uny action in reliance on the contents hereof is strictly prohibited.

Confidential

177
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MAR-D6-2B@T 16:52 From:

(@ LexisNexis

LiMDA K. CLarK, Esq.
CORPORATE COUNSEL

LEXISNEXIS® RISK & INFORMATION ANALYTICS GROLP
AlTHORZED FLOMDA HOUSE CQUNSFL

Macch 6. 2007 CONFIDENTIAL

Office of the New York State Attorney General (by tacsimile und mail)
Asst, Avorney General in Charge

Burcau of Consuiner Frauds

120 Broadway - 3" Floor

New York, NY 1027]

Fax: (212) 416-6003

New York State Consumer Prarection Board (by facsimile)
Sccurity Breach Notitication

5 Empire State Plaza, Suite 210)

Albany, New York 12223

Fax: (518)474-2474

New York State Office of Cyber Security and Critical Infrastructure Coordination (by facsimile)
30 S, Peard Street - Floor P2

Aldbany. New York 12207-3425

Fax: (518) 474-9090

We are wrting to inform you about an incident afficting a LexisNexis customer in which
personally identifiable information ot New Yark residents may have be accessed through
unavthorized use of LexisNexis services. Based on the invesugation of this ingident. LexisNexis
iy notitying those individuals whose personal informution may have heen aceessed,

Phe inodent involved unauthorized scarches due to a local law enforcement custamer's
compromised user 1D, Upon investigation, LexisNexis is notitying 21 New York residents. A
copy of the notification letter sent in connection with the incident is enclosed.  As cexplained
therein, LexisNexis is providing free credit monitoring services to each individual and additiona)
assistance free of charge should there be any indication of muisuse of personal information relating
to the individual, Our investigation following the incident was conducted in cooperation with the
affecied customer and law enforcement,

Please do not hesitate 1o contact me at (561) 999-3963 if you have questions or concernsy,

Very Lrialy Yours,

oz Cfont—

Ands K. Clark

uciosires (Reporting Form, Form Notice)

6601 Park of Conmnerce Blvd ® Bocn Raton, 11, 31487
561-999-3963 Phone ® $61.-981-0849 Fux
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Reporting Form
for Business, Individual or NY State Entity reporting a
“Breach of the Security of the System”
Pursuant to the Information Security Breach
And Notification Act (General Business Law §208)

Name of Business, Individual or State Entity  LexisNexis Risk & Information
Analytics Group Inc

Date of Discovery of Breach: January 3, 2007~ T
Estimated Number of Affected Individuals: 21 T
Date of Notification to Affected Individuals:  February 19, 2007 B
Manner of Notification: [X]  written notice o

[ 1 electronic notice (email)
[ 1 telephone notice

Are you requesting substitute notice? [ }Yes [X |No (if yes, attach
justification)

Content of Notlication to Affected Individuals: describe what happened in general terms
and what kind of information was involved. Please attach copy of Notice.
Please sce attached

Name ol Business or Individual Contact Person: Linda Clark

litle: _ Corporate Counsel e

Telephone number: _561-999-3963

2mail: Linda. (‘ldrk(mLeuxNo\!s umr_— -
Dated: March 6. 2007 o

Submitted by:  Linda Clark

Title: ~Corporate Counsel - T T
Address: 6601 Park of Commerce Blvd.. Boca Raton, FL_33487 T
Frmail: _Linda.Clark@!. exisNexis.cont T

Telephone: 561 ‘)‘)9 3963 Fax._Selogl-0869 T~




@ LexisNexis-

9443 Springboro Pike
Migmisturg, Otd 45347

NON g% 288
TT30010425
. A BANYNAME

123 ANY STREET
ANYTOWN US 01234

URGENT - DO NOT DISCARD
IMPORTANT SECURITY INFORMATION

301

(W04 26197 LBEOS-90-dUl

blbabibBISTEN 1 0L
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9" FexisNexis

February 19, 2007

TT00010425

A BB Anyname

123 Any Street
Anytown US 01234

Dear A B Anyname:

T am writing to you on hehalf of LexisNexis, and our alfilisled company, Seisint, hecause we believe that a law
enforcement customer’s [D may have been used in an unsuthorized manner that allowed some personal information
about you to be viewed. That information muy have inciuded your nanie, address, Social Security number and/or
Driver's License number. We understand thut such unauthorized use or exposure may create a risk of identity theft
and we (reat it very seriously. Although we have ao evidence that your informution has been misused, we are
nolifying you so that you can, if you deem appropriate, take additional steps to proicet your personal infonnation
We decply regret that individuals like you, who are the primary heneficiaries of LexisNexis® products and services'
may have been alfected by this incident. , ’

How LexisNexis Will Assist You

We are committed to assisting you throvigh this unfortunale situation and providing you with the touls to correct any
problems that may arise.

To that end, we are working with Equifax@), a credit munsgement and identity theft protection scrvice, to help you
monitor your credit reports {or vue yeuar at no cost to you.

Equifax will help you protect your identity and your credit information thraugh the following steps:

1. Placing a fraud alert on your ¢redit file at Equifax and the vther two credit reporting agencies, TransUnion and
Bxperian; and ,
2. Eurolling you in Equifax Credit Walch™ Guld with 3-in-} Monitoring idemity. theft protection service.

These services are heing provided 1o you at no cost. This letter and the attachment inglude everything vou need to
sign up for this free service.

1f there is reason to believe that you have been a victim of fraud as u result of this incident, we have abvauged for you
1o have access o the Equitax Fraud Vicrim Assistance Program. This program includes one-on-one counseling frum
an Equifax Fraud Specialist and provides you with:

e Fraud Education Providers — a Fraud Specialist will provide you with information that will help you
proactively protect yourself from identity thefl und provide information to you regarding the credit
reporting agencies, such as telephone numbers, Wb sites and mailing addresses; and

e Fraud Assistance = 4 Fraud Specialist will provide you with a step-by-stcp process to reduce your exposure
to lurther fraud and clear up any negative credit inferences in your nane by helping you write letters that
you may scnd to dispute fraudulent accounts at credit bureaus and with creditors.

How to Enroll

F.quifax has a simple [nternet-based verification and enrollment process, Go to www.myservices.eyyifyx,com/lexis
and follow these steps:

e Step t - Consumer Infurmution: Complete the form with your contact information (namy and address) and click
“Comtinue”. The information is provided in a sceurc environment,

»  Step. 2_- Identity. Verification: Complete the form with your Social Sccurity Number, Date of Birth and
Tclephone Nurmber, establish a User Name and Password, agree Lo the Terms of Use and click “Continue™ The
system will present you with one or two security questions to complet the identity verilication process.
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e Sigp J - Payment Information: During the “vheck out” process, provide the (ollowing promotional code
LEXIS2-286340037 n the “Enter Promotion Code” box (enter the code exuilly as provided), This code
eliminates the need to provide a credit card number for payment.

e Step 4 - Order Confirmation: Upon successful enrolliment, you can access your 3-in-1 Credit Report hy ¢licking
*View My Product”, You will receive a follow-up e-mail confirmation of your enrollinent in Equifax Credit
Watch identity theft pratection service.

[t you prefer, you can order the enrollment materials 1o be delivered via U.S. Mail. Please call the Equifax
Customer Service Center at 1-866-572-1424, provide the promotional code from the Payment Informanon step
shove and their Customer Service representative will asgist you in ordering these services,

Additionul Resources
In addition to the support through Equifax, you may also wish to utilize one or more of the followiny resourccs:
e We have crented a special Web site with the informatiyn ¢ontained in this Tetter, plus additional {nformation

regarding identity security. Visit the site at Dfip/privacylacts lexisnexis.com. I you prefer to spesk with
someone at LexisNexis, you may reach us ut ] -866-293-3894. )

e Most states have a consumer fraud division, und you can also enlist their help. A list of state affices is available
on the special LexisNexis Web site listed above.  You may alse call us at 1-866-293-3894 1o obtain this
inlormation. ‘

v For more general educational information on ideatity theft, visit the Federal Trade Comumission Web site,

www consumer vov/idtheft, or call at 1:877-IDTHEFT (1-877-438-4338),

Why Does LexisNexis Have This Type of Information?

LexisNexis provides information Such as public records, publicly available information and sion-public information
{such us Social Security numbers and Driver’'s License numbcers) to business, government and legal professionals for
legitirnate business uses.

LexisNexis only. provides access to non-public information to customers with a legally permissible purpose. ‘These
customers include law cnforcement agencies, federal homelund security depariments, prospective cmployers,
banking and financial services companies and insurance carriers. Examples of the ways LexisNexis products and
services are used include:

& Banks verifying their custoiner information for new sccounts or loan applications;

e lnsurance companies verifying thuir customer information to reduce upplicant and elaims fraud in efforts
keep insurance rates lower, and

s Telecommunications companies verilying their applicant information [or instant cell phonc service,

Again, we regrel uny trouble this incident may cause you. We pledge our continued cominitment to reducing this
type of incident. We will conlinuc to work with our customers und appropriate authorities o improve data
safeguards and privacy protections.

Very truly yours,

\BM
James M. Pu,k CEO
LexisNexis® Risk & Information Analytics Group

Direct Correspondence:
LexisNexis Regulatory Compliahce
3443 Springboro Pike

Miamisburg, OH 45342

LexisNexie snd the Knowledye Duret logo ave mpmfened rufenurks of Reed Elsevier Propenies Inw., uscd under license. Cquifsx is o registered feadamnrk snd
Equifax Credit Watch iy a wadeimark of Equilax inv. Other products or scrvieet inay be trademsdks ur registered trademurks of their respective compuntiex
© 2006 LexisNexix Risk & Information Analytivs Qryup e, Al tights roserved
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The Eguifax Consumer Protection Solutien

Cquitax is pleased to uffer you u soiuiion ihal wili heip you protect your identity and your
- credit information.

Place 1 Fraud Alert

A fraud alert 1s a consumer statement added to your credit report. This staicimieni alerls
cieditors of possible fraudulent activity within your report as wel! as requesis that they
contact you prior to estabhishing any accounts in your name. Once the (raud alerl is added
to your credit report, all creditors should contact you prior to cstablishing any account in
your hame, To place a fraud alert on your Equitax credit file, you may contacl our auto
fraud line at 1-877-478-7625, and follow the simple prompts. Once the fraud alert has
been placed with Equifax, a notification will be sent to the other two credit reporting
agencies, Fxperian and Trans Union, on your behall.

Enroll in Kquifax Credit Watch™ Gold with 3-in-1 Monitoring

Equifax Credit Walch will provide you with an “early warning wystem™ to changes to
your credit files and help you to understand the content of your credit files at Equitax,
Experian and Trans Union. The key teatures and benetits are listed below.

Equitax Credit Watch Gold with 3-in-1 Monitoring provides you with a one-year

membership service:

o Comprehensive credil files monitoring, with daily notification of key changes to yout
Lquifax, Lxperian and Trans Union credit files.

o *“No News” notification if no key changes occur during the month,

o One copy of your 3-in-1 Credit Report and unlimited copies ot your Equifax Credit
Report™,

o Up to $20,000 Identity Fraud Expense Coverage with $0 deductible (certain
lirmitations and exclusions apply)t at no additional cost to you.

o Premium Customer Care 24 hours a day, 7 days a week to assist you in understanding
the content of your credit information.

The accompanying letter contains the mstructions for obtaining these services.

t ldentity Fraud Expense Reimbursement Master Polisy undrrwritien hy I'ravelers Casually and Surety Company of Amcrica and its property
casualty afitiafes. Hartord, CT 0G183. Coverage for all claims of logses depends on actual policy provisions. Availabifily of covarnge Gan dupewd un
our underweiting qualifications and stale regutations. Coverage is not availabie for residents of New York.

Equilax’s ¢redit monlloring products are prateciod by US Patent 7,208,052





