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PROSKAUER ROSE LLP

1001 Pennsylvania Avenue. NW
Suite 400 South
Washlngilln DC 20004·25JJ
Telephone 202.416.6800
I"a)( 202.416.6899

NEW YORK
LOS ANGELES
eaSTON
BOCA RATON
NEWARK
NEW ORLEANS
PARIS

Date February 16, 2007

Totlill Pages (Including Cover)

From

Sender's Voice Number

sender's Email Addf.eS$

Client·Malter 73776--003

6

Timothy P. Tobin

202.416.6870

ttobin@proskauer.com

Fax Transmittal

Sender's Room Number DC

Main Fall: Number 202.416.6899

To: CSCIC

Company:

To: CPB

company:

To: Attorney General, Asst. AG in Charge

Company: Bur. of Cons. Frauds

Me66age

On behalf of John Walsh at Towers Perrib.

Fax No.: (5) S) 474·9090

Voice No.:

Fax No.: (518) 474-2474

Voice No.:

lFIllX No.: (212) 416·6003

Voice No.:

Confidentlallty Notu: This message is confidential and Intended only for the U6e of the acidrEl6See(s) named above. It may CQrttaln
legally privileged material. Dissemination, distribution or copying of this me'56Ellle. other then by suoh addressee(s). is stric;lly
prohibited. If you have received this message in error, pl8ase Immediately notify us by telephone and return the original to us at the
address above. We will mimburse you for the cost of the telephone calland postage. Thank you.
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RC!lIlOftlng Form

fw 8u5111_, lrn:lMdlllilw NY 5tBte Entity reportIng II

-e,..,ad'l 0'1 the ~Qlrftv 0' the~m"

F'UI"$U3I'1t to the lI~formiltjonsecurity ij~ch

and Notification Act (Genera' Business IJIiw § 889-i11ii1;

Slabe Tedl/lolollY Law !Ii 1(8)

Name of Business, Individual or state Entity 1) Swiss International Air Lines, Ltd. C'Swiss'1

2) Swiss Air Transoort Company, Ltd. CSWlssAl"'1

Date of Discovery of Breach:

Estimated Number of Affected Individuals: AoproximaWh! 539.New York State residents

Date of Notification to Affected Individuals: S§gan notification mailIng on February 2,2007
Manner of Notification: [X) written notice

( ] electronic notice (email)
[ ] telephone notice

Are you requesting substitute notice? [ JYes [ X] No (if yes, attach justification)

Content of Notification to Affected IndiViduals: Describe what happened in general terms
and what kind of information was involved. Please attach copy of Notice.

IOY'{ers Perrin proVides consyJtioQ services 1:0 Swiss and previouslY t!LSyvissAir. On
Recember 1, 200Ge Towers Perrio.J!i@rned that laptops containing pe[§ooqL information .
belongIng to Its dients MeL-heen stolen from Towers perrin's offices. Towers Perrin lat!lj[
determined one of the laptops contained p~ThQDal information, Including names .and so.s:lal
security numbers of Swiss and Swjss Air employees and former etDploy,ees. The laptop was
not enavpted, but the !i1ptop and the email prog@m..were separately password protected.
We have no informatIon Indicating that personal data has been mjsused._Jgwers Perrin
reported the theft: to the New York City Police Department (Mid-Town South Precinct) on
Q.e;gm)ber 7, 2006. The police rePQrI: number 152006-Q14-17855, Subsequently, the District
Attorney's Office fpr the County of New YOlk requested that notific:atloJLJoaffected
individuals be delayed until January 5,1.1007, Attached Is a coPY of the notice to affected
Individuals,
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Name of Business or Individual Contact Person:

TItle:
Telephone number:
Email:

2024166889 TO 808J~7J77600J~15 P.0J/06

John Walsh, of Towers Perrin, on
ReMlf of Swiss International Air Lines
Ltd. and Swiss Air TraQsRgrt
Company, ltd l

ChiefJoformatfon Security Officer
215-246-7654
jobn.walsh@towecsoorr1n.com

Dated:
Submitted by:

Title:

Address:

Email:
Telephone:
Fax:

February 16. 2007
John Walsh. gSM of Towers Perrin, on behalf of SWiss InternatiomtlAjr Woes
Ltd. and SwisS Air Transport Company, ltg,
Chief Information Security Officer
Towers Perrin
15D0..t:1ad<et Street
Philadelphia, PA 19102
john.walsh@towersoorrln.com
215-246-7654
215-246-4463
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PLEASE SUBMIT THIS FORM TO ALL THREE (3) STATE AGENCIES as follows:

~ this form to the Office of Cyber Security &. O'ltic:a1 Infrastructure COordination (CSCIC) &.
Consumer Protection Board (CPa);

CSCIC:
Security Breach NotIfication"
fax: 518-474-9090

and also Fax & Mall this form to

Attorney General:
Asst. AG in Charge
Bur. of Cons. Frauds
120 Broadway - 3M Floor
New York, NY 10271
Fax No: 212-<116"6003

CPB;
Security Breach Notificatlon­
fax; 518-474-2474
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February 2007

RE: IMPORTANT NOTIOE

2024166899 TO 8093~73776003~15 P.05/06

a
TOWERS
PERRIN

Dear

Towers PelT;n provides management consulting services to SWIss International Air Wnes, Ltd.
("SWIss") snd previously to SWIss AIr Transport Compsny, Ltd iSWIssAJr"). In 60mB ce.sas, to perform
our gervlCft, we have access to some of your personal Information. On December 1, 2006, we .
leamed thlrt laptops contWnlng Infonnation Bbout you. Including your name and Social Securtty
number and possibly your date of birth and other data related to your empl0Yf!lent and benefits, had
been stolen from Towers Perrin's offices. We dooply regret that this situation occurred and are keenly
aware of how Important your personal Information Is to you. We have no reason to believe that your
infdnnmion has been misused. Even so, we want to Inform you of the situation and suggest some
&taps you can take to protect yoUN;91f from Identity theft now end In the future. We also promptly
reported the theft to law enforcement authorltles, who subsequently requested ,"at we delay thle
notfficatlon until January 5, 2007 to avoid any possible ImpedIment to their Investigation.

We take seriously our commitment to safeguarding confldentlallnfonnatlon entrusted to us by our
c:lients, like YOl,.lr peraonaJ Informatkm. All of our laptops and emall accounts are PllSS\NOrd-protootoo,
and some files are passwordl'rotec:ted as well. You may rest assured 1hat wt) atEl carefully reviewing
this Incident and are working wtth Swiss to take whatever meaSUf'6$ ere .necessary to ensure that It
does not happen again. Because of this lncldent, we have accelerated a project we already had
underway to encrypt ali our laptops by the end of Januwy 2007. In addition, we have engaged an
Information security consulting firm to review our policies WId prooodures In the context of this Incident
to help us assess our areas of wlnerablrlty, target areas for Improvement and Implement necessary
changes.

P~ution. You c.n Tftlw

Although we halfe no knowledge of Ilfly mioose of your Infonnatlon, we have IIIT8ngoo for you to
eurul', IRt your option, In the equlfu Credit W8Wh- Gold wIth 3-'"-1 (;l'ecUt monhoring proch''"'
It no coat to you foil' two yea,... The product will provfde you with an early wamlng system for
changes to your credit file and help you to undel$ld the content of your OI'edit file at the throo credit
reporting agencl~. To enroll In this product, go to Equlfax's website at
www.myservlcas.equttax.oomttrt and oomplete the enrollment ProoeGS. Duril1g the "chooi< our
process. provide the following promotional code: «CODE» In the "Enter Promotion Code" bax.. (case
sensitive, Inaude the dash, no spaces before or after the code.) Attlilr entering your code, press the
"Apply Code" button and then 1he ·Submlt Order" but10n at the bottom of the page. This code
elIminates the need to provide a credit card number for payment. Alternately. you may enroll In tl'le
U.S. Mail venolon of the product by completing and sending the enclosed form by mall or vta fax to
Equifax at the phone number or address shown on the form.

On6 Stamforo Pla~. 2&3 Tresser Boulevard. Stamford, CT 06901-3226 tel 203.326-5400
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plGlUt note: Tho code Is unique for your tJll& and ehould not be ehand. It can only be uoed by
one person end then blOOm.. Invalid tor further un. 01'100 you have enrolled, the EqYIfax Croon
We.tch™ Gold with 3·10-1 credit monltortng product will provlde you with several valuable SQNloos
IncludIng:

III Credit file monitoring of your Equifax, ExperlWl, a.nd TransUnlon credit reports;
III Automatic notification of key changes to your credit flies from any of the three agencies;
III FrElEl3·ln-1 Credit Report and unlimited Equlfax Credit ReportsTl<ll;
l1li for 1ti06$ residing outsIde New York, $20,000 In Identity theft protection with $0 deductible (subject

to the terms, limitations and exclusions of the policy) t: and
Ii 24 by 7 live agoot customer service to assist you in undersl:andlng the oontent of your Equlfax credit

information, to provide personalized Identity theft VIctim assistance and to help you initiate an
investigation of inaccurate Information.

VOll may also want to consider placil'lgan initial fraud alert on your oredit file, which stays on your
credit report for 90 da~. You cando so by contactlng one of the three oredlt reporting agencies listed
below. A fraud alert tells creditors to oontact you before they open any new aooounts or change your
existing aoOOunts. Aa 6001'1 as one Cfedit reporting company coofil'rl'\8 your fraud al9rt, the others are
notified to place a similar alert. When you plBOO this alert on your credit report, you will reooive
Information about ordering one free credit report from each of the credit bureaus.

l1li Equlfa)(: BT7-478-7825 www.equifax,com; PO Box 740241, Atlanta GA 30314-0241
II Experian: 9aS-397-3742 www.experlan.com: PO Box 9532. Allan TX 75013
l1li TransUnlon; 600-000·7289 www.transunJon.com; Fraud VIctim Assls1ance Division, POBox 6790,

Fullerton CA 92834-6790

Once you recelw your reports, we urge you to reVIew them carefully for inquiries from companioo you
did not contact, accounts you did not open, and debW on your accounts that you cannot explain.
V~rlfy the aoeurocy of your Social Security number, addrElS8(es), complete name and empl9YElr(G).
Notify the credit bureaus If any Information Is Incorrect You should also be slmllariy vigilant In
monitoring IIDy consumer aooourns you have 'for suspicious ootlvity. Be sure to report suspected
Identity theft to the credit bureaus, to the oompany maIntainIng any compromised aooount and tQ the
proper authoritJes. To learn moree.bout how to protect yourself from Identity theft. ptease visit
www.oonsumer.gov/idthe1t or call the Federal Trade CommissIon hotllns phone number:
1-BT7·IDTHEfT (438-4338).

If somoone calls or writes to you with a request to confIrm any sensitive persona/Information. such as
your SOOIal Security number, or to provtde yuur credit card number to obtain credit monitoring, Gueh
request Is not from Towers Perrin or your employer or former employer, Vou should not provide eny
such InformatIon.

Again, we apologize for any Inconvenience or concems thIs Incident may ool..ise..We are committed to
Wlslstlng you In protecting yourself.. tf you haw any questions or nood additionallnformatlon, you may
contact our Information hotllne lilt 800=788-2795.

~Pw~
John P. Walsh, Jr., CISM
Tower'S Pemn - Chief Information Soourity Officer

f Idenllty Frauc:I~Bf1OO AGlmbunllll'l'llll"lt MeI'ef Pallcy undfll'Wliltoo by Tnavellillll~ end SW'fIty ComPMY of AmertOll end
ft$ Jlf'OPIlI'IY llIWJlllty IlfiUlates, HIIoI1btl. c:r 001153. CcMn.ge for IIlI dalli\e Of /(ls&nd~ an octuIIIl policy provlslOflS.
AVlIIlablllty of ClOVIlt1II!II ClII1 depem;l.on OW' u.ndeJMrit.lllll qu&llfl~ Md state reglJll'l4kw. ~9 not iWIlJlll.bJlll'Ol'
fMklllfItu of New YO'f1{.
EqUlfOO(1l crndfl moollomg j>I"OdU<.1tD am~ by Us Pal8r1a 7,200.052
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