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Reporting Form
For Business, Individual or NY State Entity reporting a
“Breach of the Security of the System”
Pursuant to the Information Security Breach
and Notification Act (General Business Law §889-aa;
State Technology Law §208)

Name of Business, Individual or State Entity  Fidelity Investments

Date of Discovery of Breach: January 8, 2007
Estimated Number of Affected Individuals: 69 New York residents
Date of Notification to Affected Individuals: February 22, 2007
Manner of Notification: [ X ] written notice

[ ] electronic notice (email)
[ ]telephone notice

Are you requesting substitute notice? [ JYes [X]No (If yes, attach justification)

Content of Notification to Affected Individuals: Describe what happened in general terms
and what kind of information was involved. Please attach copy of Notice.

A Fidelity. laptop computer nsed by a former Fidelity employee was discarded and recovered
by a non-affiliated person. Fidelity subsequently obtained the computer and performed an
analysis of computer files that were accessed. Some files that were accessed contained names
and Social Security numbers for participants in company defined benefit plans recordkept by
Fidelity.

Name of Business or Individual Contact Person: William Duserick

Title: Vice President, Chief Privacy Officer
Telephone number: 617-392-1224

Email: William.duserick@fmr.com

Dated: February 21, 2007

Submitted by: William Duserick

Title: Vice President, Chief Privacy Officer

Address: 82 Devonshire Street Mail Zone ZW10B Boston, MA 02109-3614
Email: William. duserick@fmr.com

Telephone:  617-392-1224  Fax: 617-476-9619



02/21/07 18:44 FAX 8174786578 Rathgeber dooiasoon4

Fidelity

tN Y ESTMEAMNTS

{Date}

{F Name} {L.Name} {Suffix}
{Address}

{City}, {State} {Zip}

Dear Current and Former Participants or Beneficiaries of the Dairy Farmers of America sponsored
Retirement Plans. ‘

Plcase Read This Important Notice re: Security Alert

We are writing to let you know that an individnal not associated with Fidelity discovered that a used
Fidelity computer in bis possession appeared to contain some Dairy Farmer’s Plan participant
information. The individual called Fidelity and returned the computer to us. We have conducted a
thorough examination of the data on it, and detenmined that the computer contained the names and
Social Security numbers of some current and former Dairy Farmers of America Defined Benefit plan
participants and beneficiaries, including your name and Social Security number. After investigation,
we determined that a former Fidelity employee mistakenly believed that the computer had been de-
commissioned from business use by Fidelity and had taken it home with him for his personal use.
He was unaware that the computer still held Fidelity customer data.

It is important for you to know that the computer did not contain your PIN (personal identification
number) or password information for your Fidelity accounts.

At this time, we are not aware that the information contained on the computer has been misused. As
a precauntion, however, we have implemented additional monitoring to detect any unusual activity in
your Fidelity defined benefit account. While we have not detected any unauthorized activity in your
Fidelity account, we wanted to inform you of the situation and to suggest some steps you can take to
protect yourself from identity theft now and in the future.

We deeply regret this situation and are keenly aware of how important your personal information is
to you. This letter provides you with information about the protective steps we are taking, as well as
what you can do to help protect yourself from the possibility of misuse of your information.

What steps has Fidelity taken?

We have employed additional security controls above and beyond our already significant monitoring
activity to detect any unusual activity in your Fidelity accounts.
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Fidelity has also arranged as a precautionary measure, for you to enroll, at your option, in one year
of credit monitoring service at no cost to you. This service will allow you to monitor your credit as
well as any unusual activity that may affect your personal financial situation (although, as we stated,
we are not aware of any misuse of this information). The service is provided by Equifax, one of the
major credit reporting companies that monitors activity. For details in how to enroll in this service,
please refer to the enclosed instruction sheet.

Once you bave enrolled, you will be provided with several valuable services including credit
monitoring, a copy of your credit report, notification of activity, additional access to your credit
report, and some level of identity theft insurance for expenses. In addition, you will have access 24
hours a day, 7 days a week to Equifax’s customer service representatives. PLEASE NOTE: To
take advantage of this offer, you must enroll by June 1, 2007.

What additional actions can you take to protect yourself?

It is always a good practice to regularly review activity on your accounts and to obtain your credit
report fron1 one or more of the national credit reporting companies. We recommend that you remain
vigilant for at least the next 12 to 24 months, and to promptly report any incidents of suspected
identity theft to us and to the proper authorities.

The enclosed Reference Guide will provide you more information on identify theft, how to report it
and how to protect yourself.

Please know that Fidelity takes this matter very seriously. We value your business and the trust you
have placed in Fidelity and we deeply regret any inconvenience or concern this may cause you,

Our representatives are available to answer any questions you may have. Please call

1-866-612-4594.

Sincerely,

Al e e i

William G. Duserick
Vice President, Chief Privacy Officer
Fidelity Investments





