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NEW YORK
1001 Pennsylvania Avanue, NW ;gss{“ggms
Suite 400 South BOCA RATON
Waghington DC 20004-2533 NEWARK
Telephone 202.416.6800 NEW ORLEANS
Fax 202416 6899 PARIS

Sender's Room Number DC

Main Fax Number  202.416.6899

To: CSCIC Fax No,: (518) 474-9050
Company: Volce No.:
To: CPB Fax No.: (518)474-2474
Company: Voice No.:
To: Attorney General, Asst. AG in Charge Fax No.: (212) 416-6003

Company: Bur. of Cons. Frauds

Voice No.:

Message

On behalf of John Walsh at Towers Perrin.

Confldentlality Note: This message is confidential and intended only for the use of the addressee(s) named sbove, It may contain
legally privileged material. Dissemination, distribution or copying of this message, other than by such addressee(s), is strictly
prohibiled. If you have received this message in error, please immediately notify us by telephone and return the criginal to us at the
address above. We will reimburse you for the cost of the telephone call and postage. Thank you,
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Reporting Form
For Business, Indlvidual or NY State Entity reporting a
“Breach of the Security of the System”
Pursuant to the Information Security Breach
and Notification Act (General Business Law § 889-aa,
State Technology Law § 208)

Name of Business, Individual or State Entity: United Technologies Corporation (UTC
Date of Discovery of Breach: vendor, Towers Pernn discovered the
reach on i Towers Perrin notitie
n .
Approximate

Estimated Number of Affected Individuals: pp 2,000 New York residents.
Date of Notification to Affected Individuals: eqan mailing on approximately 1/6/07
Manner of Notification; 1 X} written notice

[ ]electronic notice (email)
[ ]telephone notice

Are you requesting substitute notice? [ ] Yes [ X1 No (if yes, aftach justification)

Content of Notification to Affected Individuals: Describe what happened in general terms and what
kind of information was involved. Please attach copy of Notice.

On December 1, 2008, a UTC vendor, Towers Perrin, learned that laptops containing personal
information belonging to its clients had been stolen from iis offices. One of the laptops contained
personal information, including names and social security numbers of UWTC employees and former
employees. The laptop was not encrypled, but the laptop and the email proaram were separately
password protected. We have no information indicating that personal data has been misused.

Towers Perrin reported the theft to the New York City Police Departrment (Mid-Town South Precinct)
on December 7, 2006. The police report number is 2006-014-17855. Subsequently, the District
Attorney's Office for the County of New York requested that notification o affected individuals be

delayed until January 8, 2007, Aftached is a copy of the notice to affected individuals.

Name of Business or Individual Contact Person: John Walsh, of Towers Perrin, for UTC
Titte: Chief Information Security Officer
Telephone number: 215-246-7854
Emall; john. walsh@towersperrin.com
Dated: 1/16/2007
Submitted by: John Walsh, CISM of Towers Perrin, on behalf of UTC
Title: Chief Information Security Officer

Towers Perrin
Address: 1500 Market Street

Philadeiphia, PA 19102
Email: iohn walsh@towersperrin.com

Telephone; 215-246-7654 Fax: 215-246-4463
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PLEASE SUBMIT THIS FORM TO ALL THREE (3) STATE AGENCIES as follows:

Eax this form to the Office of Cyber Security & Critical Infrastructure Coordination (CSCIC) &
Consumer Protection Board (CPB):

cscic: CPB:
Security Breach Notification- Security Breach Notification-
fax: 518-474-9090 fax. 518-474-2474

and also Fax & Mail this form to

Attorney General:

Asst, AG in Charge

Bur. of Cons. Frauds

120 Broadway - 3" Floor
New York, NY 10271

Fax No: 212-416-6003
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United Tachnologies Corporation a
United Technologies Building United .
Herttord, CT 08101 Technolugles

January, 2007 '

RE: IMPORTANT NOTICE

Dear

Towers Perrin, United Technologies Corporation's pension plan consultant, notified us
that a laptop containing UTC employee information was stolen from their New York City
office. To perform its services, Towers Perrin refers o personal data, including your
name, social security nhumber and date of birth, which were stored on the stolen laptop.
Towaers Perrin promptly reported the theft to the local law enforcement authorities, who
requested that we delay this notification until January 2007 to avoid any possible
impediment to their investigation. Towers Perrin is carefully reviewing this incident and
is working with us to take measures to prevent a recurrencs.

We take our obligation to safeguard employees’ information very seriously. We firmly
believe our suppliers are equally obligated to do so, and we are therefore reviewing the
security procedures of ali suppliers that have access to.or store UTC employee
information.

At this point, we have no indication of any data being misused and we truly regret any
inconvenience that this incident may cause you. UTC and Towers Perrin are commitied
to assisting you. On the reverse of this letter is a description of resources that are
available to you free of charge for monitoring and reviewing your credit records. if you
have any questions or need additional information, please contact the following toll-free
number (800) 788-2795.

Sincersly,

William L. Bucknall

Senior Vice President,
Human Resources and Organization
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Precautions You Can Take

Towers Perrin has arranged for you to enroll, at your option, in the Equifax Credit
Watch™ Gold with 3-in-1 credit monitoring product at no cost to you for two
years. This service provides you with an early warning system for changes to your
credit file and will help you to undarstand the content of your credit file at the three credit
reporting agencies. To initiate this service, please go to Equifax’s website at
www.myservices.equifax.com/tri and complete the enroliment process, During the
"check out” process, provide the following promotional code: CODE in the "Enter
Promotion Code” box. Alternately, you may enroll in the U.S. Mail version of the product
by completing and sending the enclosed form by mail or via fax to Equifax at the phone
number or address shown oh the form,

Once you have enrolled, the Equifax Credit Watch™ Gold with 3-in-1 credit momlonng
product will provide you with several valuable services including:

# Credit file monitoring of your Equifax, Experian, and TransUnion credit reports;

® Automatic notification of key changes to your credi files from any of the three
agencies;

& Free 3-in-1 Credit Report and unlimited Equn‘ax Credit Reports™;

B For those residing outside New York, $20,000 in identity theft protecnon with $0
deductible (subject to the terms, limitations and excluslons of the policy)'; and

® 24 by 7 live agent customer service to asslst you in understanding the contant of your
Equifax credit information, to provide personalized identity theft victim assistance and
to help you initiate an investigation of inaccurate information.

You may also separately consider placing an initial fraud alert on your credit file, which
stays on your credit report for 30 days and which also entitles you to a free credit repont
from each reporting bureau. You can do so by contacting one of the three following
credit reporting agencies:

B Equifax: B77-478-7625 www.equifax.com; PO Box 740241, Atlanta GA 30374-0241

® Expetian: 888-387-3742 www.experian.com; PO Box 9532, Allen TX 75013

® TransUnion: 800-680-7283 www, transunion.com;, Fraud Victim Assistance Division,
PO Box 6790, Fullerton CA 82834-6790

Once you receive your reports, we urge you to review them carefully. Verify the
accuracy of your Social Security number, address(es), comnplete narne and employer(s)
and other information. Notify the credit bureaus if any information is incorrect. You
should also be vigilant in monitoring your accounis for suspicious activity. Be sure to
raport suspacted identity theft to the cradit bursaus, to the company maintaining any
compromised account, and to the proper authorities, To learn more about how to protect
yourself from idenlity theft, please visit www.consumer.gov/idtheft or call the Federal
Trade Commission hotline phone number: 1-877-IDTHEFT (438-4338).

! Idenlity Fraud Expense Reimbursamant Master Policy underwritten by Travelers Casualty and Surety Company of
America and its property cagually affilistes, Hartford, CT 06183, Coverage lor all elaims or lossas depends on aclual
policy provisiens. Avallabllity of coverage ean depand on our underwriting quallfications and state regulations, Coverage
nof avallable for residents of New York.

Equitax's credit menloring products are protected by US Patenl 7,208,052

% TOTAL PAGE.BS xx



UTC - High technology for building & aerospace industries Page 1 of 1

United Technologies Corporation (UTC) is a
diversified company whose products
include Carrier heating and air
conditioning, Hamilton Sundstrand
aerospace systems and industrial products,

Otis elevators and escalators, Pratt & A New England first Did you know? Curious?
Whitney aircraft engines, Sikorsk

helicopzers uTC F“% & Security s»;/stems Fuel-cell-powered bus Test your knowledge  Explore n
and UTC Power fuel cells. of UTC

& urcpodcast
Dec. 5, 2006 -- Geothermal power, Latest Neiws
geared turbofan engines and IR

regenerative drive elevators e Sikorsky Aircraft to Acquire PZL Mielec

e United Technologies Corp. fourth-quarter, full-yeai
earnings advisory

VUﬁt lﬂﬁbf&i"f iﬂﬁ&xﬁﬁ e Pratt & Whitney Canada_to invest $1.5 billion in:R&
five years
UTC recognized for sustainability e Pratt & Whitney's F135 powers the first F-35 low s

e Bill Trachsel to retire as UTC Sr. Vice President ant
Counsel, succeeded by Charles Gill; Debra Valentir
DReputy General Counsel; Don Cawley named Carri
Counsel

e UTC Chairman & CEQ affirms 2006 earnings per st
of 18 percent; expects 10 to 14 percent EPS growi

e UTC Board authorizes repurchase program for 60V

e Hamilton Sundstrand completes acquisition of U.K,
Group Ltd.

e Pratt & Whitney and Turkish Airlines Technic partn
new V2500 and CFM56® engine overhaul center

http://www.utc.com/ 01/17/2007
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% @ Cambrex Corporation (NYSE:CBM) is an innovative life sciences company dedicated Contair
’ d ds b to providing products and services that accelerate the discovery and View

Advanced Searc commercialization of therapeutics. Cambrex supports its customers worldwide with
over 2000 employees and fifteen locations in the US, Europe, Asia and South

Products America. Products and services include: About Ca

Services e Services for outsourcing the development and manufacture of APls, Company Ove

biologics, cell therapies and cell culture media Govemnance

Home e Products and services for drug discovery research. Research tools for .

Order Center molecular biology, cell biology and drug screening News/Media C
Register e Products and services for therapeutic testing. Testing products and Mission. Value
. -services to support the manufacture and release of biotherapeutics
Site Map " ) .
. Quality & Envi

Login

Y
Locations
Disclaimer

Terms & Cond

Qutsourcing Services

Cambrex provides process
development, optimization, scale-up
and cGMP manufacturing services to
companies that elect to outsource the
manufacture of their active
pharmaceutical ingredients (APls),
advanced intermediates, biologic drug
substances and cell therapies. These
services are furnished for the
production of APls and intermediates
for use in traditional drugs (i.e. made
using organic chemistry techniques)
with specific expertise in handling
high potency, cytotoxic, high energy
and controlled substance compounds.

We offer comprehensive biopharmaceutical development and cGMP manufacturing
services for the production of bulk biologic drug substances from strain and process
development through Phase Il clinical and commercial production using both
fermentation and mammalian celi culture techniques.

With expertise in cell therapeutics, Cambrex has complete development and
manufacturing services available to cell therapy companies. Our offerings lead the
industry with tissue acquisition, process development and media optimization,
regulatory support, filing assistance, distribution, logistics and sales and marketing
services in the United States and Europe.

Serum and Custom Media are available in flexible packaging formats for use in the
manufacture of biologics and cell therapies including production of monoclonal
antibodies, viral antigens and recombinant proteins using a variety of mammalian and
invertebrate cell lines.

http://www.cambrex.com/content/about/companyoverview.asp , 01/17/2007
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For generic drug companies, Cambrex supplies aimost one hundred APls. Cambrex
manufactures these products using complex chemistry and technical expertise while
maintaining its fong-standing reputation of quality and reliability. We work with generic
drug companies well in advance of drug patent expiration, provide a non-infringing
process and file a Drug Master File (DMF) for the generic active pharmaceutical
ingredients.

Drug Discovery Research

Cambrex supplies innovative

- molecular biology, cell biclogy and
bioassay products and services for
the discovery, screening and ADMET
(absorption, distribution, metabalism,
. excretion and toxicity) testing of new
. drugs. Products include Primary Cell
and Media Systems, Differentiating
Cell Systems, Conditionally
mmortalized cell lines and Cell

- Culture (Specialty Media, Classical

. Media, Cell Culture reagents, Animal
- and Human Sera). Cell based assays
are used to perform in vitro toxicology

or drug discovery research.

Molecular biology products are essential tools for DNA, RNA and protein separation
and DNA sequencing. Products include tools for Nucleic Acid Electrophoresis, Protein
Electrophoresis, Sequencing and Mutation Detection and Other Electrophoresis
products.

Therapeutic Testing Market

Rapid microbial detection products are used for fast, accurate testing of
pharmaceuticals, agriculture products, food and cosmetics. Endotoxin detection
reagents, kits, software and equipment are used by quality assurance departments in
pharmaceutical and biotechnology companies to detect endotoxin. Endotoxin
detection is required by the FDA to test for the harmful presence of bacteria in human
and veterinary drugs, biologics, implantable medical devices, and water for injection
systems. )

Cambrex offers a full range of testing services for biologics and cell therapeutics.
Supborted by Facilities Around the World

Our subsidiaries support the entire drug development cycle from ceil biology research
through the production of licensed active pharmaceutical ingredients to
commercialization.

Cambrex has R & D and manufacturing facilities in the US and Europe and expertise
in biological, chemical and cell-based technologies.

http://www.cambrex.com/content/about/companyoverview.asp 01/17/2007
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©Copyright 2006 Cambrex Corporation. Reproduction of any elements of this site for
commercial use is prohibited. Please read our Privacy Policy and Disclaimers before
proceeding though this site. Best viewed at a screen resolution of 1024 x 768 or
higher.

http://www.cambrex.com/content/about/companyoverview.asp 01/17/2007



