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9477 Waples Street, Suile 100
Sen Diego, California 92121
(858) 731-9000 ext. 5043
(856) 225·0209
chubbell@goalfinancial,nel

Fax

Soal Finaneial, LLC

To:

Phone:

CPS

518-474·2474

Security Breach Notification

Carrie Hubbell, Paralegal

\Pages: 4 (including cover page)

Date: March 2, 2007

cc:

D Pleas_ Commel'ltCl Please Reply

Please see the attached Kindly advise if I can be of further assislance. Thank you.
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R~portingForm
For Busjness, Individual 01" NY State Entity reporting a

"Breach of the Security of the System"
Pursuant to the Information Security Breach

and Notification Act (General Business Law §889-aa;
State Technology Law §208)

Name of Business, Individual or State Entity Goa.l Financial, Inc.
Date of Discovery of Breach: Mid-December 2006
Estimated Number of Affected Individuals: 526 New York Residents
Date of Notificatjon to Affected Individuals: The week of February 20, 2007
Manner of Notification: (Xl wri.tten notice

[ ] electronic notice (email)
r ] telephone notice

Are you r.equesting substitute notice? [] Yes [X]No (1fyes, attach justification)

Content ofNotification fo Affected Individuals: Describe what happened in general
terms and what kind of information was involved. Please attach copy of Notice.

Goal Financial learned in mid-December tb,at two of its employees, while employed at
Goal, accessed the company's databases to retrieve customer information for usc in a
competing business. The two employees are no longer with the company. Over the last
several weeks, Goal has conducted internal and external investigations to identify which
customers' personal infonnation was taken by these employees. Based on the
information analyzed to date, the company has determined that some consumers'
personally identifiable information (specifical.1y,sorne Of all of the following: full or
partial SociaJ Security number, driver's J.icense nurober, date of birth, address, and/ or
pho~e number) was accessed by these employees while they worked at Goal. While the
company ·does not know whether the consumers' personally identifiable information was
used by these employees, that is a potential risk.

Goal Financial has drafted written notice of the breach that it will be sending to
consumers imminently via first-class mail. See Attached Sample Notice. As you can see,
the notice explains the occurrence, provides consumers with a telephone number to reach
Goal Financial if they have questions about the occurrence, and provides information on
how they can obtain free credit reports to monitor any unusual activity on their credit
reports.

Name of Business or Individual Contact Person: Alan Komensky, Esq.
Title: General Counsel
Telephone number: (858) 200-3776
Email: akomensky@goalfinancial.net
Dated: March 2, 2007
Submitted by: Carrie Hubbell
Title: Paralegal
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Address: 9477 Waples Street, Su.ite 100, San Diego, CA 92121
Email: chubbell@goalfinanciaLnet
Telephone: (858) 320-6792 Fax: (858) 320·6792
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GOAL FINANOAL

F~bnHJry 26, 2007

Dear (·.u~tomcr:

')4:, W,1pb .)I'ftt.r., Snil(' 100

San Ditgtl, CA 92121
BOO./l69,1<'311 I;L~: 8~~/1)2('(~.(.ll

Goal Fitlanci~ll. tllkes great pride in OllT customer sr,rv1ce. ClIrt vn!tics. and succes~ in helping fnmilie::l (0
gain llCCCS" to education As we have grown over the post 5 years. we h<lve worked h<lrd to ~nsure that all
Z>F our customers haw h~d (\ "best in class" customer experience Like other compLlnics. we face potential
infonnatioll :.;ccurity ri~ks and we work hard to minimize ~l\ch rl~b,

Goal Financial Iearncd in m.id-December that two ofils employees, while employed at Goal, accessed the
company's datllb<lses I() retrieve customer il'lfonnation fot' lise in 11 competing business. The two
employeel\ arc no longer with the company, Over the hm ~evtlrlll wl;eks, Goal has conducted intcroal
and external invCl\ligl:l.tioll$ to identi.fy which customerg' per~o"at information was tukcn by these
employees. B~sed on th~ infom1!Hion ana.lpcd to date, we have detcnTlillcd thst some of your per90nnlly
identifiable information (specifically, somc or all ()fthc following: full or paulal Social Security number,
driver's license: number, date of birth. ~ddrcs~, lmd;' or phone number) may ha.ve been accessed by these
employct:s while they worked lit GoaL While we do nor know wh(!thcr your personally identifiable
infQl't'!1l\liofl w~s used by these employees. there is n potentinl risk that il was rcmove(1 from Goal's
premises O\nc u~ed in an unauthorized manner.

If you have questions concerning this matler - or if you hllvc received any mail. telephone Cl\lls, Qf any
other forrn of solicitation from fonner Goal employees - please call us Rt tbis loll-frce number: 866·3.55.
3043, The infonna.riol1 you pr()vidc to us will help us determine Whether your pcr!ional1y identifiable
information has b~cn llsed jfi an unauthori7ed maml¢r by thc:;;c: employees.

We apOlogize for thj~ occllncncc, We assure you that we have a.nd are tnking stcps to prevem future
l':mplo)'ce Iheft We encourage you to ask. fOT a free copy of your credit r¢port from each. of tbe three
credit reponing companies - Equifax. Experi8n, and TraJ)sUnion. To oblain your free credit report you
can go 10~•..',l,!}!.)J.,l'.I.kn:.djlreport,~!:~m; o·r you can c;lll the toll-free number f:!77-322-8228; or yotl call

complete til" AnllLlal Credil Report Requc~st FLIl"! (a\l"il~blc at
~l\;..\~~,llx:, L!<.,v/l)l'P:'C(I!!Jj!tlli.i.!l.£l\ldl';'n:qll.~~\(tmnfin \!Llli!JJ and mail it to: An nlJal Credit Report RcqlJel;t
Service; P.O. Box. 1052&1; Atlrlntll, CIA 30348·5UI.

Under the Fa.ir alld4,ccuratc Credit Tran~at:tions Act, each of these credit reporting (;.()mpanie~ must
provide yoU Wilh ~ free credit report once every 12 months upoo y~)ur r¢qucst, To keep an eye 011 the
accuracy and complewnc~~ of the information in your. reports, we rccommend (hll! you 9tnggcr your
tc:::qucSL>; from each of the reporting companies ovcrthe next 12 rnotltnl;.

When y01:.l recejve your credit r~p(lrt, look i.t, over cll.refuJ!y. Look for accounts yOI" did not f:lpen an&'or
itHf\.li.rics from credito.r~ that YO~I did not init.iate, }f yOll see anything you do nol understand, can rhe
credit agency It! the telephone nlJtnbcr proVided dO tIle rcpm1. Goal is committed to p.rmecting the
security I) ryoUf informotiolJ.

Sincw'lly,

M.ichael Cox
Vice Pr~sjdcnt, En~t"'Pri1'~ Risk Managl~mcnt




