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PROSKAUER ROSE LLP

1001 Pennsylvania Avenue, NW
Suite 400 South
WaShington DC 20004·2533
Telephon8202.416.6800
Fax 202.416.6699

NEW YORK
LOSANGI:LES
BOSTON
60CA. ""rON
NEWARK
NEW ORLEANS
PA,FlIS

Date February 3, 2007

Total Pag$$ (Including Cover)

From

Sender's Voice Number

Send@r's Email Adc:lfHlii

Client-Matter 73776.003

6

Timothy P. Tobin

202.416.6870

ttobin@proskauer.com

Fax Transmittal

Sender's Room Number DC

Main raJ( Num~r 202.416.6899

To: CSCIC

Company;

TQ: CPB

Company:

To: Attorney General, Asst. AG in Charge

Company: Bur. of Cons. Frauds

Message

On behalf of Jobn Walsh at Towers Pernn.

fax No.: (518)474·9090

Voice No.:

Fax No.: (518) 474-2474

Voice No.:

Fax No.: (212) 416·6003

Voice No.:

ConndentlBlily Now: This message is confidential and intended only for the use of the addressee(e) named abol/s.· It may contain
legally privileged mEl/erial. Dissemination. distribution or copying of thiS message. other than by t:lYGh eodr&fi&Oe($), 16 :strlGtly
prohibited. If you have received this message in error, please immer,1ialely notifY us by telephone and return the original to Ull ~Ilhe

address above. We will reimburse you for the CQst of the tlliephone call and postage. Ttlank you.
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Reporting Form
For Business, Individual or NY State Entity reporting II

"Breach of the Security of the System"
Pursuant to the Information Security Breach

and NotifIcation Act (General ausiness Law § eSe-aa;
State Technology Law § 2(8)

Name of Business, Individual or Sll'lle Entity

Date of Discovery of Breach;

Estimated Number of Affected Individuals:

Towers Perrin has provided consulting services to
Bertelsmarm, Inc, aQd its related entities Arvato .
Services, Inc. (formerly known as Bertelsmann
$ervices,lnc.l. BMG Columbia House, Inc. (formerly
known as BeMusic Inc, and BMG Direct. Inc,l,
8erryville Graphics, Inc" Bl\1G Music, Bookspan,
Dynamic Graphic Finishing, loc., Gruner + Jahr
Printing sod Publishing Co.. Random House, !nc.,
Sonopress LLC, and Springer-Verlag New York, Inc.
(collectively referred to herein as "Bertelsmann"),

Began mailing on 1f31fQZDate of Notification to Affected IndiViduals:
Manner of Notification; [ X Jwritten notice

[ ) electronic notice (email)
( J telephone notice

Are you requesting substitute notice? [ J Yes [ X) No (if yes, attach justification)

Content of Notification to Affected Individuals: Describe what happened in general terms and What kind
of information was involved Please attach copy of Notice.

On December 1, 2QQ6, a Bertelsmal)D vendor, Towers Perrin, learned that laptops containing
personal information belonging to its clients had been $Iolen from its offices In Manhattan L which
may have contained personal information including names, Social Security numbers, addresses, dates
of birth and other data related to employment of 8ertelsmann employees and former employees, The
laptops were Dot encrypted, but the laptops and the email Rrogram were separately password protected
We havEl no information indicating that the informatiOD has been miSUsed Towers Perrin reported the
theft to the New York City Police.,.Departmenl (Mid·Town South Precinct) on December 7, 2006. The
police reeort Dumber is 2006-014·17855. Subsequently, the District Attorne)(s Office for the County of
New York requested that notification to affecteg individuals be delayed until January 5, 2007. Attached is
a copy of the notice to affected individuals

Name Of Business or IndiVidual Contact Person'
Title;

Telephone number:
Email:

JaCQUeline Chasev
Senior Vice President, Legal Affairs and
Secretarv
212·782·1140
Jacqueljne.chasey@bertelsmann.com

Dated;
SUbmitted bY:
Title:
Address:

Email:
Telephoner

2/03/Q7
John Walsh, CISM of Towers Perrin, 00 behalf of Bertelsmann
Chief Information Security Officer
1500 Market Street
philadelphia, PA 19102
john,walsh@towersperrin.com
215·246·7654 Fax; =2..:...:15::...-=24-'-'6:....-4-'-.4""'0""'3 _
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PLEASE SUBMIT THIS FORM TO ALL THREE (3) STATE AGENCIES as follows:

Fax this form to the Office of Cyber Security &Critical Infrastructure Coordination (CSCIC) &
cm1sumer Protection Board (CPB): '

CSCIC:
Security Breach Notification­
fax: 518-474-9090

and also Fax & Mall this form to

Attorney General:
Assl. AG in Charge
Bur, of Cons. Frauds
120 Broadway - 3rd Floor
New York, NY 10271
Fax No: 212-416-6003

CPS:
Security Breach Notification·
fax: 518-474-2474
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TOWERS
PERRIN

January 31, 2007

AE: IMPORTANT NanCE

Dew'

Towere Pooin provided ben6fitB consulUng~ to Bert0lsmann, Ino. and Its afflllat&9
(thellQ)mpany"). In some cases, to perform our8~, we had~ to 150mB of
yoW' perIiIonallrrformellon. On December 1, 2006, we learned th8l: laptops containing
InfolTll8tlcn about you; which may haw Included)'QUr name, SOCial 8eoority number,
liddl'M~ daN Of birth and other data related to your employment, had bee." ~Ien from
T~ PGfrln'8 offices. We aeeply regret that ttlls situation c.x;curred Wld we keonly
IlWW'O of how Important your personal InfDmlatlon (s to yOu. N.1tlis tAme, we tlave no
muon to bellwe1tlat yout information hal boon Illlsuood. Ewn SQ, V/8 want to Inform
you of the Gullon and suggoot som& mapa you can take to protect youreelf from
Identity theft fWW and In the MYre. Therefore, W9 we sending you thJs letter both on our
own tpe,""iCiI"f lind on bOOaIf of the Company.

UpOn finding out about tt'lls Incident. we promptly reporlad Rho Incident to law
enforcement authorities, who sUOOeqUOOlly requested that we delay thwnatmcation until
eMly January2007 to avoId any possible Impediment to their Il1\IWtlgation.

We taka serloU8ty our oommltment to safeguarding confidentiBIln1ormation entnJs1ed to
US by our cllenls, inductIng your persoMllnformatlon. All of our I8ptops end email
aooowrts Bre~d ..prot.ected, and some fll" me P9S8WOrd-protected as _I. You
may~ usurvd that we aro carefully rovtwMg this loo/dem and are taJdng whutewr
meuures are neoee.sary to ensure that It don nat happen again. BetaU89 of this
'noident, we haw acceteralOO B proJect we already had underway to encrypt all our
laptops by the EIl'ld of JanOOl'Y 2007. In additIon, we hew engaQed 11m InformatiOn
seourity consulting firm to revisw OUl' pollclEJ$ end I'rooeduml!i In the oootexi of thll
Incident to help ue~ out W'~ of Wlnemblilly, Wget~ for Improvement and
Implement neeooory Changes.

PrectAutione You can Tab

AJthough 'N8 hli.Mil no knowledge of any misuse of your Informallon, we haWII~M
fot you to enroll. at your o,tIon. rn tht £quito Cfed.lt W~'IU Gold wtth ~n-1
Monlblng product at n@ cost to you for two YO"" The product Will provide yt)U
with.", early warning symem for cMngusto )'Our credit file, WId help you to undemtMd
(he contant of your cr. file at the three credit reporting exgel'leles. To enroll In tnl,
product. go to EqUlfm(F; websrta 81 www.m~.6q/Jlfmux)mltrl and eompklte the
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enrollment~8. DUling 1he -check out" proCe88. provide the 1ollowfng prorootlonw
eode: CODE In the -enter Promotion Coda" box. (CBmJ~ lnc1tJd6 thf'da.sh. no
SfJ8I.'89 before or after the cede.) Mer entering your code, Pf'M1S the 81Appty CottB"
button and then the "SUbm't OrdGC"" button at 1M bottom of the ~~. This code
ellmlMt_1tIen~ to provide Ell credh card numMr for payment. Alter~, you may
enroll In Ihe U.S. Mall verman of the product by completing and sending the enclO9OO
form by mail or via fax to Equlfux at the fmc: number or eddreu shown on the fQfrn.
Pleue note: 1M code Is unique 1« your U. and 'hoUld nm be Wred. It can
only be uNd by one pGl'9On and th,n becol'nM InvalId for further uu.

Once yuu have enroUoo, the Equtfax Credit WwchN Gold With 3-11"-1 Monitoring product
wiD provide you wlth~ valuable Mri;om;, Indudlng:

III Credit file monitoring of your Equtfax, ExpefIW'I, and TmnsUnlon a-ooit reports;
III Automatic~cn of key changes to your credit 11108 from any of the three

agencies;
.. Free 3·ln-1 Credit Report and unl1mited Q;lpOO of )'Our Equifax Credit ReporlN ;
III Up to $2O,OOO·ldentity Fraud Expense Coverage wtth no deductible (certain

IJlTIltRtionlil and exclusions appfy)'; and
'" 24 by 7 live agent customer llIet"11'k» 10 uslqt you In undefl!ltMding the content

Of your Equlf8X credit lmorma.\jon, to prtMde personalized identity Iheft vtetlm
assistance and to help you Inttla16 an Inwstlgatlon Of Inac:curete lnfol'l'nalJon.

Whethtt or net you enroll In this program, you8muld pMlodlcally Nquut .. "'"
cmdlt I'8POI1 to cm3Ure oredlt IlqcountB hIM» not bOen1dI~ without your
kMwIltdtI. Every oonsomer, whlJther or not their data ha& been 'rwoMid In a security
breach, Is entitled to receive one fnJe report GMlIry twolve mol"l1bs from f:lIIIWh of the~
national oredlt butea.us 'I~Bd below. In fact, It Is a good pnwtlee for all consumem to
order a free credit report from one of Itte three Cfedlt ooreaus 9V9ry four months, in order
to continual~ monitor your w::oourns every yNfl To omer your free credit report, contact
one of the three majOf credit bureaus at the numbaflll piovidad be4ow.

iii Equifax: 871-478-'1625www.~oom;PO BOx 140241, Atlants GAo
30014-0241

iii Expeflan: 888-391--3742WWW.~oomi PO Box..9532, Allen TX
76013

II TmnsUnloo: 800-690--'T2S9 www,n.nsunlon.corrr. Fraud Victim
Assistance DM9Ion. PO Box 6190, f'u1lenon CA 92834-6790

Once you receive your credit 'reports, we urge you to ravlew !ham carefully for UT1ueual
activity, Including. for ~pIe. InquIries from companies you did nol contact. tweoUrD
you did not. open, W'1d debts on your oooounts that you cannot explain. VerifY the
accuracy of your SodaJ Security number, addrep(!!I9), complete MlTI9 and emp!oyet(e),
and any other Information contained in your mport. Nottfy 1he credit agencies if sny
Information as InCOlToot. You eoould be vigilant in IT!Onltoring your credit 11Jpc;l1U rmd Q.rry
flnMc4al accounts yOu haw for suspicious activity. Please notify the entity maJnt:alnlng
the twOOuf1t, the COmpeny and the proper ~rities of W"Iy fl'l"Wdukmt a.etMty that you
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d~vElr In your credit file or with your flnanc:lsl aooounm. Even If you do not find
6usplclous aetMty on your Initial credit reports. It Is recommended Itlat YQu check your
credit reports periodically over at least the next 12 to 36 months.

You may also wish to take the added precaution of placIng 8 freud wel1 on your
credit file. You can do so by contacting on8 of the three credit reporting agencies Ilsted
above. Afraud alert tells credltol'6 to contact you before they open ally newacooun1s or
change your exiliting accounts. A& soon as one credit reporting agency confirms your
fraud alert, the other agendas are notified 10 plBCe 8 slmtlar alert. If you decide to pIau
a fraud alert on your credit nle, you should be aware that;

II you may be asked to provide proof of IdentificatIon When applying for
inetant credit, and In some cases your aI;)!uty to recellffllnstmrt credit may
bellmlted;

.. oradllom may oonta.c:tyou by phone at the numbsr you deSIgnate before
opening a MW account for )Iou;

III a fraUd alert shoUld nat interfere wtth the daUy use of credit cards or
bMklng or credit accounts; and

• a fraud alert will expIre, u9uslly In 9() days, GO you will need ta renew It by
calling the creditbU~u you Inltlated It wlth. u6ing the confirmation
number you were ,given When you inItiated (or subooquenlly renewed) the
fraUd ale rt.

In lome lit••, you have the right to Put It "eredlt f,,",%ell on )'Our credit file, SO
that no new croolt can be opened under your credit file without the use Of a pin number
that Is Issued 10,you when you Initiate your credit freeze. Since the irurtructioM for how
1.0 esmbl1th 8 credit freeze differ from B1ate to elate. please oontad the throe major credit

, bureaus above to find out more Ihformation.

Other than In the form of Ii wrfft~n letter, neither Towers Perrin nor the Company (except
In the ordinary course of your employmem with the Company) will initiate contact with
you about this Indelent to 88k you to confirm any sensitive personal infonTIetfoo, auch IW
your Social Security number. If you do happen 10 receIVe a. contacrk with 8uch a request.
It Is not from Towers Perrin or the Company, and you should not provide al'ly such
InfOfmation.

Again, we apologize for any Inconvenience or conCBrns this Incident may cause. We are
cQI1'\MI1:ted to assisting you In protecting yourself. ff you have anyquEJstiorll~ or need

. addltionallnformallon, you may contact OU' Information hmllne at: 800-78&-2795. ~.

~rw~ ~~
Jonn P. Walsh, Jr. CISM
Towers Parrin - Chief Information Security OffIcer

** TOTAL PAGE.0S **




