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1001 Pennaylvania Avenus, NW g;.g%%%&s
Telaphone 202.416.8800 NEW ORLEANS

PROSKAUER ROSE LLP Fax 202.416.6699 PARS

Pate February 3, 2007 Cllent-Matter.  73776-003

Total Pages (Includlng Cover) 6

From Timothy P. Tobin

Sender's Yoice Number 202.416.6870 Sender's Room Number DC

Sender's Emall Address ttobin@proskauer.com Maln Fax Number  202.416.6899

Yo: cscic Fax No.: (518) 474-9090

Company: Voice No.:

To: CPB ; Fax No.: (518)474-2474

Company: Volce No.:

To! Attorney General, Asst. AG in Charge Fax No.: (212) 416-6003

Company: Bur. of Cons, Frauds Volce No.:

Message |

On behalf of Johin Walsh at Towers Perrin,

ConfNdentiality Note; This message is confidential and intended only for the use of the addressee(s) named above. It may contain
legally privitegedt malerial. Dlssemination, distribulion or copying of this message, other than by euch eddresses(s), ls strictly
prohibited. If you have racelved this message in error, please immediataly notify us by telephone and retumn the original to us at the
address above. We will reimburse you for the cost of the telephone call and postage. Thank you,
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Reporting Form
For Business, Individual or NY State Entity reporting a
"Breach of the Security of the System”
Pursuant to the Information Security Breach
and Notification Act (General Business Law § 889-aa;
State Technology Law § 2D8)

Name of Business, Indjvidual or Siate Entity Towers Perrin has provided consulting services to
Berteismann, Inc, ang its relaled sntities, Arvato
Services, Inc. (formery known gs Bertelsmann
Services, In¢.), BMG Columbis House, inc. (formerly
known as$ BeMusic, Inc, and BMG Direct, Inc.)
Berryvillg Graphics, Inc., BMG Music, Bookgpan,
Dynamic Graphic Finishing, Inc., Gruner + Jahr
Printing snd Publishing Co,, Random House, In¢.,
Sonopress LLC and Springer-Verlag New York, Inc.
(collectively referred to herein as "Bertelsmann'),

Date of Discovery of Breach: Bertelsmann's vendor, Towers Perrin, disgovered
the breach on 12/1/06; Towers Perrin notified
Bertelsmeann on 1/4/07.

Estimated Number of Afiected Individuals: Approximately 3,701 New York residents, out of a
total of approximately 15,000 Bertelsmann
employees angd former employees nationwide

Date of Notification to Affected Individuals: Began meiling on 1/31/07
Manner of Notification: [ X ] written notice

[ }electronic notice (emall)

{ Jislephone nctice

Are you requesting substitute notice? [ ] Yes [ X ] No (if yes, attach justification)

Content of Notification to Affected Individuals: Describe what happened in genera! terms and what kind
of information was involved. Please attach copy of Notice.

On December 1, 2006, a Bertelsmann vendor, Towers Perrin, Jearned that Iaptops containing.

personal information belonging to its clients had been stolen from its offices in Manhattan, which

may have contgined personal information, including names, Social Sgcurity numbers, addresses, dates
of birth and other data related to employment of Benelsmann employees and former employees. The

laptops were not encrypted, but the laptops and ¢ mail program were separats! ssword protected.
We have no information indicating that the information has been misuged. Towers Perrin reported the
thefi to the New York City Police Department (Mid-Town South Precinct) on December 7, 2006, The
police repor] number is 2006-014-17865. Subsequently, the District Attorney's Office for the County of
New York requestied that notification to affected individuals be delayed until Janusry 5 2007 Attached is
a copy of tha notice to affected individuals.

Name of Business or Individual Contact Person: Jacqueline Chasey
Title: Senior Vice President, Legal Affairs and .
Secretary
Telephone number: 212-782-1140
Email: Jacqueline chasey@bertelsmann.com
Dated: 2/03/07
Submitted by: John Walsh, CISM of Towers Pertin,_on behalf of Bertelsmann
Title: Chief information Security Officer
Address: 1500 Market Street
Philadelphia, PA 19102
Email: john.walsh@towersperrin.com

Telephone: 215-248-7654 Fax, 215-246-4463
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PLEASE SUBMIT THIS FORM TO ALL THREE (3) STATE AGENCIES as follows:

Fax this form to the Office of Cyber Security & Critical Infrastructure Coordination (CSCIC) &
Consumer Protection Board (CPB):

Cscic: CRB:

Security Breach Notification- Security Breach Nofification-

fax: 518-474-8080 fax: 518-474-2474
and also Fax & Mall this form to

Attorney General:

Asst. AG in Charge

Bur. of Cons. Frauds

120 Broadway — 3" Floor
New York, NY 10271

Fex No: 212-416-6003
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January 31, 2007

RE: IMPORTANT NOTICE
Doar .

Towers Perin provided benefits consulling eervices o Bertelsmann, Inc. and fe affillates
(the "Company”). In some cases, to perform our sesvices, we had access to some of
your personal informallon. On December 1, 2008, we learned that laptops comaining
information about you, which may have Included your name, Soclal Security number,
address, date of biith and other data related to your employment, had besn etelen from
Towers Perrin'a offlces. We deeply regret that this sttuation occurred and are keenty
aware of how mportart your personal Informetion Is to you. Al this time, we have no
reason to belleve that your information has been misused. Even so, we want to Inform
you of the situation and suggest Bome sleps you can teka 1o protect yourself from
Identity theft now and In the future. Therafore, we are sending you this letter both on our
own behall and on behalf of the Company, :

Upon finding out about this incident, we promptly reported the incldent to law
enforcement authoritles, who subsequently requested that we delay this notification urtil
early January 2007 to avold any pogsible impediment 1o their investigation.

We take serously our commitment to safeguarding confidentlal information entrusted to
us by our cllents, including your personal lrformation. All of our laptops and emall
accounts are pagssword-protected, and somse files are password-protected as well. You
may rest assured that we are carefully reviewing this incldent and are taking whatever
measures are necessary to ensure that | does not happen agaln. Becauss of this
Incident, we have accalerated a project we already had underway to encrypt all our
laptops by the and of Januvary 2007. In additlon, we have engaged an Information
seowity consulting firm o review our policles and procadures In the contexdt of this
incldent to help us assess our areas of vuinerabliity, target areas for Improvement and
implement hecessary changes.

Precsutions You Cen Take

Although wa have o knowledge of any misuse of your Informatlon, we have srmanged
for you 1o enroll, at your aption, n the Equifax Credit Watch™ Gold with 3-in-1
Monltoring product at no cost to you for twe yeara. The product will provide you
with an early warming system for changes to your credit file, and help you to undersiand
the content of your cradit file at the three oredit reposting agencles. To enroll In this
product, go to Equifax’s website at www.myssivices.equifax.convin and compiete the

Ona Starvford Plazy, 263 Tresser Bowevard, Samiorg, CF 068013228 ! 200,326 840D
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enroliment process. During the “checl out” process, provide the following promotional i
codo: CODE In the “Enter Promotion Code® box. (Case senafiive, [nclude the dash, no !
spaces before or after the code.) After entering your code, press the “Apply Code”
bution and then the “Submit Ordec” button &t the bottom of the page. This code :
eliminates the need to provide a credit card number for payment, ARernatively, you may ;
enroll In the V.S, Mall version of the product by completing and sending the enclosed

form by mail or via fax to Equifax at the fax number of addreas shown on the farm,

Please note: The code Is unique for your uge and should not be shared. It can

only be used by one person and then becomes Invalld for further uee.

Once you have enrolled, the Equifax Credit Watch™ Gold with 3-In-1 Monforing product
willl provlde you with saveral valuable servicss, Including:
Credit file monitoring of your Equifex, Experlan, and TransUnlon credit reports;
® Autom|anc notification of kéy changes to your credit files from any of the three :
agencles; !
Free 3-In-1 Cradit Report and uniimited coples of your Equifax Credit Repon™;
Up to 620,000 [dentity Fraud Expense Coverage with ho deductibie (certain
limitations and exclusions apply)'; and
e 24 by7 live agent customer servico fo asslgl you in understanding the content
of your Equitex credit Informabion, to provide personalized identity theft vietim
assistance and to help you Infilate an investigation of Inaccurate Informalion,

Whether or not you enroll in this program, you should perlodically request a free
credit report o ensure oredit ascounts have not been activeted withowt your
knowiedge. Every consumer, whether or not their data has been involved In a security
breach, is entitled to recelve ona frea report avery twelve mmonths from each of the three
national credit bureaus Yisted below. in fact, it Is & good practlce for all consumera fo
order a free credit report from one of the three credit bureaus every four months, in order
to continually monktor your accounts every year, To order your free credit report, contast
one of the thres major credit bureaus at the aumbers provided below,

= Equifax 877-478-7825 wwwequffwcaom PO Box 740241, Atlanta GA,
303740241
s Experlan; 888-397-3742 www.axpaenan.com; PO Box.9532, Allen TX
T 78013
¢ TransUnlon: B00O-680-7289 www.transunlon,.com; Fraud Victim
Assistance Divislon, PO Box 6780, Fullerton CA 62834-6780

Once you recelve your credit reports, we urge you lo review them carefully for unusual
activity, including, for example, inqulriles from companles you did not contact, accournts
you did not open, and debts on your accounts that you cannot explain. Veilfythe -
accuracy of your Soclal Security number, addreas(ss), complete name and employsi(s),
and any other information contalned in your report, Notify the credit agencles if any
Information is incorvect. You should be vigitant in monltoring your credit reports and any
financial accounts you have for suspicious activity. Please notify the entity maimtalning
the account, the Company and the proper authoritiss of any fraudulent activity that you

! [dentity Frand Bxpeiss Relmbursemert Magter Pelicy underwitten by Travelsrs Casually and Surety
Company of Amarica and ¥s proparny casusily efillates, Hartford, CT 06163. Coverags for all clalins or
lossse dopands on actual policy provisions. Aveilablity of coverage can degend on cur underwriting
qualificetions and atats reguistions. Coverage not avallsble for residents of Now York,

Eguifax's credit monitoring peoducts are protacted by US Petert 7,208,052.
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disgover In your credit file or with your financla) accounts. Even i you do not find
susplclous activity on your Inftial credit reports, it 1s recommended that you check your
credil reporis periodically over at least the next 12 to 36 months.

You may also wish to teks the added precaution of placing a fraud ajert on your
eredh file. You can do 8o by contacting one of the three credit reporting agencles listed
gbove. A fraud alert talls creditors 1o conlact you before they open any new acoounis or
change your existing accounts. As 60on as one credlt reporting egency confirms your
fraud alert, the other agencias are notified (o place a similar alert. If you decide to place
a fraud alert on your credit file, you should be aware that; '

¥ you maey be asked fo provide proof of identification when applying for
instant credit, and (1 some cases your abiliy to recelve Ingtart credit may
be limited; ~

= croditors may contact you by phone at the number you designate before
opening a new account for you;

= @ fraud alert should not interfsre with the dailly use of credit cards or
banking or credit accounts; and

» @ fraud alert will expire, usually In B0 days, 4o you will nasd to renew it by
calling the credit bureau you Inilated it with, using the conflrmation
number you were given when you initlated (or subsequently rensewsd) the
fraud alert.

In some states, you have the right to put s “credit freeze" on your credit file, so

that no new credit can be opened under your credit fils without the use of & pin number

that Is Issued to.you when you Initlate yaur credit freeze. Since the inetructions for how

io sstablish a credit freeze differ from state o state, please contaci the three major credit
- buraays above to find out more Information.

Other than In the form of a written letter, neither Towers Perrin nor the Company (except
In the ordinary course of your smployment with the Company) will initlate contact with
you about this Incident to ask you to conflrm any sensltive personal information, such as
your Soclal Security number. If you do happen bo recelve & contact with such a request,
1t 18 not from Towers Perrin or the Company, and you should not provide any such
information.

Again, we apologlze for any Inconvenlance or concemns this Incldent may cause. Wa are
committed to assisting you In protecling yourself. if you have any questiong or need
_ edditional Information, you may contact our Informetion hetline at: 800-783-2795,

Sincerely, “’/

Gk m&%; \q

John P, Walsh, Jr, CISM
Towers Perrin - Chief information Security Officer
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