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New York State
Division of Criminal Justice Services
4 Tower Place
Albany, NY 12203-3702

(518) 457-6066
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Reporting Form
FQf Business, Individual or NY,State Entity reporting a

"Breach of the Security of the System"
Pursuant to the Information Security Breach

and Notification Act (General Business Law §889-aa;
State Technology law §208)

Name of Business, Individual or State Entity _NYS Division of Criminal Justice
SelVices

Date of Discovery of Breach: _January 25,2007_'__-----
Estimated Number of Affected Individuals: __1 _
Deteof Notification to Affected Individuals: __February 7, 2007__
Manner of Notification: [X ] written notice

[ ] electronic notice (email)
[Jtelephone notice

Are you requesting substitute notice? [] Yes [X] No (If yes, attach justification)
Content ofNotification to Affected Individuals: .Describe what happened in general
terms and what kind of information was involved. Please attach copy ofNotice.
__Described in attached llotification Jetter ~_:__._

. 't

Name of,Busioess or Individual Contact Person: _Joyce Bellinghausen,_' _
Title: _Information Security Officer__"",--_~~----:,

,Terephonehtimber:~51~.485-7936_,",--_---:, _
Email: -loyce.. Bellinghausen@dcjs.state.ny.us· _
Dated: _February 16; 2007~ ~

Submitted by: _Joyce Bellinghausen _
title: _Infonnation Security Officer _
Address: _4 Tower Place. Albany. NY 12203 --
Email:

------------=----~--------Telephone: Fax: _518-485-1859--------
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DENISE a O'DONNELL.
COMMISSION!:'"

STATE OF NEW VORK
DIVISION OF CRIMINAL .,IUSTlCE SERVICES

FourT~r Place
Albany, New York 122fl3-S764
ht1p:/lcriminaljustloo.slare,ny, us

February 7,2007

GlMA L 91ANCltI
DEPVTY COMMISSIONER

AND COUNSEL

I am writing to you because of a recent security breach at tbe Division ofcrini'tlafJust1C"C-··
Services (Division) involving unauthorized access to your social security number (SSN).

The preliminary information obtained to date indicates that on January 16,2007, a
Division employee obtained unauthorized access to your criminal history record information
(CHRI), also referred to as a "rapsheet," containing your SSN and other personal information
including your name, horne address, date of birth, a.nd your New York State, Probation and FBI
identification numbers. It is noted, however, that based upon the information we have obtained
to date, it appears that there was no disclosure outside the Division of your SSN, or any other
personal information contained .in your CHRI, asa result of this internal security breach.

Please be advised that we are in the process of conducting a thorough investigation and
appropriate measures will be taken to address this incident once all the facts have been
determined, In addition, the Division is reviewing its current policies and procedures regarding
access to such records to assure that no such breaches occur in. the future. Shou.ld you have any
questions regarding this matter, you may contact Joyce Bellinghausen, the Division's
Information Security Officer, at (518) 485~7936.

Very truly yours,

~BwmCkn'
Gina L. Bianchi
Deputy Commissioner and Counsel

An Equal OpponunitylAffirmative Action Employer




