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Caterpillar Inc.
lOONEAdams
Peoriat IL 61629-7310

~001/008

To: CPB Fax; 5) 8-474-2474

From: Alexander C. Gifio.!l Date: 412712007

Re: Reporting form "Breach of the Pages: 5
Security of the System"

cc:
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CJl"IERPILLAR ®

April:;: 7,2007

NYS ( ffice of CSCIC
30 Souh Pearl St.
Floor J2
Alban ~ ,NY 12207

Altom; y General
Asst. ,\ ttomey General in Charge
Bureau of Consumer Fra.uds
120 Bl" ladway- 3rd Floor
New Y )rk, NY 10271

CPB '" IA FacsimiJe

L;AltKt'lllAK

Caterpillar Inc.

100 NE MQfI\s Street
Peuria.lUinuis 61629

II!J OO~/OOD

Re: R';:i lorting form "Breach of the Security ofthe System"

To Wh 1m It May Concern:

Enclo:~,. d please find on behalf of Caterpillar Inc. Notice of Breach of Security ofthe
System and accompanying notice to affected individuals.

Sincexl;:Y yours t

Q 'J /J>-~.tC- (~I
le¢ller C. Giftos

Sen{oI' I :orporate Cou sel
Ernplo:, ment & Labor

Enclom res
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RelP )rting Form For Business, Individual or NY State Entity reporting a
"Breach of the Security of the System99

J unuant to the Information Security Breach and Notification Act
(General Business Law § 889-a21; State Technology Law § 2(8)

Name of BlI iness, Individual or State Entity
Date ofDi~:;: )very of Breach;

Estimated ~i Imber of Affected Individuals: Apjlroximately 41 New York residents
Date ofNoti kation to Affected lndividuals: Caterpillar mailed notices on April 27, 2007
Manner ofN Jtification: [ X ] written notice

[ ]electronJc notice (email)

[ ] telephone notice

Are you recl" esting substitute notice? ( ] Yes [ X J No (if yes, attach justification)

Content ofN Jtification to Affected Individuals: Describe what happened in general terms and what kind of
infonnation '(SS involved. Please attach copy of Notice.

On or about ~Rrit 6, Z007, SBA, a Caterpillar vendor, first learned that an employee's computer containing:,
personal inl:; matioo belonging to its clients had been stolen from a business that was performing repairs on
the computl~!, On ~pril 8, 2007, Caterpillar was advised that the computer contained Ilersonal infonnation, but
the nature an I extent of the personal information had not been determined. Caterpillar contacted the Cobb
County De!~1 rtment of Public Safety and retained DJ?,rivale investigative firm to investigate the theft and try to
locate the Vf,:! Idor's computer. The stolen computer contained personal information, including names, social
security "Urn leI'S and banking infonnation as of July 2004 of Cstemillar employees and fonner employees
who are res!! ents of New York. We have Ij() current infonnation indicating that personal data has been
misused. Ttl. ~ Cobb County Department of Public Safety conducted a burglary investigation (Case
#07047324'l,~nd had requested that no notices be sent. On April 20, 2007 at approximately 3:30 PM, the Cobb
County DeN :1!l1S!tof Public Safe~ notified Caterpillar that its investigation remains active, but that notices
may be senl" Our vendor has sent additional computer files that are currently being analyzed as expeditiQ)Jsly
as possible.... Vhile it is possible that we will identify additional individuals who are affected. we have sent
notice to thQ! ~ individuals that we have been able to identify to date. Attached is a copy of the notice to
affected indi:' iduals sent by CaterPillar.

Name ofBlE ness or Individual Contact Person:

'Title:
Telephone m mber;
Email:

Alexander C. Giftos

Senior Corporate Counsel
(309) 494·1902
giftos_alexander_c@Cat.com
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Dated:
Submitted h ':

Address:

Email:
Telephone:
Fax:

CHI 11209144,i:

April 27, 2007
Alex C. Gifios
S,el'ligf Corporate Counsel
Employment & Labor
Caterpillar Inc.
100 Northeast Adams Street
Peoria, IL 61629
gifios_alexander_C@c9.t.com
(309) 494·1902
(09) 675.66211
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April 26, ~~( 07

[Insert Nan e]
(Insert Ad,tlless)
[Insert Cit'\' State Zip]

Dear Partil:', ipant:

L;l'.ltIH'lLLAK ~ 005/006

You are rE!'l eiving this letter because you are a participant in the Caterpillar pension or
investmerll plan. I am writing to inform you about an incident involving your personal
information We truly believe that, while unfortunate, this incident is not cause for undue concern
on your pc:" t. However, because of the nature of the data involved and in the spirit of the
Caterpillal' ~ode of Conduct-Our Values in Action focus on Integrity-we wanted to let you
know this ililCident occurred.

On the eV,El' ling of April 5, 2007, a laptop computer belonging to a Caterpillar vendor near
Atlanta, Gt:! :>rgia, was stolen from the shop where it was being repaired. The vendor, SBA Inc.,
provides C: tterpillar with consulting services related to our pension plans. The stolen laptop
contained i Iformation about you, including your name, address, social security number and
banking iril' lrmation as of july 2004.

We have n I reason to believe this was a tar9~ted theft designed to obtain personal information.
Based on ':: ur discussions with law enforcement authorities, who are aggressively investigating
this crime, .ve believe this was part of a random theft of electronic goods. We deeply regret this
incident an, I have no reason to believe that your information has been or will be misused.

As a first ~il: ~p and in an effort to mitigate any potential risk, we have arranged for credit
monitorin9 ~t no cost to you. Detailed information on activating your Triple AlertSM monitoring
memberst, i j is included at the end of this letter. Please use the following code to activate your
membershi ):

Your Credit Monitoring Access Code: ~

You have !,! 1ti1 July 19. 2007, to activate this membership, which will then continue for 12 full
months.

Caterpillar IISS also established a call center to field any other questions you may have about
this incidel'l .. Caterpillar representatives may be reached at 309-494-SAFE (7233) or 800-699­
8978, Mont: ay through Friday, between the hours of 7 a.m. and 7 p.m., (Central time). In
addition, pit ~ase see the Frequently Asked Questions included for additional information.

OVER
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Finally, I \ill mt you to know that because of this incident, we have taken steps to provide a
greater Ie'll ~I of protection for your personal information as part of our commitment to fully
safeguarcl all of the information that is entrusted to us, Specifically, we have established new
and tighte!' procedures for Caterpillar employees and vendors who have access to personal
informatiOl" ; going forward, they will follow more rigorous directives for how data will be handled
and mana,;; ed.

Please ae,:: ~pt our sincerest apologies for this unfortunate incident. In the coming weeks, you
will rece;v!ir additional correspondence from Caterpillar. We are committed to keeping you
posted on i Iny further developments.

Sincerely,

Sid Banwiil t
Vice Presi,:: ent
Human S."llIices Division

Enclosure

Activltinl;! Triple AlerfiM Credit Monitoring

Consumel'llfo.com®, an Experian® company, will provide you with a full year of credit
mOriitorin~l, This service is being provided at no cost to you. With it, you will be able to identify
possible fn: udulent use of your information, This credit-monitoring product, Triple AlertSM

, will
identify am notify you of certain changes that may be a sign of identity theft. Your
complimel'l ary membership includes:

.. MCtI itoring your national credit reports every day

.. E-rr ail alerts of key changes to any of the reports

.. $1 D000 identity theft insurance provided by Virginia Surety Company. Inc.;-

.. De:: icated fraud resolution representatives available for victims of identity theft
"'Due to N'1! v York state law restrictions, coverage cannot be offered to residents of New York,

You have !:: ntll Jul't 19, 2007, to activate this membership, which will then continue for 12 full
months. VI/,! encourage you to activate your credit monitoring membership quickly. To activate
your TriplE! ~Iert membership, visit http://partner.consumerinfo.comfmembership and enter
the code PI' Jvided above. You will be instructed on how to initiate your online membership. An
alternative! is to contact the Caterpillar Call Center at 309-494-SAFE (7233) or 800-699·8978
and they \II' I assist you in the enrollment process.

If you have questions specifically related to this credit-monitoring prodUct. call
Consumel'llfo.com at 866-252-0121. Hours are Monday through Friday, 8 a.m. to 8 p.m., and
Saturday t" rough Sunday, 10 a.m. to 7 p.m" (Central time).




