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Comments IF YOU DO NOT RECEIVE ALL THE PAGES, PLEASE CALL
MARIA DIGIORGIO AS SOON AS POSSIBLE AT
(212) 476-2573.

Tllis Jue.ssage is intended only for the use of tile individual or en"tity 10 whom 11 IS addressed l and !nay contain informatioll Ihat is privileged, confid~f)tial, lUldJor exempt from
disclosure under applicable law. If you arc: not We intende.d"redpient. you are hereby notified that any dissemin3tion, dislJibUlion or copying: of lhis tOnmmnicafion is strictly
prohibited. If you have Jeceived this communication in error, please call the sender immediately,
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WeHPoilit Inc.
November 2006
~7 New Yor~.gesictmJls

lQill!§f.lL22~2_§,-~Q.QI

Reporting Form
For Business, Individual or NY State Entity reporting a

"Breach of the Security of the System j
'

Pursuant to the Information Security Breach
and Notification Act (General Bus:iness law §889~aa;

State Technology law §208)

N.ame of Business, Individual or Slate Entity
D;ale of Discovery of Breach:
EstimateD Number of Affected Individuals:
Date of NotifiGi'llion to Affected Individuals:
Manner of NolJficatlon: !X) wrltten notice

[ ] electronic notice (email)
f Jtelephone o-otice

Are you requesting substitute nolice? ( ) Yes [X 1No (If yes, attach justification)

In Novembl'( 200(i, WdlPoint [Il<;. W!t:'! IlOlificd by COl1(:t:ntra Pr,;:fclT<;d Systom:; in
M(Js~ndlll$,~tlS. wll\) 1$;1 third.party vendor providing. n.:r:ovcry audit :sen'ices to \VeI!PO\nl, ()I'

11 secllrily bri:CidJ, in which lapel' coniainillg memher llli<:lI'trta1l01l li1.;lIJding Si)ci,ll sc:r:urity
Jlnmbt:rs wtr{~ ::Hulen IhHJl i\ lock(:d l.1uildillg within a !od:.t:o ,olli'ct, W\lik ill,;: daUl\\.J$ not
lalJ;;;]\ld:;o;:ial st\:llrity numbers and lhe d:\\;l on tlh" [,Ipes is difficullln re(!'icv!;: b{';;l1U5C lh.::
lCc!HWlogy nt:nled \0 ilC:C-eSS [he In/(l/'iml1ion ii: iW advnnccd, WellPoinl wishes ti) comply fully
with New YorK $late'i; Infonil\uio!l Sc(:urity Breach and Notification ltd. lmmc:dialelyafter
lb" lhdl Ihe police were noh/jed ;1rld an mtcmal Investigation jnitiated. Fll1'lherti)(lJ't:,
\VtllPoint plalls to ollcr I'J'i.:c crcdil nlmli((lrjn~ $(;(VICCSlO al'ftClt.d !Hernb'::fS f~)r ont y;:;:.H

lh,f\lllgll Equifa:\ C'r"dit WaLch. !\Wli.:hcd w till!> lbrm Y\1lt will find a U)py ()(Ille notice hi

)ll('mbeni 10 he m;iiled ill ~3ti~iaclioll orGen. nu~, !.;m', ~S99·aa (5){aj,

Name ofBlISil1CS$ or Individual Con,,";t Person:
Title:
Tck'I)!Ione ll11tnbcr:
Email:

,lim Bixler
Privacy Oflll:.,;r
lli!.Q.:,f.H:.91..sUiJ~P.ilill.JiL{'U!£hl!!t

~:~1~~1~ :11 ed b,~!" ~il~:~::~~tI~~~:'~I~~:~W'\l~~U, ...(;~~:~~:.:·~:~0?~~~ :~~J::,~~::·~;,~~:;;,:·~·.Z(;:;i~~;:~:::.:··
'rilh: ;'\;;i12fJgJ.i:_lif!]~JJ.~JX£l.l.!.!:'£J .' . _

/\dJres,: .':Y~.UP"j.Ul)lle"LJ W(;st .(~!i!l Slg:el, N'c:w York,;-';Y 10<],-",3-"'-.6__

Flll;};ll: ~JiI~-,-~(.!0.,2::~:;J-"-£)~,'~j!JS7,WJ~~U:\.',;llP.'.\iq\,.,:','nl~~_"_".,,,.•,,._,,,,,,, ..,, "'.,
Tdtplll)nc: i 212 )':±16.. .\2~:'; _...... ...... _._._....__._~_.__, hi,; !.ZJ).J_11.f;d:HIJ ......
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Date: [Date]

[Member Name]
[Address]
[City], [State] [Zip]
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Dear: [Member Name]

This letter is to notify you that back-up computer tapes were stolen from Concentra Preferred
Systems in Massachusetts. Concentra is a vendor who provides recovery audit services for our
company. The tapes contained member information and included your Social Security number.
However, none of the data was labeled as Social Security numbers.

The back-up computer tapes were located in a locked building and in a locked office. The police
were immediately notified and we immediately initiated our own internal investigation. It is
very difficult to retrieve and use the information on the tapes because the technology needed to
do so is difficult to obtain and we have no reason to believe the tapes were the intended target of
the thieves. While there is no indication that your information has been misused or disclosed in
such a way that would adversely affect yon, we want you to be fully informed about this matter.

To further reduce your potential risk, we are offering you free credit monitoring for one year
through Equifax Credit Watch. This service monitors your credit file and notifies you of certain
suspicious activities that could indicate potential identity theft. You may begin receiving this
free service in one of two ways. You can enroll and receive notifications online by visiting
myservices.equifax.com/gold or you may choose to receive notifications through the mail by
completing the attached enrollment form. You will need to provide the following promotion
code when you enroll, [Promo Code]. If you wish to receive this free credit monitoring service,
please enroll by March 31, 2007. We also suggest that you take the steps outlined in the
enclosed information sheet to further reduce any potential risk to you.

We value your business and we are committed to protecting the privacy and security of your
personal and medical information. We apologize for any inconvenience or coneem this incident
may have caused, but we believe it is important for you to be fully informed about this situation.

If we can be of any further assistance or answer any questions regarding the information in this
letter, please call 800-284-9779 during the hours of 8:00a.m. to 6:00 p.m.

Si necesita ayuda en espafiol para entender este documento, puede solicitarla sin costo adicional,
llamando a1 nfunero de servicio al cliente que aparece al dorso de su tarjeta de identificaci6n 0 en
el folleto de inscripci6n.

Sincerely,

James P. Bixler
Privacy Officer
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Steps you can take to safeguard your personal information

To protect against the misuse of your personal information, you may want to consider placing a
security alert on your credit bureau file, If you are enrolling in the credit monitoring service, you
may wish to do so before placing the security alert. A security alert marker would cause any
issuer ofcredit to use additional scrutiny for any request for new or increased credit. This
provides a significant layer of protection; however, it may limit your ability to get "instant
credit" such as the offers often at retaJI stores. You must contact one of the credit bureaus,
below, directly to request this alert,

Equifax: 1-800-525-6285; www.equifax.com; P.O, Box 740241, Atlanta, GA 30374-0241

Experian: 1-888-EXPERIAN (397-3742); www.experian.com; P,O, Box 9532, Allen, TX

75013

TransUnion: 1-800-680-7289; www.transunion.com; Fraud Victim Assistance Division, P.O.

Box 6790, Fullerton, CA 92834-6790

Some additional precautions that you can take:

o Periodically check your credit report to ensure all your information is correct. To obtain
a free credit report once a year, visit www.annualcreditreport.com or call 877.322.8228.
Checking your credit reports periodically can help you spot problems and address them
quickly.

o If you find suspicious activity on your credit reports or have reason to believe your
infonnation is being misused, call your local law enforcement agency and file a police
report. Get a copy of the report as many creditors want the infonnation it contains to
absolve you of the fraudulent debts.

o You can also file a complaint with the FTC by contacting them at
www.consumer.gov/idtheft, or at 1-877-IDTHEFT (438-4338), or at Identity Theft
Clearinghouse, Federal Trade Commission, 600 Pennsylvania Avenue, NW, Washington,
DC 20580. Your complaint will be added to the FTC's Identity Theft Data
Clearinghouse, where it will be accessible to law enforcement for their investigations.
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Comments IF YOU DO NOT RECEIVE ALL THE PAGES, PLEASE CALL
MARIA DIGIORGIO AS SOON AS POSSIBLE AT
(212) 476-2573.

This n1essage is intended ~mly for the lise ofthe individual or ~ntiry 10 whom it is addressed, and may contain informalion that is privileged, confidential, and/or exempt flom
dis.clos.ure under applicabJe law. If you are not the inte~ded recipient. you ate hereby notified that any disstrniualion, di&t1ibution or copying of this conun\lniCalion is strictry
prohibiled. If you have received this communication in tITor, please call the sender irmnedialely.
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Reporting Form
For Business, Individual or NY State Entity reporting a

~Breach of the Security of the System"
Pursuant to the Information Security Breach

and Notification Act (General Business Law §S89~aal

State Technology Law §208)

Narne of.: Business, Individual or State Entity
Inc.

Date ot DiDcovery of 3reach~

Est~matf'ld Number of Affected Individu,),ls :
Residents

Date or Not ificat ion to Affected Inchviduals:
26, 2007

Manner of Notification: (X 1 written notice
) electronic notice (email)
] telephone notice

Are yOll requesting sl..lbstitute notice?
(If yes, attach justification)

Content of Noti lication to Aflccted Individuals:

Yes [ X 1 No

In Novemher 2006,WeJlPQinl Inc. was notified by Conccntra Prd'errcd Systems ill
Ml\SS:lchu$1;HS, who IS a ~\iId-party vendor providing recovcry audit services to WellPoint. of
a securily breach, in which lapes containing member illfonnaliof! indudingsocial si..'Curity
numbers were slolen from a locked building within a locked office. WhiJe the dllla was not
labeled social security number;> an£! the data on the tapes is dit1'kuh to retrieve because the
tcchnologyneeded 10 access the i.nfommlhmis so advanced. WeliPoill! wishes to comply fUlly
with New York Slate's lnfonnation Security Breach and NOliH,ation Act. Immediately after
the theft the police were notified and an internal investigatiort inil1alcd. Furthennorc,
WeHPoint plans to offer free credit monitoring services to affected members for \)UC year
through Equifux Credit Watch. Attached to this form you wiUliod a copy of the notice (0

members to he mailed in satisfaction orGen. Bus. Law. §8-99-aa (S}(a).

Name ofBusinc$s or Individual Contact Person:
Tille:
Telephone number:
Email:

Jim Bixler
Priv<\cyOnker
800-284·9779 8:00 aln to 6:00illll

Daled: January 17, 20(}7 ---'-'-2 i. ,,,f./_'---~--/---f

Subl1lilled by: Chi 'sial Veale .Walson C:;?-;-;;f_'~'i;:;-?;l?J~..;..... /j;'fJ:":;r~..-'-~,-..,.
Title: .d_~il?_ci;Jtc QcrLq~1 COllull:J:)se<.!I _

i\ ddrcss: \~£HP-QjJnJnb.J_L~~~~~L4~'<1 ~ trc~.t...N cw Y_Q[k...J~.Y. .. J(jO3<l...._. .
E11 \<\ iI: .shry~!.<).L'::_,;!~.l:y:.':.v~II;'~~ll@~~~I:JJ Jlg!Ut,t;QI!L .. ,__. .. ,.._._.,.
Tt:kphonc: (211) 47(i-325:l~, . ._. .,~" .._ Fax: (fJn~76-~~L.__ ...... ,.
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Date: [Date]

[Member Name]
[Address]
[City], [State] [Zip]
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Dear: [Member Name]

This letter is to notify you that back-up computer tapes were stolen from Concentra Preferred
Systems in Massachusetts. Concentra is a vendor who provides recovery audit services for our
company. The tapes contained member information and included your Social Security number.
However, none of the data was labeled as Social Security numbers.

The back-up computer tapes were located in a locked building and in a locked office. The police
were immediately notified and we immediately initiated our own internal investigation. It is
very difficult to retrieve and use the information on the tapes because the teclmology needed to
do so is difficult to obtain and we have no reason to believe the tapes were the intended target of
the thieves. While there is no indication that your information has been misused or disclosed in
such a way that would adversely affect you, we want you to be fully informed about this matter.

To further reduce your potential risk, we are offering you free credit monitoring for one year
through Equifax Credit Watch. This service monitors your credit file and notifies you of certain
suspicious activities that could indicate potential identity theft. You may begin receiving this
free service in one of two ways. You can enroll and receive notifications online by visiting
myservices.equifax.com/gold or you may choose to receive notifications through the mail by
completing the attached enrollment form. You will need to provide the following promotion
code when you enroll, [Promo Code]. If you wish to receive this free credi t monitoring service,
please enroll by March 31, 2007. We also suggest that you take the steps outlined in the
enclosed information sheet to·further reduce any potential risk to you.

We value your business and we are committed to protecting the privacy and security ofyour
personal and medical information. We apologize for any inconvenience or concern this incident
may have caused, but we believe it is important for you to be fully informed about this situation.

If we can be of any further assistance or answer any questions regarding the information in this
letter, please call 800-284-9779 during the hours of 8:00 a.In. to 6:00 p.m.

Sinecesita ayuda en espanol para entender este documento, puede solicitarla sin casto adicional,
lIamando al numero de servicio al cliente que aparece al dorso de su tarjeta de identificaci6n 0 en
el folletode inscripcioJ.?.

Sincerely,

James P. Bixler
Privacy Officer
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Steps you can take to safeguard your personal information

To protect against the misuse of your personal information, you may want to consider placing a
security alert on your credit bureau file. If you are enrolling in the credit monitoring service, you
may wish to do so before placing the security alert. A security alert marker would cause any
issuer of credit to use additional scrutiny for any request for new or increased credit. This
provides a significant layer ofprotection; however, it may limit your ability to get "instant
credit" such as the offers often at retail stores. You must contact one of the credit bureaus,
below, directly to request this alert.

Equifax: 1-800-525-6285; www.equifax.com; P.O. Box 740241, Atlanta, GA 30374-0241

Experian: 1·888·EXPERIAN (397-3742); www.experian.com; P.O. Box 9532, AUen, TX

75013

TnmsUnioli: 1-800-680-7289; www.transunion.com; Fraud Victim Assistance Division, P.O.

Box 6790, Fullerton, CA 92834·6790

Some additional precautions that you can take:

o Periodically check your credit report to ensure all your information is correct. to obtain
a free credit report once a year, visit www.annualcreditreport.com OT call 877.322.8228.
Checking your credit reports periodically can help you spot problems and address them
quickly.

o If you find suspicious activity on your credit reports or have reason to believe your
information is being misused, call your local law enforcement agency and file a police
report. Get a copy of the report as many creditors want the information it contains to
absolve you of the fraudulent debts.

o You can also file a complaint with the FTC by contacting them at
www.consumer.gov/idtheft, or at 1-877-IDTHEFT (438-4338), or at Identity Theft
Clearinghouse, Federal Trade Commission, 600 Pennsylvania Avenue, NW, Washington,
DC 20580. Your complaint will be added to the FTC's Identity Theft Data
Clearinghouse, where it will be accessible to law enforcement for their investigations.




