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Merchant America
January 24, 2007
.6..817 New York Residents
March 23,2007

Reporting Form
For Business, Individual or NY State Entity reporting a

"Breach of the Security of the System"
Pursuant to the Information Security Breach

and Notification Act (General Business law §889-aa;
State Technology Law §208)

Name of Business, Individual or State Entity:
Date of Discovery of Breach:
Estimated Number of Affected Individuals:
Date of Notification to Affected Individuals:
Manner of Notification: [Xl written notice

[ Jelectronic notice (email)
[ Jtelephone notice
-

Are you requesting substitute notice? [ JYes [X] No (If yes, attach justification)

Content of Notification to Affected Individuals: Describe what happened in general terms and what
kind of information was involved, Please attach copy of Notice.

Our organization, Merchant America, processes payment transactions for a number of
online merchants. Our company recently suffered an unauthorized computer intrusion
into one of our databases. The database that was accessed by an unauthorized person
contains a combination of one or more of the fallowing types of personal information
about consumers who engaged in transactions with one or more of the merchants to
Whom we provided payment processing services: name; address; bank account
number: and/or drivers license number.

Name of Business or Individual Contact Person:
Title:
Telephone Number:
Email:

Kris Winckler
SVP, Strategy & Marketing
505.998-3141, ext. 3704
kwinckler@ echo~inc.com

Dated:
Submitted by:
Tjtle:
Address:

Email:
Telephone:

March 22. 2007
Kris Winckler
SVP, Strategy & Marketing
730 Paseo CamarillQ
Carnarino, CA 93010
kwinckler@echo-inc.com
505-998-3141! ext. 3704 Fax: 866-280-8839
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We recently becam<: aware of a computer intrusion thilt occurred in early December that may have
allowed 80me of YOllr personal information to be vicw~cl online for a brief ti mI;. We are awarl; of
no evidence that you.r information wa,s stolen or used fraudulently. However, we consider any unau­
rhorizcdsysrem inrrusion to be a serious matter; For that reason, we arc making avail:thlc to you a
number of resoll tees w min.imize any possible cost or inconvenience this might c<U.se.

How Your Information May Have Been Exposed
OUf organi7.ation .. Merchant America, processes payrncm transactions for a number of merch.<tnts,
including one where yOll may have made a purchase in or prior to eady December 2006 using
funds frOID your chcddng account. During the intrusion, a database was accessed that contained.
information about you. Such information may have included;t combin"tion of anyone or IDQrc
of the following: your name, :<ddress, accounr number, accoum rour,jng information, telephone
number, e-m<liJ address and/or dtivct:',~ iiccl1sc number. After the incident was detected, ou.r imernal
information technology r~:lm and (il) ollt'side forensic securiry firm conducted an extensive investi­
gation. This in-depth examination was recenrly concluded, Based upon d1efindi'1gs we believe that
no information was decuonically copied or downloaded, However, da.ra may have been viewed and
manu!l.lIy copied during the brief time the databa.se was illegally accessed.

We have closed off the avenue the un.autborized person used to access the database and are raking
several other .m:ps to tighten up our overall security systems, We arc (\,150 reviewing and strengthening
the procedufts already in place to safeguard :tga.\nst a breach of data security in the future.

Resources Available to You
Among the immediate steps we are taking to guard against potentia) problems is to offer services to
you.. Free of charge, to help seCUre the privacy of your person;J,l information,

We have engaged Kroll Inc., a leading worldwide r.isk consulting company. to provide you with
access to itii TD ThdtSlllart''' service - which includes Enhanced Identity Theft Remmnion and
Continuous Credit Mon.itoring - at no cost to you For a period of 12 months. ID 'rheftSma)'f is
designed to heJp protect your n~.me and credit against' identity theFt. We urge you to take the rime
to l'ea.d the enclosed informarion abom the s<\(egllards now available to yOll,

We encourage yOlt to Sfil)' awal'C :lnd tClllain vigilant hy monitoring your credit repons, credic
hlsrory and yOl!l' bank aCCOlllU activ.ity il'i the evem there was any unauthorized access to your
pcrsollal in form:<tioll , YOll may obtain a free copy of your credit report by cO/Haering one of {h~
three n.\tirmal credit rcponitl~ agencies shown toward the bQ(Com of this letter.
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Cont;tct Information
If yOu have qucHion5 about chis incideA1t or fed YCJumay h~we an identic)' theft iMue reheed to thi,~

incid.ent, please C:ll] TD TheftSm:\rt member ,;ervices at the nuh,ber listed on the <\ttached cud.

Please accc:pt our deepest apology for any incolwenichce this tl\cI.dcnt may cause, We arc committed
to protecting your personal information, and we hope that yOu ta.ke advamage: of th~ free resources

we are making available.

Sincerely.

Merchan.t America and ID T.hcftSmurt

Equifax: 1-800-525-6285; www.equifax.com; P,O. Box 740241, Atlanta, GA 30374-0241

hperian: 1-888•.EXPERIAN (397-3742); www.cxperian.com; p.o. Box 2002, AHeM, TX 75013

TtansUnion: 1"800-680-7.289; www.tl'ansuniol1.comj Fta.ud Victim Assistance Division,
P.O. Box 6790, Fullerton, CA 92834-6790

-..., - - - - - - - - - - ~ -,- - --'- - - -1- - T - - - - - - - - ........ - - - - - --I--
I I I I

'

I mJ!heftSmarr I I "ifTheftSmarr I
I I~· I

: MEMBER: M~. JOHN 11 SAMPt£ I I M~MllEA; MR. JOHN 0.. SAMPlE I
MEM~l;RSHIP 10#: 000000000 I 'IV!lIlllIlERSHIP 11>#: 000000000 I

I I I I
I Memher Serv'lccs: 1·800-588·9839 I I Member Servir.es: 1·800-588-9839 I
I R:OO 0.11'i 105:0(1 p.rn. ICentrol rlm~1. MMtlny through Frid,lY I I 8:00 0.n\ [0 F,:On p.l!t {Cennal Time!. Mondoy t[Trough fri(13y I

If yOu hDv~ Q1I0SliOilS or fe~' YOU milY h~ve Dn id~ntily !heft jr,:'I1~ fJle3S~ If hI 1110 T . , I I yOIl 0VR qlJp.stiOI)$ or tp.~1 YOU mRV h~vG ~nidentjly Ihp..fl iS~IJ~ riBOse
t8 heflSmorl m~mbur ~eNICCv c~1I10 Th0ftSmilrt member wvir.os I

-~----------------~~-~------~---------~--
ps: Your 10 TheftSmErr1' credit monitoring s~rvic(? c8nrtot be provided without your fJUChotiz8tion.

You must complete lind return the encloSl!d aUfhor;;;l1tion form to bflgin fhe process.



Merchant America
January 24, 2007
6,817 New York Residents
March 23, 2007

Reporting Form
For Business, Individual or NY State Entity reporting a

"Breach of the Security of the System"
Pursuant to the Information Security Breach

and Notification Act (General Business Law §889-aa;
State Technology Law §208)

Name of Business, Individual or State Entity:
Date of Discovery of Breach:
Estimated Number of Affected Individuals:
Date of Notification to Affected Individuals:
Manner of Notification: [X] written notice

[ ] electronic notice (email)
[ ] telephone notice

Are you requesting substitute notice? [ ] Yes [X] No (If yes, attach justification)

Content of Notification to Affected Individuals: Describe what happened in general terms and what
kind of information was involved. Please attach copy of Notice.

Our organization, Merchant America, processes payment transactions for a number of
online merchants. Our company recently suffered an unauthorized computer intrusion
into one of our databases. The database that was accessed by an unauthorized person
contains a combination of one or more of the following types of personal information
about consumers who engaged in transactions with one or more of the merchants to
whom we provided payment processing services: name; address; bank account
number; and/or drivers license number.

Name of Business or Individual Contact Person:
Title:
Telephone Number:
Email:

Kris Winckler
SVP, Strategy & Marketing
505-998-3141 , ext. 3704
kWinckler@echo-inc.com

Dated:
Submitted by:
Title:
Address:

Email:
Telephone:

March 22, 2007
Kris Winckler
SVP, Strategy & Marketing
730 Paseo Camarillo
Camarillo, CA 93010
kwinckler@echo-inc.com
505-998-3141, ext. 3704
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Fax: 866-280-8839

NewYorkConsumerBoardNotice.doc








