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W.fH~ THERE ARr~ ANY PHon,

conftdl'n!ial, hclonginr,
11'0 no! the intcl1d(~ct

y ilClinl1 in rclionce on
CQ111n1\1l1 iCo! ion in error,
IS,

epn
Sccllrily Hre~lcl-

TO:

Tlli~, dOClm1(mi(s) cont
to the 5cl1lkj',~nd intC'ndl'd onl)
I'ccipi('I)f, you arc hOl'chy I\otit!c

th..: con!('nU; or this tclc(:opj£\cl it
pk:l~c Ilo(iry 11~ immcdii,ltdy by

1'lWM: Se;)1\ DOO/;111
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March "l, 2007

Nllmbcr oL<:>hc:cts [inc1nclill(i thG covel' shcet) 6.

COMMJ<:NTS:

lltS (,'\!\:1I1M 2JI1 f.)i~d()::lil\~; 'fl) cO!l\!)ly with 'rrCIl,III'Y rkpnl'lln,'I'\! Rl:r,III:II;(JII~, IV" ~w illfurll1il1g yt\U th~ll.l"le,~ c~pl(:s~ly s\;\!cd ,'lhcl'wi,~,

nOlhing """millCil in (hi~ dI1f,lIrllCIl\ Wil:: illlclll)ud ur wl·;Il.'Il\t1 be \1,":,1, ~l1d (~l) 110\ be l!scll 1)1 rdi~u \IIlIIll flll' [hl) plJl'pll,<C or (I) ~V()jdjlll!

1'('1\,,11;1;> ifllpll',cd tlrllkl' 1"0 InlOI'I)'1lllcv(:OIlI' Code til' 1<)86,ll~ Ul11cl1dcd, m (2) \lr(il11111il1g, l11,lI'hlinl\ or n'culllnll'nuinll uny Inx 11'~",'1c!it)1\ (11'
1'11,11"1' :I,h'r.;~~c<1IIl'I~ill (1IlL'hlding U\l~~hll'('IH.,).
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111 early 1'8hl'\\nry, WcllChoicc wns noti tied of Lhe loss by UPS of l\ CD th:\L wiiS sent by a largo, nationnl data
J'r!nOilf';(;J\lCl1t (~ornpaIlY tl1:\t mCly conlnin member pc.fs()lul hC[llth 3nd identity information. WcllChoicc 11as no
indie;l\iol1 at this time that the CD wn~ st('\len, or lllnll\l1 pC(lIal bronch oftllc information hns ol:curwd, Both UPS
:'\nd WcllCho[cc security s(~)rfh;)vc Conduct(',l a thorolll;h search <lnd investigation of the incident and 10 dntc the
CD has not bel'l1 fot1l1d.

11 i!.i imp(\rtC\llt to note that you flrC in receipt of this ktter bcct'wsc some mCmb(lrS t1l1der your CUHcnt WellChoice
t,roup who me or w~rc W~~llC:hoi~~o m~:mb0rii will n:c;civt: a kUur rlOgarding this shortly if they were impact~d.

Thi!; ineidol\l may ()[ may not rcbte to the rn0mbcr'~ ctllTent health coverage \lI1deJ· your group plan as the L:liiin1s
in rdl'f't'nce dille ha~'k to 2003. ntcn\\~e these It'll::rnbcrs may ha.ve questions or ConcernS as (1 result of this
llotiflcation, We have cst.;~blish(;d a (011 fn;(.: number for thcm to (~all,gOO-293-J443, av,lilable during the hour!) of
8:00 am ~lnd 7:00 pm eastCl11 time, To ensure that their COtlCCJl1S arc addressed appropriately and confi(kntially,
pki)$c direct these memhers to this n\lfnbcr to speak with a n:prcscnlativc who can provide dctaiJ~ specific to their
coverage. If you IlS an employer have C\llestions rcg:lrlling this incident, please contact your current WcllChoicc
rcpI·¢~(,'l'ltnl.ive for USsisf;)llCC.

w~ cOllsi,kr the t>\\cmity of our member!;' pun;onal inl'ormn(\on a serious matter. We will continllo to investigate
ilnd monitor this incident and will inform you as ~oon ~s possible irw!? becomc aWGfC of any new information
rc'g;wcling 1his I11::1Her. A~ a pl'CclmtjoY\, WcllChQice hilS 1\\U(!c nrnmgcmcn(s for rn~c credit w;,tch monitoring over a
12 nll)111)) period il~ nn optioJ) [or thOSl~ who waultl be mOrl) comfort<lbl0 with thi~ exIra moasuro.

/\ 1\ WellChoil'e electronic inform:l.tiol1 of (hi~ typt; js n::ql,.lircd to be cncryplcll or P;\sswon.l protc(,;~cl! in IntBSil,

includinU l'inta Illf\l'If\gcli tllrou~~h orgnI1iz:~tions Ih:I( contract with llS or our customers. By encrypting or pa~swOl'd

prOll't'ling chta, WcllChoicc cnslIn;:,\ thot the dntn is \llll\:;Hlnblc to ilnyonc bllt the (\lIthor of the dntn or by those
who hnvc lllc ncccss'lr.v password 10 <lccess the in[orm:·llion. rl1 this incident, however, Health Data Managelllent
Sollltions (I lDMS), a datil 1110l11:lger and third pOlty wndor of one of our bcncJit program administrators, 1111

i1\(kp,~lllk1\l COllll',\clOr not lirri1i~\\t;d with WellChoiec, lhUcd to encrypt or password protect the data. The cbta
nli\Y inelllt1c membcr or provider nrtmes, \l1cmber SOciill scclll'ity Ilumbers or member 1D numbers (Inti health
claillls inf(lnfi;~ti()l1, ineiliding \)\Iling c()d~s nnd sl:'l'vi~c d~~crip\ionf;. We are addl'(:<;sing this issue with the
vendo\"'

I.nwH (l\)<,1 rCi~l.llillions govi.:rning po\()nti,d pl'rsonill dala breaches lTqnirc investigation and review prior to
inlhrming in~iividtlals who might be nffectecL Since heing informed of the loss of data, we have hcen ag.gressively
eornplciillg 11 lis llw~~f!tignt ion Dml review proGCSS. We an; Gon (Heting yOll and your WcllChoice mcmbt:rs at the
l'arlil'st possible point in our review under these requin:'.mcnts.
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Shorlly w<} will g~lld a !eller [0 yom ilffL'ck'd mcmlH:rs. In fh:lt )C(fcr, we wi!! inti)rm them of what l1i1ppencd [lnd
(lU,'/' to them Jill) frec credit monitoring Lor onl; l'L'nf through Equif:lx Credit Watch, Trim atta~hjng a copy o1'(llat
IcHef [()f ynurrdcl'~~ncc,

We greaUy value your hl1silil\SS ilnd we :trC committed [0 protectiJlg the privacy flnd security of allr members'
;nl'ormulion. As 1 commcnted, we cOJ\~idcl' the security OrOllC lncll1hers' personn! information n vcry seriO\lS
111;llIct' :lllll we orc committed to prolectillg [hel,. pcrsolH\l find lncdicill iMormation. We bdicve it is imporll1nt fbr
you to be: 1\111y j 11 fOI'J'l'It:,d nbO\ltlhis .'Iii u:llion tlnd we npologi7.c for any incQrlveni<.>l)cc or COlw,~m this may ha vc
c(1\1scd yOl! or your group ll1cmhcrs.l'Jeasc be 3Sf;\lred lhat we are Inking skps to enSure that {hi.,: occurrence is not
rcpeated.

.',",

/(.:,,?~,:;/.
(, .'

Mill'k Wagllr
Pr<:"si(knl, WcllCholcc
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{Fil'l:it Name} {Ltlst Nalne j
l;\ddl'C8S 1)
(;\ dd rI.::OS 2)
{i\ddre~>; 3]
{City} (Slate) {5 J digit zip code)

Dcar {M(~mhl;l' Nt1111t' l:

Tn carly February, Ernpiw was nOlified oftlK los8 by T,11>S ora CDrhot W,ls scnt by a \;:\l'ge, mltiol)s) dale;
rn;lIH1t,(:1'l1cnt C'olnpany th.)1. ll1i1y c{)n1.flin your pcrsol1::1111callh and identity information. Empire has no indication
(1.t ll1is lim~ (hat the cn was stolen, or that 311 actu::tl bre,,(~h oflhc information has occurred. Both UPS and
Enipire security slan'have conducted a thorough search :inti investigation ofibe inci<lt::nl and to d"te the CD has
nOl been th\lml.

We. COtl!)jrkr lhe security of (l1IT' ffitmbcn,' pCfl.'ional information a seriot\$ lnatter. We will continue to invesligate
and rnolli1or this incid~~nt an.d will inform you ag soon as pos~ible if we become flWare of any new informution
I'cgrmling thiB maHer. A~:I precaution, empire hils ll1udG r1rrangcn1cnts for free eredit wnlch monitoring over l.l J2
Inonlh period as l:l11 option for IhoS0 who would be mow comfortable with this exira mea~Ufe,

All Empire electronic inCOl'Jl1atjM u[thil'; type is required to he cncrypted or p;lssword protcctcd in tl'ilr1sit,
i\lell1ding datn l}\l1n~gcd thl'o\l~h org;:mizatiollS thal contracl with \l~ Of ollr customers, By encrypting or password
PWlccling dMa, r~\npir0 ummes lhut the (lnl.lt is lIl)1'cfld,\ble to anyone hut the Cluthor of the data Or by lhoSe who
have the nCCCS.'iflry p;)sswonlto aCcess the information. In Ihis incident, howevl.~r.lleillth D,)l<1 Ma!lagement
~ollliions (HDMS), n u:lla manager lind third party vendor of one of Ollr benefit progrum adrninis\l'<ltol'g, all
indl~p(~lldunt conlr'(ll:lor not nmli:\ted with Empire, failed to cn~rypt Of 11osswOl'd prOll:ct the dfltn, The cli3ims in
rcfcrt~l1c~~ dale l)<lck to 2003 tll1d l11:ly include metJ1hcr or provider names, member social seC'urily numhers or
111('l11bcr If) 11lImht::J's, <lnd health claims inthl'Jnnlion including billing- codes ilnd service descriptions, We arc
ilchlrc;\sil\g this i.<;guc with the v~~rldtlr.

I.aws mId regulations governing potential pcr,sonnl d"la breaches n:quil'c investigation and review prior to
in fOlllling indiyidl1als who might he alleell'd, Since being informcn of the loss or data, we have been aggressively
complellng Ihis inwsligation and review proc~·ss. We l1re contflcling you III the cnl'!iCSl possi\)lc point in. our
rc,y iew unrkr tl lese reqllircmcnts.

To lidp ill1SWCf' Imy <jLH:'stio/'1s or C()I1CCrJ1S yOIl 111ay htlv(" we have e,Stnh)i.~hl'J a toll [ree number, 800-293-3443,
:lvnil:'\ble dUl"inglhe hOLlrs of R:OO lim and 7:00 pm Cll,Stern tilll!;. YOLI rYii:ly (lIsa heginto rec~ive the free crcc!it
monit01'in)!, !,C(vic.c tl\fough Equifall Credit Wflteh sorvice either by registering ol'11ine or by mail. To receive
notific:l!.ion by mail, please COil1pl~lc thcclllo1Jmcnl «)fin we have altnchcd. For online rcgistrat1t)n, memht.:r~

~,110111(1 visit ll1ys0rvicc-s,cqlli (ax,coln/gold, This service will monitor YO\lr credit fill' ;:md norify you of ~ny
~\lll:;pici()L1s nclivity thnt l~olild indiCillll potentia] ilkntity \hl!rt. Yo\.! will l)cl}d to provide the following prol11otioml1
code whel1 you Clll'oH, \llrOli1o Code l, :lnd will need tOt:11l'oll by June 30,2007, Please also con.'\idl!r taking the
1\li:1'~ outlined in tbe cnclo~;lld information shcctto [l!lihel' reduce any jll)lcnti::ll risk ((,) yOll.
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f\ $ Je.orn men/eel, we wn,si<1cr the security of our members' pcrsMfll in fonnnl ion a very serious matter and Wl~ are
committed to protecting your p\'~rs()n:ll and 111C(1icn! inform::\tiorl. We believe it is important for yOll to Ix' (ully
inronntd OhOli1 this SitLlllliol1 and we apologize fb[ ,my inconvcnienc\; 01' trouble this may have caused you. Please
he nSSl\i'l)(] Ih:!t we arc Inking sI,,;ps 10 (;nsure thot Ihis ()CClJnencc is not rcpciltod.

/~';<'.":~~::'~I .'
L.."

M:.lrk Wag'll'
['[csil.knl, limpil'c n1ucCro,%

Steps you can fnJ;c to safeguard YOllr PN'so~I~\I information

To prolec1 ,1g;\lnst the misuse of your personal inforl11ation, you may want to consider placing a security 8lcrl 011

yOllr c)"ulit burciHl file. Tf'yOll nrc enrolling in the credit monitoring SiO[V1cC, YO\J may wish to do SO before placil1lJ
the sl.~nlrity okrl. !\ 8GClll'ity akrt m::II'kcl" would CaUse "ny issue!' of credit to llS~ additiolla) scrutiny [or allY
rl'qllt:~f for neW or incrcll~cd credit. This provides a significant Inyer of protection; however, it may limit your
Hhility [0 get "instant credit" sllch as the orr~rs often :)( rclilil stores. You lnust contact one ofthlj credit bureall~,

k[n\V, din'dly to request this "lert.

I':(l"il'ax: 1·800c525~6285; yyy.;w.eql.!.ira~.:G()Il!.; P.O. Box 740241, At/;)nt<\, GA 30374-0241

1(1([lcrhHl: J-HR8·EXPER IAN (397-3742):. www-,~XP.£.ri;))l\c:,OJn; P.O. Box 9532, Allen, TX 75013

'fran'" IIlion: 1-~()O-680-72 89; w.~-' tnlIl~l!.I.1i.()..D.con); FrHllt] Victim Ass istanee Division, P.O. Box 6790,

Fullerton. CA 92834-6790

o Periodically check yoUr crl'dit reporl [0 ellSure all yOtlf informiltion is eom~ct. To obtain a free oredit
rl'port one0 tl yen!', visit ,\y}Vw.l!!1ntl~lfI0lLtr.cporl.c\.H11 or call X77.322,8228. Checking your credit reports
periodically em1 help yOH spot problems and address them quickly.

o {fYOIl finrll\ll!';picioHS nctivity on yuur credit reports 01' have rC.lson to bclj~ve yOI)! infontliltion is being
misused, call your locallnw enforcement agency and file a police report. Get a copy of tho report as
Ii'lMIY t:rl'dilOtS want the inforl11:1tion it cotltflins to absolve you of the fral.lduknt dehts.

o YOti eat) nbo file a complaint with the PTC by cOl1tacting thcm:1t :?Iww.c_Q.n~m(,;r.gQ':di(1(h('.fI, or at 1­
R77·IIYIlWFT (438-4338), nr at Identity Then Cic:lrjnl:~hol1se.federal Trade Commission, 600
PCrlni>ylv'lllia A.Vl'nt10. NW, Wnshington, DC 20580. Your complaint will bcadded to the fTC's Ic1cl1lily
Theil Pnla Cknringhousc, where it will be accessible to law entorcement for their investigations.

Sl'rvi~"s Y'1'(\viJ~Ll by fin\l'ir0 Ik~h hCh,)i~l' liMe), Inc, ;lntl/'lf f',l\1pil'c I !r;llII1Choicc A"~lIr:ll\Ce. Il\c., Ik~ns()cs of \IIC Bille ern'" <lnd BlliC %idd
A,C;,>';Ia!iol\. <Ill ",,~ncintiol\ lIt'indL'l'cIH!ClilllIIIC \'/'(1', i!1lt11'l1u<: Shi~ltll'l~ns.
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CONFlDtMHAUTY NOTICE

FAX NO,

FAX TRANSMrSSION SHEET

p, 01

Thll1 dOCllrnent(s) conlained i,\ thiA facsirnilo lransrnission is (nre) privileged Ilnd confillential, belonging
to the sender, lllid intended only for usc by the individual 01' ~nLity name£! nbove, If you p.tO not the intended'
rccipi~nt. you tire hl:rcby noti fled that any dil\(')oslIrc, copying, distribution or lo.king of any nctlon in reliance on
tlw cont~11t~ of this tckcopleJ informntion i,~ strictly pmhibiteJ. Hyott have received this communication ill error,
l)kil~O Mlify us immediately by te!opholle to lluanae eM tbe return of tho l1()cn.rnel1l(,~) 10 us.

1i<"1II TIIHRl~ AlUl ANY PROBLEMS Rt-:cmVINGT.RANSMISSION, PLEASB CALL AT (5IS) 436-075)

TO:

FROM:

!l4-/2f2(j

.~e.cJ {~
~ .. -"

FAX NO.:

DNfli:

COMtymNTS: (

~ c.1J7d U.#-'-'~f. .

InS CirlllJ!ar VI) Disc!n\u!'t'; 'ro eumply wi th TTC~h~I'y Pqlol\ln~1H RCflllluljolls, we are informing YOIJ lhat llfllc:lS cllpre5.1y staled ol1\clwisc,
t\l>thll'l~\ cOlJluinctlln 1111$ t!.)ClIlllcnt Wll.~ irl!cndell or wriUen 16 I:>c lIS¢,l, ill'\(1 can f10t be uscd ur rolied U)'\OII for rhe purl'D.C or (l) 3yoitling
Pllfj~llit'. hn\1nso<l11l1dcr the IT\lcll1311~cvenlle Cutlc or ID8G, lIS D\11Cnt\IJd, Qr (],) promoting, rnork~ling or rCcOIMlllndil\g 3ny la~ 1(~MOclibn or
f\\lllIt,T :llltlr<J~,,(I~ I1,Jrnil\ (il1c!\,dinl1 nll~(;hn1elll!),




