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VR VIVE NNV

bal'lh w Chureh sireat stition
] l] 4 new york, ny 10008-3509
E

wvw, wellehoicenj.com

{Group Name}

{Gronp Contact}

{Address 1)

{Address 2}

{Address 3}

{City} {State} (5-digit zip code}

Date}
Dear {Group Contact):

(n early Vebruarg, WellChoiee was notified of the loss by UPS ofa CD that was sent by a large, national data
yrangement company that may confain member personal health and identity information. WellChoice has no
indication at this time that the CD was stolen, or thaf an actua) breach of the information has occurred. Both UPS
and WellChoiee security stalf have conducied a thorough scarch and investigation of the incident and to date the
CD has not been found.

1t iy important to note that you are in receipt of this letter becavse some membeors under your current WellChoice
proup who arc or were WellChoice members will receive a lebter regarding this shortly if they were impacted.
This incidont may or may not relate to the member's curvent health coverage under your group plan as the claims
in refecence dale back to 2003, Recause these members way have questions or concemns as a resull of this
natification, we have established a toll free number for them to call, 800-293-3443, available during the hours of
8:00 am and 7:00 pm easten time, To ensure that their concerns are addressed appropriatcly and confidentially,
please direct these members 1o this number to speak with a representative who can provide details specific to their
coverage, ITyon as an employer have questions regarding this incident, please contact your current WellChoice
represcrtative {or assistance.

We consider the security of our mombers' personal information a serious matter. We will continuie to investigate
and monitor this incident and will inform you as soon as possible if we become aware of any new information
regarding his matter. As a precantion, WellChoroe has made arrangements {or [iee credit walch monitoring over a
12 month period as an option lor those who would be more comfortable with this exira measure.

Al WellChoice electronic information of (his type is required o be encrypted or password proteeied in transit,
inchuding daty managed through organizations that contract with us or our customers. By encrypting or password
protecting data, WellChaice ensures that the data s unccadable to anyonc bat the author of the data or by those
who have the necesgary password to aceess the information. In this incident, however, Health Data Management
Solutions (11DPMR), a data manager and third party veador of onc of our benelit program administrators, an
fudependent contractor not allibiated with WellChoice, fiiled Lo encrypl or password protect the data. The data
may inclnde member ov provider names, member social sceurity numbers or member ID numbers and health
claims information, inclyding billing codes and service deseriptions. We are addressing this issue with the
vendor.

Laws aud regulntions governing potential personal data breaches require investigation and review prior to
infhrming individuals who might be aftected. Since being informed of the loss of data, we have been aggressively
completing (liis mvestigation and review prrocess. We are contacting you and your WellChoice members at the
cavliest possible point in our review vnder these requirements.
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Shortly we will sed aleticr o your affeciod members. In that Jetier, we will inform them of what happencd and
offer to them she free eredit monitoring for one yoar through Tauifax Credit Watch, Tam attaching a copy of (hat
{etter for your reference,

We greatly value your business and we arc commitied to protecting the privacy and securily of our members’
miormation. As I conunented, we consider the geeurity of our members’ personal information a very serious
natier and we are committed to protecting thewr personal and medical information. We belicve i is important for
you 1o be fully informed aboul this giluation and we apologize for any inconvenience or concemn this may have
eaused you or your group members. Please be assured that we are (aking sieps to casure that this occwrence is not
repeated.

Sineerely,

Mark Wayir
resident, WellCholce
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b ; 6% 11 West Forty-Second Street
rnplre Oy New York, NY 10016

BLUTCROSS www.caipireblue.con

{Fivst Name} {Last Namc)
[Addrcss 1)

{Address 2}

{Address 3)

{City} {State} {S-digit zip code)

{Dinte)

Dear {Member Name):

Tn carly Tebruary, Tmpire was notified of the loss by VIS of a CD that was sent by a large, nationa) data
manapernent compuny thal may contain your personal health and identity informacon. Empire has no indication
at this tme that the CT was stolen, or that an actual breach of the information has oceuorred. Both UPS and
Empive securily staff have conducted a thorough scarch and invegtigation of the incident and to date the CD has
not been found. '

We congider the seourity of our members' personal infonmation a scrious matter. We will continue to investigate
and monitor this incident and will inform you as soon us possible if we become aware of any new information
regarding this matter. As a precaution, Empire has made arrangements for free credit walch monitoring over a 12
month period as an option for those who would be more comfortable with this extra mcasure.

All Emapire clectranic information of this type is required to be encrypted or password protected in transit,
inelyding data managed through organizations that contract with us or our customers, Ry enerypting or password
proteciing data, Empire ensures that the data is unrcadable to anyone but the author of the data or by those who
have the necessary password to access the infopmation. In this mcident, however, Health Dala Management
Solations (HDMS), a data manager and third party vendor of onc of our benefit program administrators, an
independent contractor not affiliated with Empire, failed to encrypt or password protect the dafa. The claims in
refercnce date back to 2003 and may include mentber or provider names, member social segurity numbers or
member 10 numbers, and health claims intormation ineloding billing codes and service descriptions, We arc
addreasing this issue with the vendor.

}.aws and regulations governing potential porsonal data breaches require investigation and review prior to
inforiming individaals who might be affeeted, Since being informed of the loss of data, we have been aggressively
completing this investigation and review process. We are contacting you at the earlicst possible point in our
review under (licse requircments.

1o help unswer iny questions or concerns yon may have, we have established a toll free number, §00-293-3443,
available during the hours of 8:00 am and 7:00 pm custern time. You may also begin to receive the free eredit
nonitoring service through Lquifax Credit Watch serviee cither by vepistering online or by mail. To receive
notification by mail, please complele the enrollment {orm we have altached. For online registration, membury
shonld visit myservices.equifax.com/gold. This service will monitor your credit file and notfy you of any
suspicious activity that could indicate polential identity theft. You will need 1o provide the following promotional
code when you enroll, {Promo Code}, and will need to-envoll by June 30, 2007. Pleasce also consider taking the
steps outlined in the enclosed information sheet to further reduce any polential risk (o you.



MAR-08-2007 THU 01:46 PN FAX NO. P. 03

As T eomnmented, we consider the security of our memibers' personal information a very serious matter and we are
committed to protecting your personal and medical information. We belicve it is important for you to he fully
informud ohoyt this situation and we apologize for any inconvenience or trouble this may have caused you, Please
he agsired that we are taking sfeps to ensure that this occurienee 15 not repeated.

Sincerely,

Mark Wapar
{fresident, Bmpive BlucCrogss

Steps you can take to safeguard your personal information

"To protect against the misuse of your personal information, you nwy want to consider placing a security alert on
your credit burcau file. 1you are enrolling in the credit monitoring service, you may wish to do so before placing
e securily alerl, A sceurity alert marker would cause any issuer of credit w use additiona) serutiny [or any
request for new or increased credit. This provides a significant layer of protection; however, 1t may limit your
nhility to get “instant credit”™ such as the olfers often at retail stores. You inust contact vone of the credit bureaus,
helow, diteatly to request this alert.

Kauilax: 1-§00:525-6285; www.cquilax.com; P.O. Rox 740241, Atanta, GA 30374-0241
Fxperian: 1-888-EXPIRIAN (397-3742): www.experian.com; P.O. Box 9532, Allen, TX 75013

TransUndon: 1-800-680-7289; www.transunion.cony; [rawd Vietim Assistance Division, P.Q. Box 6790,
Fullevton, CA 92834-6790

Some ndditiopal precautions that you can take:
1 Periodically checle your credit reporl (o enstire all your information is comrect. To obtain a free oredit

report once o year, visit www annualereditreport.com or call 877.322.8228. Checking your credit reports
periodically caon help yotr spot problems and address them quickly,

[ If you find suspicious activity on your credit reports o have reason to believe your inforiation is being
misused, call your local law enforcement agency and file a police report. Get a copy of the report as
many ereditors want the information it contains to absolve you of the fravdulent debts,

7 You can also [ile a complaint with the FTC by contacting them at www.consumer.gov/idihel(, or at 1-
877-10THLRT (438-4338), ov at Tdentity Theft Clearinghouse, Federal ‘Prade Cominigsion, 600
Pennsylvanin Avenuo, NW, Washington, NC 20580, Your complaint will be added to the FTC's Identity
Thelt Thta Clearinghouse, where it will be acoessible to Jaw enforecment for their investigations.

AROEX 307

Servicey providud by Bmpire DeabhChoice MO, Ine. and/or Epyire TheathChaice Asqurance Ine., fiegnsees of the [Hue Cross and Blue Shickd
Associiion, an assaciation ul independent Blie Criss and Rlue Shivld Plans,
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