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TO: New York State Consumer Protection Board
Security Breach Notification

PHONE:

FAX: (518) 474-2474
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RE:

cc:

561-981-0869

Number of pages including cover sheet:

Message

Please see attached.

Confidential Notice: The documents accom.panying this fucl\imile transmission contain information thai is
legallyprivilc:ged, constitute inside inform'ltion under ~curitie$l;lwsor are otherwise privileged lind
protected .fi'om unauthorized disclosure. Ifyou hove received this document in error, you are hereby
reque~led 10 contact the sender immediately\'>y telephl'lTle or otherwise flO thai we can arrange for the rerum
oftbe~e dl>Cumenls. Ifyou receive thi& telecopy in error. you llre hereby notified thnt Rny disolosure, copying
distribution or the laking of nny action in relinnce on tbe contents bereof is strictly prohibileU.

Confidential
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" LexisNexis

LINDA K. CLARK, ESQ.
CORPORATE COUNSEL
U:xlsNexl$® RiSK & INFORMATION ANALYTICS GROUP

AUTHORIZ{;[) FLOfliOA HOVSE COUNSEL

To:~9151B4742474

February 7,2007 CONfIDENTIAL

Offlce of the New York St.ate Altomcy General (by facsimile and mail)
Af;sL Attorney General in Charge
Bureau ofConsumt-T Frduds
120 Bruadway • 3'" Floor
New York, NY 10271
Pmc (212) 416·6003

New York Stole Consumer Protection Buaru (by flicsimilc)
Security Bre<lch Notifici1tiol1
5 Empire State Plaza, Suite 2101
Albany. New York 1222}
Fax: (518) 474,2474

New York State Office of Cyber Security und Critical Infrastruetun: Coordination (hy filcsimile)
30 S. Pearl Slrcel . Fluur P2
Alhany, New York 12207·3425
Fax: (518) 474-9090

We are writing 10 inform you about two iticidents affecting LexisNexis customers in which
pcrsllnlllly iJenlifiabk in(orm<1lilln {If Nuw York residents m"y have be accessed through
unauthorized use of LexisNexis services. Bascd m, thl: invusligation of each of these incidents,
LexisNexis is notifying those individuals whose personal information may hllvc h~cnaccessed.

The first incident involved unauthorized !learchcs due to a local law enforcement customer'$
poteotialfy COll1l)comi~ed user ID where the customer was unable to validate certain searches on
the account. Upon invesl'igation, LexisNexis is notifYing 218 New York residentll. Acopy of the
noti !ication letter sent in connection wit.h the fust incident is el\c1oscd. The second incident
involved unaulhori£.cd ~(;ardtcs uw; 10 a local government customer's potentially compromised
user IU where the customer was \ulable to validate certain ~earches on the account. Upon
investigation. LexisNexis is notit)ring 2 New York residmls. A [JOpy of the notiftcation lette~

sent in connecrion with the second incident' is enclosed.

L<.:xisNcxis will notify all poknlially affected individual:> by letter. Af'. explained lherein,
LcxisNexis is providing free credit monituring s(xvices 10 each individual and additional
assistance free of cJull-ge should there be any indication of misusc uf pcr~()nal information relating
to the individual.

6601 Park ofCoxnInerce Blvd • Boca Raton, fL 33487

561-999-3963 Phone $ 5()1.~XJ-OX69[7ax
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Page Two

Our investigation following each incident was conducted in cooperntion with the affcclt::c.l
customer and law enforcement.

PI~l:l(; do not hesitate to contact me at (56 J) 999-3963 if you havL: questions or concerns.

Very Truly Yours,

~ t-.~~
Linda K. Clark

Enclosures (Reporting Form ami Allul:rnmml, Form Noticeil)
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Please see at~ached.

Please seea~tached.

LexisNexis Risk & lnform~tlon

,An.Qlytics Grp\lp Inc.
Please ~ee att3ched.

Reporting Form
for Business, Individual or NY State Entity reporting a

"Breach of the Security of the System"
Pursuant to the Information Security Breach

and Notification Act (General Business Law §889-aa;
State Technology law §208)

Name of Business, Individual or State Entity
Date of Discovery of Breach:
Estimated Number of Affected Individuals:
Date of Notification to Affected Individuals:
Manner of Notification: [x ) written notice

[ ] electronic notice (email)
[ ) telephone notice

Are you requesting substitute notice? [ ] Yes [X] No (If yes, attach justification)

C()nl~nt of Notification to Affected Individuals: Describe what happened ill g~neral terms
and wh<ll kind of informlllion was involved. Please attach copy of NUlke.

Pleosc see attached.

Name of Business or Individual Contact Person:
Title:
Telephone number:
cnHiL

j..inda C1 ar:k
CorpOl:".ate Counsel
561-999-3963

Daled: Febru:lTY. 7. 2007
Submilled by: _~.!cn~d.a~C",-"l:..;;Q,-*,r~k _

Tillt.:: CO,~orate Counsel
Address' 6601 Park of Commerce Blvd .• Boca Raton, FL
Email: Linda.ClJlr.k@LexiGNcxis.com
Telephone.: 561-999-3963 I"ax: 56k999-0Rfi9

334117
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tI Lex~sNexjs

To:~915184742474

.» .•• - _.-
Incident Date of Discovery Estimated Numher Date of

of Breach of Affeded Notification to
hu:Uviduals Affected

Individuals
First November 9, 2006 218 January 22, 2007

."",.,. .._.-.

Second December 29,2006 2 January 23, 2QQ.? .._.
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Sample Notification teller for First Incident
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lexisNexis'~

TT000083 11
A. 8. Anynal1le
12.,4 Any Street
Anytown US (}t'i7R9-1234

Dear A.. R. Anyname:

To: «915184742474

~71 A

January 22,'2007

I am writing to you on behalf of LexisNexis, and our 'lffili'lled cOl1lpany, Seisint, bccaus~ we belie.ve thaI a law
enfOrCell1entcuslolner'S lD may nave heen IJsed in an unauthnri7.ed Il1flnner rhalallowed some personal informution ahO\lt
you 10 bt: viewed. Tll"t infon11a.tion may have included your name, address, SOcl(\1 Security numbcr and/or Driv~r',

License number. Wl'. urlJersli:lod that such unauthori,ed use ot' exposure may Cn::UIC u risk of identity then and we treat il
Vtry sniuusly. Although we have no evidence Ihnt your information has been Inisused, we arc llotifying you so that you
can, If you deem appro~liatt;, lake llddit:'l1Illl steps II) pruiect your personal informatiOIl. We deeply regret lhat intiivi<Jullls
Iike yOll, who nl'e the primary beneticiaries of LexisNexisil'!' products and services. may have been affrcled by th is incidenr.

.How Ll.'xisNt'xis Will As~i~l Vf'U

We ate cOnlll1itttd to assisting yO(1 through this ullforlurmlc situation and providing. yOll with lhl.' 10015 to cOI',ect ~ny

problems th3t may arise.

To that end, we (jn~ working with ECJlIifax®, ;l creMit. m:lIl;lgement ;lnd identity theft pl'oteClil)f1 ~I;rvice, to help you monitor
your erl'oil reporls for one year ilt no cost. 10 you.

Equif,Jx will help you protect 1'0111' identity lind your credit infnl'mlilion I.hT<1Ul;h the following steps:

Placing a IT::lud alert 00 your credit file at E4uifax anu the other two credit reporr.iog "'c.encies, TransUniOIl und
Experian; And

2. Ellrolling yOll in F.quifax Credit Watch"'" Gold with 3·in-1 Monitoring identity theft prorcclion service

Il)cse servJ.cgure beinu provided 10 ~OU at 110 cost. Thi, letter ilnd the afl()chmclI! int:ludc t:vcrythin~_you n.<;,.~_q to si~1l up
for this free service.

If lhert is reason to believe that you have been il victim of fraud lISll result of thi, il1cidcl1l, we h(\ve urranged for you to
hav~ an:e~S lo.the Equilin.: Fraud Victim Assistance Program. This program include~ one-(1I1-cme ("olln,;(-lillg l'rum un
tquifux Froud Speciulist and provides you with:

1Il fr~ll(j Fdl.lcation Providers - a Frll~l~ Sp('cilliisl will provide you with information that will heir y(111 proiletively
prolecl yourself frol1l iucnlity tlld'!. and i>Iovide infOl'mation to you regarding thl: t:rt:Jil reporting agencies. ',uch a~

lelephofli.: fllIllIbel's, Web sites and mailing lIddresst's; ~nd

II> fl'nnM AssistliTwe - a Fraud Specialist will I)rovide you with a :.tep-by·step process to rtuucc your eXr()s\lr~ \0
further fraud and delir up ally negative credit inferences in yrllll' name by helpillg yOll write: kll<::rs thm you mny
send to dispIJIC fraudulent accounts at cn:Jil bun:uus unU with <.:rt::urturs.

(low to £nroll

Equifll.X hus a simple Internct-b,3sed verific~tinn and enrollment I)I'Ol'CSH. 00 to www.m~!\ervic~$.('>qllifil)\.('.(lI11/lexi~. and
follow these sters:

.. ~~«()n$IJI!.Lcr InfotmatiQfl: Cornph.:lt:: the forlll with ),eJllr cont~ct Information (flame anu address) nnd ('lick
"Comill\le". The information is provi<.led in u secure cnvil'Ol\ll1cnl.
)lep 2 • ld~o.illy V~rification: Complete the form with your Social Security NUl11her, Dale 01' Ril'th ill1d Telephol\l:
Number, establish lJ User N~nle and Pa,sword, agre.e to the Terlns of Use al'ld (',lick "Continue". The sy>tel)) will
present y011 wilh one ur two security questions to complete the identity verification l'1'O('css.

.. Step J _. Payment Infq.r:m<ttiQIr During the "check out" process, provide the following promotional code
LEX1S2-9999999999 in th¢ "Fnler Promotion Code" box (enter the code exactly as provided). This cndc eliminntes
the' need It) prOVide a credit card number' for payment
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• Step 4 ' Or\l~,U:.Q[lfirmi1tion: Upon successful enrollment, yOll ciln access your J-in-) Credit Repun by clickinl( "Vi~w
My Prodw:t"- You will receive a follow-up e-mail c.Dnf'il'lnntion of your <:nrollmentin Equifax Crcdit WiHch~idcl1lity

theft protection s~rvi<:~,

11' yOu rrefer, you can order the enrolll11<:nt materials tu 01.: ot:livered via U,S. MaiL Pkase c~1I the Equifax Customer
Sr.:rvict: C(;l1ltr at 1-866-572-1424, provide the promotional code n'om the Payrn¢1l1 In furmation step above and theil'
Cu~tomer Service representative will assist yuu in urut:ril1g thtlstl sorvices,

Additional ResOllrce~

In addition to the SlIppO!1 through t::quifax. you may also wish to utilize olle or more of the following resources:

• Wi: have creared a 5pecial Web ~ile witl1the information COl1tail\ecJ il1 this lettcr.. plll~ ndditiul\<i1 infurrnaliQn re.lI.nrdillg
iOl;lItil'y security. Visit the sire at Imr.:/,:l1l'i\,acy.JaI;I~.lexi)!1,e::<i1'.com. If you prefer to speak with someone at
LcxisN\:xis. you may reach us ilt t·86G·293·3894,

Most stales have a consumer rr"lIfl division. and you can also enlist their heIr. A list of stale offices is available on the
$p~~cial LexisNo;o>;is Web sire lisll':d above. You It\ay also c'-ll! :.JS at I·R66·293·1R94 \0 obtni" this infurm:.ltion.

• Fvr more ~eneral educational information on identity theft, visit the Federol Tradc Cvmmission Web ~It~,
WWW()orJsll~\tr.goy/jdtllefi, or call at J·!$77.IDTHEFT (!.877-4j8-4338).

Why Uocs Lcxis~c\is HUYf This Type of 111 formation?

LexisNl;xi, provides informntion such 3$ puhlic record~. puhlicly availahlc inl()rl113t.iQIl llnd nOll-public inforl11alion (such
as Social Securiry numbers and Driver's License I1Umbel's) to business, govcrnment ;ll1d legal professionals for Itgirimatc
business uses,

LexisNexis only provides accc~s h) non.J'luhlic information to customers witl) a legally permissible purpose, These
customers in<:ludt· law enforc.ement llgenl;ics, federl\l holl1cland .o;\'curity departments. P1'Ospccti\l(' <:mployers. bankill~ and
fiMnclal services (;ompallics und il\surance carriers, Examples of the ways LexisNexis prOUU(;(s <lnd services 3rt IIsed
include:

• Banks vcrifying their CUQrO!"r1cr il1formntion for new accollnts or Joan applicDtions;
A Insurance companies verifying their customer information to reduce arplicant and claims frnud in efforts tu keep

insurance r~l(;s lower: [\nd
A Telecommunications U1lnpanies verifying their applic(lnt infurmalion fur inst"l1l cell phone service.

Ag~il1" we regret any trouble this in<:iJ81\1 may cause yOLl. We ~Iedgt Ol.u conlinued clHnmilmcnt 10 reducing Ihi~ Iype of
incident. We will continue 10 work with our custon!t:rs imJ upprUpriilll: llulhorilit:s to improve data safeguards ~nd privilcy
protections.

Very Imly yours,

Jo- {?..L
James M, Peck., CFO
Lel'isNe,>;is'!J Risk &, In lormation Anillytics Group

Uircct Correspolldl!,IICC:
LexisNexis Rr.:gLlla{ory Compliilnce
944:, Springburo pike
Miamisburg, OH 45342

U: ,<igN~'ilC, J111r1 Iht' K1l0\\ lerl~o Bursl 10l,:U illt: I t'~i~l~(td 1l':ldcf1\al'h of Reed [bf'vlhl' PI'(:'I,t.
"

ic,'1 lilC H."C.tt lIl\,rll\J' lu·:r.I,,~r. Pr\llif':\\ 'Il ~ (t'.j:L,>lh'(.d Il'Jh'kllljlf\': (1 11 (1 [qllil'il\ (,r.-d,1
\\:nll'\, ,"- iI Il'l.lIkm:u'~ of 1:'qlula,.- h,c Ulh~r pr(\ducis or ~e,,·k.~~ In:'\y h~ )1'flcie:m:'Hk~ CIT rr~t~lered 1rAd~m,)I'~~ ot Ihelr rC)',peCllVC COIHP.1tHC'~

(. 'OM 1.",,,N.,i~ Ri,k & I,,(onll;ll,"n Anslvlir, 0rOlIP file r.lI.rif:hI< 1'.,clveJ.
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Fq;'lifi'\X is p!"iSl'd to offer you a sob\io!i LIWl \viil hdp ynu prot~l;~ yii,,iI id~ll:il'y ilrw '1n ..
~T\:.'Jit il1tCrn~<lti()n,

]P14iff..JlJEJ:B!.~~j~lcQ'~

A fbLIO "lerr is a conSlIliwr stl~h~I11ellt i.lddvd III your l'j·l:dit n:plll'1. This st;·IIl'I1ll'lli alo.'n"
\.'I·t;;dlfms of pOSSible Irllllduknt iKIIVlly withIn your report liS vvell (IS request'i th,i llll'y
COI1I,i<"\ YlIU prior :t\l'sl~lhlishil)g allY \1(;I,.'OIl\'.\S 11\ your 11[1111,:. Ol\ce the fr::1lld (~kt\ is ilddl"~:

t\l yOl.11' credit report, :III creditors should corl1aCI yn\1 prim tn ~,sL.jhljshjlig ilny l1(',·Olni. ii,
YOlJr li[\I1H::, To place a fraud llkrl on ym,r l:qllifa,x cr.:dit nit" you rnay C\)I\~(~Cl nUl· ,\ul(~

r:·"ud lil1<: ~lt !·gn-478·762S, and follow lhe simple prompt!>. Onc(: the fraud i-lkn h,I',
been pla(.:~d wtlh Fquifax, t\ liotltkatio!1 will be sent lo lh(' ntha tv'l/O cn:dil !I;'p(){"ting
ngen<."cs, t-.xpninn :1IH1 Trans Union, on YOl\!' beh:\1f

Eun ron2 u~J[;)~JjLilf~ ~ ~II'ra:m W~H~~~a\"l QI~IIilf.l~il~I~,)-nU\)-IUY1J.!~!!:i~.Q~~n\l'JJ;

EqllifClx Cre(lit Watch will pt·ovidc you with all "early w(lrning sysit:rll" !o changes h1

your cn~(bt tiles and hL'lp you to lIndcrslHnd the ('onienl of YOlir crcdit !"1it'S tit !-:quilu.x.
Lxperi;m amlllfins Union. The key fealLlrt:ti i:lt1d bC'lIcfit$ are listed btlo\\'.

Lquifilx Credit Watt:h Gold With 3'111 ! Monl(orillg p\l)viJe~ yuu with "onl.,'·y~ar

rnnnhcrship service-:
o Comprehensive credIt flies monitoring, with dudy notification of kt:y change'.' 10 your

Fquifax.. Lx.p~ri8n and Trans Union cIcdit fllcs,
o "No Nc\,vs" \loti licLltioll if no key chaligcsoccur during the month.
o Om' copy nt' yOllr J-in-I Crcdll Repurt and unlimited cnpil~:) of yo\ll' I':qllifl~x ('tL;dil

Report 1M,

o Up 10 $20,()OO Identity Fraud r:xpl~nse Covnage with $0 dedul:!ihk In:I·I::i"
limitations ?nd exClllSilHlS apply)'!" at no addition8! cost to you

<) PremiuIll Cuswmer Cure 14 hOLlr~ a day, 7 days a week to assist you in lInderst,HHtil1i!:
the C01'llCli( of yom credit information. .

Th~ accomp:\t\ying kitet' conmins the inSITtlclinns for ohtaining lhe~e ~l:'rviLes
. " ,

t Identily froLld Expon'i~ RIlIIIII",r,AI\\BI1\ Maslel POIiCyundcrwrillen by Tr6V1~ler'i C(l~"),llly ,lI111 S'I,,:ly r,(,"\pnil¥ 01 f\1\lr,fl\~;)·nllC) II!; plll(JNly
cJ5ually 811i1ialc5.11orlIOI\I, CT 061B3 Cover;'Jg~ 101 illl r.13il11s or 105seo d~pell~~ \)11 ~~Iual policy provisi(Joc.l\v~i\abiIIIY 01 covc"J9~ cntl dC~('IlJ UI·,

oUlllndelwriling qu"lilic~III\"\>: ~1)l1 SlillC rogu/alions COWHage is nOl avail~blli 11.\1 le~;I\I~Ms 01 Nnw York

~qlJlfax's creelll rnoniloriog PIOdll\;\:i i111: 1)((JlfiCICd.oy US Palent '(.20A,052
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January 23, 2007

TT00009956
/\ B An>tname
123 Any Street
Anytown US 01234-5678

To:~915184742474 P.11/13

near A B Anyname:

I am writing to you on bchul f uf Lcx.isNexis, und our Qff'iJiated company, Seisint, because we belh:ve thut tl

customer's ID Inily have heen used in an ulluuthorized manner that allowed some personal infol1nation about you 10

b~ viewed. That information mAy have inr;lll/:ied y(l\lr nume, address, Social Secllrity number and/or Driver'g
License numher. We understand th<tt suc.;h unuUlltori:.:ed uSc or exposure may creMe n risk of iJt:rJtily thdl: lind we
trem it very seriou~ly. Although wc hGlw nl) evidellce thut your information has been misused, we are llotifying you
so that you can, if YO\l deem arrrnrriutc, toke additional steps to protect your gersonill information. We de~ply

regret that individui1ls like you, who arc tne primalY beneficiuries of LexisNexis products und scrvicc~, may IHlVe
been affected by this incident.

How LexisN'exis Will A~sist You

We arC committed to assisting you through this unfortunate situntiOl) and providing you with tJle tools to COrn:et (iny
problems that may arisE:.

To that end, we are working with Equifax<!;l, a credit managemtml and identity then prolection service, to help you
mooitor your credit report~ for one year at no cost to you.

Equif<lx will help you protect your identity and your credit inforlButiontlu'ough the following stt:ps:

1. Placing a fraud alert on your credit file at Equifax. and the other two credit reporting agellcies, TransUnion and
Experilln; and

2. Eruolling you in liquifax Credit Watch™ GI)Ji.l wilh 3·in·\ Monituring identily theft prot~cli\ln s,~rvi<.:\;.

I~ese ~ervices are beirw. oruvi<kQ to yOIl fit no cost. This letter \!!illl!l~-i}lli!ffi12l~.l'J.u:tclt1de everythill~ yotl need to
~jefUlJ' thr Ihi~ free service. .

!fthere is rcason ll) believe that you have been a victim of fnmd as a result of this incident, we hove arranged for you
to have accC~S to the Equifax Fraud Victim A~sislaoce Program This program includes one-oil-one cOlll\seling frum
an Equifax Fraud Spc;ciulisl and provides you with:

.. Fraud Education Prvvilkrs - a Fraud Specialist will provide you with information that will help y~)U

pfoactivl:ly protect yourself from idcntity th~ft Gild provide information to youregording t.he credit
r¢J,)orting agencies, slich as leh:phone numbers, Web sites nnd mailing addresses; and

II fraud Assislullce - Il Fraud Specialist will provide you with a step-by-step process to reduce your exposure
to fmther fraud anJ clear up any negative credit inferences in your name by helping you write letters that
yOll may send t.o di~rUlC fraudulent accounts at credit burl;l:.lUSi!lld with I:n~uilurs.

HllW lo Enroll

Equifux has n simple Internct-hased verification and enrollment procl;s~. Go to www.myg;rvis;!,;~,liYl,lifllx,!iomllexis,

and follow these steps:

41> Step I - Consumer lnfommtion; CompletC' the fonn with YOLlr eonti\ct infonni\tion (name i\nd i\ddress) i\nd click
"Continue". The inFormation is provided in a secure tlnviruOffitlnL

41> Step 2 - Identity V/iri(it;3lion: Complete the form wit.h your Social Security NUlllhcr, Dale of Birth and
Telephone Number, L:$tlJblish il User Name and Pll~sWOl'd, agree to the Terms of Use and cl ick "Continue". The
~y~lcm will pr~sel\t you with one or two security quest.ions to complete the identity vel'ificatior:l process.
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• Step 3 - P~ymel1t. ]r),t'Rr.m;l.tion: During the "check out" process, provide the following promotional I:our.:
Lf.XlS2~XXXXXXX:XX in the "Enter Promotion Code" hox (enter the code exaclly as provjtll:d). This code
eliminates the need to provide (l credit card number for payment.

s 5t.~D 4 - Order Confirmation: Upon successful enrollment, you can access your 3-in-J Crectit Report by clicking
"View My Product". Yon will receive ~ follow-up e-mail conflrmariOf'l of your enrollment in Equifax Credit
Wlltch identity theft protection service.

If you prefer, you can onler the ilnfullment mat~rial~ to be tlelivered via U.S. Mail. fllea~c call the [q\1if~x

Customer Service (enter at 1.HIi6.572.J424, proVide the promotional code frol11 the Paymellt Information step
abovl; and their Customer Service representative will llssist you in ordering these ~c.:rvic.:I,;~.

Additional Rl\$ources

In Addition to the SlIPPOI1 Through Equifax. you may also wish to utili7,e one or more of the following resources:

WI: have created a special Web site with The infol1l1aTion contained ill thls leller, plus luJLlilional information
rcgttrJing identity s(:cutity. Visit the site Ilt hltbl:/lprivflcyfflClS.lexisflexj'.tu!JJ, If yuu prefer to speak with
someonl; at LcxisNexis, you rnay r~i.lch uS at 1-866-293-)894.

.. MoST states hilve a consumer fraud division, ilnd yOll Ciln also enlist their help. A list of state offices is available
on the special LexisNexis Web site listed above You may also c<lll tiS at 1-866-293-3894 l\) obtuin this
in fonnil tion.

.. For more yenl,;rul l;<.!ucaliollfJl infor/ulltion on identily thert> vi~il [hI,; f\:(kral Trade Commission We!:> ~jte)

www.co,nsllmcfgov/iJlhdt, or Gall fit 1·877·1DTHf}l' (1.877-438.43)8).

Why Ooe~ Lexi~Nexis Have This T)!pe of Information?

LexisNexis provides infonmttion ~uch ii~ public rcc(lrd~, publicly llv;,;ilabk information and non-puhlic infQm111lion
(slich liS Soci'll Security numocrs und Drivcr's Liccnscnumbcrs) to husiness, government and legal professionals for
legitimat.e husinc.~~ u~er;.

LexisNexis oniy provi(.hi~ accc~~ to non-publil: inl'omlulion tv (;u~ll,)m(;n; with a lcgaily pennissible purpose. These
customers inelul.1c luw enfurCelllell[ agencies, federal hOll1dulld security dcpurtmcnts, prospective emrloy~r5.

b<1nking and tinllncial servicc~ l:ol'flpan ics and inwrunl:c L!arricr:l. Examplcs of the wllys LexisNexis products Qnd
services 'Ire used include:

• Banks verifying their custom!!r in!'ormatinn fnr new accounts or loan ilrplications;

.. Insurance cumpanit:s v~riryiflg 1I1\;:ir (;llslOI'll~~r infurl'llatil)ll lO reduct: applicant and claims fraud in efforts to
kct;p in:;urttm:1; r~tC$ lower; and

• Telecommunications companic$ verifying their applicant informatiOl'\ for instant cell phone service.

Ag(\in, we regref. (lny trouble t.h is incic.knt may caustl ycw. We pledge nur cnntinuen corl'1mitment to r~ducing this
type of incident. We will continue to work with our CU$tomcm and approprirtte 1Illthorities (0 improve data
safegullrds and privacy protections.

Very truly yours,

<j~ M?..L
Jumes M. Peck, CEO
Lt.:xbNcxis@ 'Risk & fnformation Allalytics Group

Direct Correspondence:
LexisNcxis Regulatory Compliance
9443 Springboro Pike
Miamisburg, OH45342

Lexi,Nexi, ilfld the Knowledne DlI'51 J~ijQ MC ICilillcrcd lrademarks or Reed Ehevier Propel'li" {nc., u.ed wldel \jee"sc. E'lllir.x i& • regi.te~d lr~dcl1l.rk and
Equir.. Credit Walch i5 • ludemari; of Qqlljl)x Illc. Dlhc. prnduoll or lcrviecs may be lfadc\l\uks or regi£lCl'td Iflldcmatka of Iheir rt$P<Cllve compo"i...
C 200G LexisNexis Risk &. In(orm~tiryn A,'~h1ics Crt",~ Inc All "Poilu rt<ctVed.
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'F.quifax is pleased to urfer you a solution thl:lt will h~lp you prott:l.;l your identity llnd yCl11'

credit information.

Place II (Frats!! Alert
!\ fraud alert is a (;ur\sumer statement Rddeo 10 yout credit reporl. Tr)i::; ~t[\ielI!t;l1l i'l!cilS

creditors of possible fraudulent activity within your report as wellu::-: reql.lest~ that they
contact yOll prior to cstabl ishing any accounts in your name. Once the fraud alert is added
to your credit report, all creditors should contact you prior to establishing any aCL:ounl in
your name, To place a fraud Eliert on your Equifax credii: file, yuu mit)' (,:1.lliiaCl \.I1.11 aLitl;
fralld line at 1-877-478-7625, and follow the simple prompts. Once the fraud alert has
been pla<;cd with Equifax, a notification will he sent toth!;; othe.r two credit reporting
agt:ficjt;;S, Experiafl ami Trans Union, on your bch<ilf.

EnruiB io) Equilin" Credit Watch'fM Co~l(3 wW~ J-in-l Mq,uiHt(j'fa~lg

Equifax. Credit WuLeh will provide you wilh an "carly warning system" to ch1'1nges 10
your t:rcclit files and help yOll to undt:r!;land the content of your credit filt:s al Fljui fax,
Experian and Trans Uniol1. The key features find bendlls are Iisted below.

Equifax Credit Watch Gold with 3-in-l Monitoring provides you with a one-year
rnembershiIl service:
n Comprehensive credit tiles monitoring, wilhdaily notific<1tion of key changes to your

Equifax, Experian a.nd Trans Unioii credit meso
o "No News" notification if no key changes occur (luring the month.
o On~ copy of your 3-in-1 Credit Reporl and unlimited copies of your Equi rax Credit

Report™.
o Up to $20,000 Identity Fraud Expense Coverage with $0 dcdu<.:lihle (certain

limitations aDd t-.:xclusions apply)t at no additional cost to you, .
o Premium Customer Care 24 hours a day, 7 dilyS ;] week to assisl you in understanding

th~ content OfYllU'f cledlt infol'mation.

'i'he (tt:t:ornpnnying letter (;ontains tht! in~Lrl,jctions for obtaining these scrv icc;:; ,

't I(lnntily rraud ExpensQ Reimbur-;~fIIi!JlI Master Folicy underwritten by Tr~v~IUf~ Dar-ually and Surety Company 01 America and its property
casually ;lf1ilioles, HptUord, CT 0618,; r.ovArago for 811 c1uim. 01 lossee depends nn aClual policy provi3ions. Availability of coverage con depl~nl1 Oil

our underwritin() qll~ljAcalion5 arid slate rQ9ulalion~ CllV(;(OnC io not oV.1ilebla fOT residenls of New Yuill.

Equifax's crcdil monill1rirt() rl'(,ducln are proleclod by US pul~nl r"U8,052


