
Exponent Technologies, Inc.
March 2007
3,250
March - April 2007

Reporting Form
For Business, Individual or NY State Entity reporting a

"Breach of the Security of the System"
Pursuant to the Information Security Breach

and Notification Act (General Business Law §889-aa;
State, Technology Law §208)

Name of Business, Individual or State Entity
Date of Discovery of Breach:
Estimated Number of Affected Individuals:
Date of Notification to Affected Individuals:
Manner of Notification: [ X ] written notice

[ ] electronic notice (email)
[ ] telephone notice

Are you requesting substitute notice? [ ] Yes [ X ] No (If yes, attach justification)

Content ofNotification to Affected Individuals: Describe what happened in general terms and
what kind of information was involved. Please attach copy ofNotice.
Please see attached letter

Name of Business or Individual Contact Person:
Title:
Telephone number:
Email:

Mark Portner
Chief Operating Officer
(214) 346-7015
mportner@exponenthr.com

March 30,2007

4970 Landmark Place, Dallas, Texas 75254 _
mportner@exponethr.com

Mark Portn~r,-- ._--:-__. ,.,_._. .. . _
Chief Operating Officer

Dated:
Submitted by:
Title:
Address:
Email:
Telephone:

DALLAS 1773314vl

(214) 346-7015 Fax: (214) 346-3182



PLEASE SUBMIT THIS FORM TO ALL THREE (3) STATE AGENCIES as follows:

Fax this form to:

CPB:
New York Consumer Protection Board
5 Empire State Plaza, Suite 2101
Albany, New York 12223

Fax: 518-474-2474

NYS Office of Cyber Security and Critical Infrastructure Coordination (CSCIC):
30 South Pearl St.
Floor P2
Albany, NY 12207
Fax: 518-474-9090

and also Fax & Mail this form to:

Attorney General:
Asst. Attorney General in Charge
Bureau of Consumer Frauds
120 Broadway - 3rd Floor
New York, NY 10271
Fax: 212-416-6003

DALLAS 1773314vl



4970 Landmark Place Dallas, Texas 75254

214.987.4567 ' www.exponenttechnologies.com

March 30, 2007
New York Consumer Protection Board
5 Empire State Plaza, Suite 2101
Albany, New York 12223

Sent via U.S. Postal Service and facsimile: (518) 474-2474

To Whom It May Concern:

This letter is sent on behalf of the parties identified on Exhibit A hereto (the "Employers") in compliance
with applicable consumer protection legislation that provides for notification to individuals and credit
reporting agencies of certain unauthorized disclosure of personal or financial information.

Exponent Technologies, Inc. provides payroll, benefits and related human resources services for various
companies, including the Employers. A laptop computer that contained employee data, inclUding
personally identifiable and financial information (including the names, addresses and social security
numbers of employees) was recently taken from Exponent's office. Although access to the computer
data is password protected, it is possible that the security measures could be compromised. Exponent
has notified local law enforcement of the incident and instituted more stringent security safeguards to
prevent a recurrence.

To help individuals protect themselves against the possibility of identity theft, we are in the process of
sending notification to those individuals whose personal information may have been compromised. A
more detailed listing of those individuals is attached hereto as Exhibit B. A sample notification letter in
substantially the same form that will be sent to all individuals is attached hereto as Exhibit C. These
notifications will be distributed to the individuals throughout the months of March and April of this year. In
the notification we recommend that the individual place a fraud alert on his/her credit files by calling any
one of the three credit reporting agencies at one of the numbers listed below.

Experian
888-397-3742

Equifax
800-525-6285

TransUnion
800-680-7289

Should you have any questions about this matter or need additional information in order to prevent fraud,
please contact Mark Portner at (214) 346-7015.

Sincerely,

Mark A Portner
Chief Operating Officer

DALLAS 1762807v5



ExhibitA

EMPLOYERS

4Front Engineered Solutions, Inc
Centerstone Insurance & Financial Services, Inc. DBA BenefitMall
The MPB Group, LLC, DBA The Beryl Companies
Central Hardwoods, Inc.
FWC Partners Company, L.P. DBA FirstWorthing
Best Circuit Boards, Inc., DBA Global Innovation
Greenhill School
Holliday Fenoglio Fowler, L.P.
The Hockaday School
King Supply Company, L.P., DBA King Architectural Metals
Lakeside Manufacturing, Inc.
Mortenson, Matzel & Medrum, Inc.
Measurement Specialties Inc.
MedSynergies, Inc.
Meritage Homes Corporation
On-Target Supplies & Logistics, Ltd.
F.B.P. Insurance Services, Inc., DBA Precept
Rackspace, Ltd.
SevenBar Enterprises, Inc.
Stream Gas & Electric, Ltd., DBA Stream Energy
Transnational Financial Network, Inc.
Texas Retina Associates, PA
The Ursuline Academy of Dallas

DALLAS 1762807v5



Exhibit B

INDIVIDUALS NOTIFIED

Approximately 3,250 individuals will be notified.

Of those individuals who will be notified, approximately 15 are residents of Colorado, none are residents
of Maine, 18 are residents of Michigan, none are residents of New Hampshire, and 2 are residents of
New York.

DALLAS 1762807v5



Exhibit C

SAMPLE NOTICE

This letter is sent on behalf of (employer) in compliance with applicable
consumer protection legislation that provides for notification to individuals of certain unauthorized
disclosure of personal or financial information.

Exponent Technologies, Inc. provides payroll, benefits and related human resources services for various
companies, including (employer) . A laptop computer containing personally
identifiable employee data (including the names, addresses, social security numbers and dates of birth of
[specify number] of . (employer) employees [and, if applicable, spouses and
dependents] Was recently taken from Exponent Technologies' office. Although access to the computer
data is password protected, it is possible that the security measures could be compromised. Exponent
Technologies has notified local la\N enforcement of the incident and instituted more stringent security
safeguards to prevent a recurrence.

To protect yourself from the possibility of identitytheft, we recommend that you place a fraud alert on your
credit files. A fraud alert lets creditors know to contact you before opening new accounts. Just call any
one .of the three credit reporting agencies at one of the numbers listed below. This will let you
automatically place fraud alerts with all of the agencies. You will then receive letters from all of them, with
instructions on how to get a free copy of your credit report from each.

Experian
888-397-3742

Equifax
800-525-6285

TransUnion
800-680-7289

When you receive your credit reports, look them over carefully. Look for accounts you did not open.
Look for inquiries from creditors that you did not initiate. And look for personal information, such as home
address and Social Security number, that is not accurate. If you see anything you do not understand, call
the credit reporting agency at the telephone number on the report. If you do find suspicious activity on
your credit reports, call your local police or sheriff's office and file a police report of identity theft.
Remember to get a copy of the police report. You may need to give copies of the police report to
creditors to clear up your records.

Even if you do not find any signs of fraud on your reports, we recommend that you check your credit
reports periodically for the next year. For more information on identity theft, we suggest that you visit the
Web site of the Federal Trade Commission at www.consumer.gov\idtheft.

We apologize for any inconvenience this issue may have caused. If there is anything Exponent
Technologies can do to assist you, please contact us at the email address set forth below.

Sincerely,

Exponent Technologies, Inc.
identity@exponenthr.com

DALLAS 1762807v5
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E~4Tponent
4970 Landmark Place Dallos. TexOS 75254
21 ~.98/.'66.1 www,c~po~c~tlcchnologi""C6rT\

New York Consumer Protection Board
5 Empire State Plaza, Suite 2101
Albany, New York 12223

Sent via U.S. Postal Service and facsimile; (518) 474-2474

To Whom It May Concern:

March 3D, 2007

This letter is sent on behalf of the parties idehtified on Exhibit A hereto (the "Employers") in compliance
with applicable consumer protection legislation that provides for notification to individuals and credit
reporting agencies of certain unauthorized disclosure of personal or financial information.

Exponent Technologies, Inc, provides payroll, benefits and related human resources services for various
companies, including the Employers. A laptop computer that contained employee data. including
personally identifiable and financial information (inclUding the names, addresses and social security
numbers of employees) was recently taken from i;;xponent's office, Although access to the computer
data is password protected, it is possible that the security measures could be compromised. Exponent
has notified local law enforcement of the incident and instituted more stringent security safeguards to
prevent a recurrence,

To help individuals protect themselves against the possibility of identity theft, we are in the process of
sending notification to those individuals whose personal information may have been compromised. A
more detailed listing of those individuals is attached hereto as Exhibit B. A sample notification letter in
substantially the same form that will be sent to all individuals is attached hereto as Exhibit C, These
notifications will be distributed to the individuals throughout the months of March and April of this year. In
the notification we recDmmend that the individual place a fraud alert on his/her credit files by calling any
one of the three credit reporting agencies at one of the numbers listed below.

Experian
888-397-3742

Equifax
800-525-6285

TransUnion
800-680-7289

Should you have any questions about this matter or need additional information in order to prevent fraUd,
please contact Mark Portner at (214) 346-7015.

Sincerely,

Marlc A. Portner
Chief Operating Officer

DA.!-LAS 1762807v5
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ExhibltA

EMPLOYERS

[4]002

4Front Engineered Solutions, Inc
Centerstone Insurance & Financial Services, Inc. DBA BenefitMall
The MPB Group, LLC, DBA The Beryl Companies
Central Hardwoods, Inc.
FWC Partners Company, L.P. DaA FirslWorthing
eest Circuit Boards, Inc., DBA Global Innovation
GreMhill School
Holliday FenogliO Fowler, LP.
The Hockaday School
King Supply Company, L.P., DBA King Architectural Metals
Lakeside Manufacturing, Inc.
Mortenson, Matzel & Medrum, Inc
Measurement Specialties Inc.
MedSynergies, Inc,
Meritage Homes Corporation
On-Target Supplies & Logistics, Ltd.
F.B.P. Insurance Services, Inc" DBA Precept
Rackspace, Ltd.
SevenBar Enterprises, Inc,
Stream Gas & Electric. ltd.• DBA Stream Energy
Transnational Financial Network, Inc.
Texss Retina Associates, PA
The Ursuline Academy of Dallas

DALLAS 1762807v5
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Exhibit B

INDIVIDUALS NOTIFIED

!4J003

Approximately 3,250 individuals will be notified,

Of those individuals who will be notified, approximately 15 are residents of Colorado, none are residents
of Maine, 18 are residents of Michigan, none are residents of New Hampshire, and 2 are residents of
New York.

DALLAS 1762801vS
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Exhibit C

SAMPLE NOTICE

fill 004

Tllis Jetter is sent on behalf of (employer) in compliance with applicable
consumer protection legislation that provides for notification to individuals of certain unauthorized
disclosure of personal or financial iliformation.

Exponent Technologies, Inc. provides payroll, benefits and related human resources services for various
companies, including (employer) A laptop computer containing personally
identifiable employee data (inclUding the names, addresses, social security numbers and dates of birth of
[specify number] of (employer) employees [and, if applicable, spouses and
dependents] was recently taken from Exponent Technologies' office. Although access to the computer
data is password protected, it is possible that the security measures could be compromised. Exponent
Technologies has notified local law enforcement of the incident and instituted more stringent security
safeguards to prevent a recurrence.

To protect yourself from the possibility of identity theft, we recommend that you place a fraud alert on your
credit files A fraud alert lets creditors know to contact you before opening new accounts Just call any
one of the three credit reporting agencies at one of the numbers listed below, This will let you
automatically place fraud alerts with all of the agencies. You will then receive letters from all of them, with
instructions on how to get a free copy of your credit report from each.

Experian
888-397-3742

Equifax
800-525-6285

TransUllion
800-680-7289

When you receive your credit reports, look them over carefully. Look for accounts you did not open.
Look for inquiries from creditors that you did not initiate. And look for personal information, such as home
address and Social Security number, that is not accurate. If you see anything you do not understand, call
the credit reporting agency at the telephone number On the report, If you do find suspicious activity on
your credit reports, call your local police or sheriff's office and file a police report of identity theft.
Remember to get a copy of the police report. You may need to give copies of the police report to
creditors to clear up your records.

Even jf you do not find any signs of fraud on your reports, we recommend that you check your credit
reports periodically for the next year. For more information on identity theft, we suggest that you visit the
Web site of the Federa.1 Trade Commission at www.consumer.gol/\idtheft.

We apologize for any inconvenience this issue may have caused. If there is anything Exponent
Technologies can do to assist you, please contact uS at the email address set forth below.

Sincerely,

Exponent Technologies, Inc.
identity@exponenthr.com

DAI;LAS 17621107v5
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Exponent Technologies, Inc.
March 2007
3,250
March - April 2007

Reporting Form
For Business, Individual or NY State Entity reporting a

"Breach of the Security of the System"
Pursuant to the Information Security Breach

and Notification Act (General Business Law §889-aa;
State Technology law §208)

Name of Business, Individual or State Entity
Date of Discovery of Breach:
Estimated Number of Affected Individuals:
Date of Notification to Affected Individuals:
Manner of Notification: [ X] written notice

[ I electronic notice (email)
[ ] telephone notice

Are you requesting substitute notice? [ ] Yes [ X ] No (If yes, attach justification)

Content ofNotification to Affected Individuals: Describe what happened in general tenns and
what kind of information was involved. Please attach copy of Notice.
Please see attached letter

\

Name ofBusincs8 or Individual Contact Person:
Title:
Telephone nwnber:
Email:

Mark Portner
Chief Operating Officer
(214) 346-7015
mQortner@ex.p0nenthr.com

Dated: March 30,2007
Submitted by: _M:.:.=ar::;::k:...;P:...;o::::rtn=e.::...f ----------
Title: Chief Operating Officer
Address: 4970 Landmark Place, Dallas, Texas 75254 _
Email: mpormer@exponethr.com
Telephone: (214) 346-7015 Fax: (214) 346-3182

'DAL-LAS J7733J4vl
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PLEASE SUBMIT THIS FORM TO ALL THREE (3) STATE AGENCIES as follows:

lli,.this form to:

CPB:
New York Consumer Protection Board
5 Empire State Plaza, Suite 2101
Albany, New York 12223

Fax: 518-474-2474

NYS Office of Cyber Security and Critical Infrastructure Coordination (CSCIC):
30 South Pearl St.
Floor P2
Albany, NY 12207
Fax: 518-474-9090

and also Fax & Mail this fonn to:

Attorney General:
Asst. Attorney General in Charge
Bureau of Consumer Frauds
120 Broadway - 3rd Floor
New York, NY 10271
Fax: 212-416-6003

DALLAS 1773314vl




