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10 Crow Canyon Court, Suite 200
San Ramoen, CA 94563

P. 800-954-2266

F: 800-303-9203

Credit Communications Inc.

Ta:  Consurner Protection Board Fram:  Chris Diggins
Bax: 518-474-2474 . Prges: 20
Phone: Date:  03/26/2007

Re: NYS Info Security Breach and Notification E-MAIL marty@ceireporis.com

Act reporting form

[ urgent [ For Review [ Please Comment [ Please Raply  (J Please Recycle

& Conwnents:
Please see the attached.
You may contact us If you have any questions,

Thanks,

Chris Diggins
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Reporting Form
For Business, Individual or NY State Entity reporting a
“Breach of the Security of the System”
Pursuant to the Information Security Breach
and Notification Act (General Business Law §889-aa;
State Technology Law §208)

Name of Business, Individual or State Entity Q g tA L | CATIoNS e
Date of Discovery of Breach; o 07

Estimated Number of Affected Individuals: {a P

Date of Notification to Affected Individuals: W?

Manner of Notification: [ X} written notice

[ ] electronic notice (email)
[ ]telephone notice

Are you requesting substitute notice? [ | Yes [ No (If yes, attach justification)

Content-of Notification to Affected Individuals: Describe what happened in general terms
and what kind of information was involved. Plcase attach copy of Nofice.

Onrorter zep hectrs, o Cpesim Qefggr_lum
Mmmmmmz

Name of Business or Individual Contact Person; %&QE_WNS

Title: Ohs.

Telephone number: (958 2 X2~ 2520 w2333
Email: s ® o) REFORTS . oA
Dated: _;%é(@

Submitted by: M 1‘)’ ﬁﬁ/HN

Title;

Address: 16 CRow Camyird C,r #2200, SMEM::N | CA A45&3
Email: MARTY 8 iR

Telephone: @53 ﬁl- 12D x:a#ax __@5:)_23\;4.53.‘9“_____
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~ March 12, 2007

Pear (NN

In keeping with our dedication to consnmer protection, this letter is to inform you that your personal
information may have been accessed without proper authorization. Credit Communications Inc, a credit
reporting agency, learned that a branch office of one of our clients, ComUnity Lending in Sacramento,
California, had certain consumer information accessed without proper authorization on approximately
February 14, 2007. The consumer information consists of information typically found in a consumer
report. Such information includes your name and addriss, and one or more of the following: Social
Security number, date of birth, or account numbers. Credit Communications Inc. is actively working with
ComUnity Lending and law enforcement officials to investigate this matter.

Credit Communications Inc. is providing the following information to help protect you from potential
misuse of your information, including identity theft.

We recommend contacting the nationwide credjt reporting agencies listed below as soon as possible to:

e  Add a security alert staternent to your credit file at all three national credit reporting agencies:
Equifax, TransUnion and Experian. You. only need to contact one of the three agencies listed
below; your request will be shared electronically with the other two agencies. This security alert
will remain on your credit file for 90 days.

»  Remove your name from mailing lists of pre-approved offers of credit for approximately six
months.

¢ Receive a free copy of your credit report.

Equifax TransUnion Experian

P.O. Box 740256  P.0O. Box 2000 P.O. Box 9554
Atlanta. GA 30374 Chester, PA 19022 Allen, TX 75013
(80D) 525-6285 (800) 888-4213 (888) 397-3742

wwiwv equifax.com www.ransunion.com Www .experian.com/consumer

We also advise being vigilant when revicwing your account statements for any unusual activity. Another
way o protect your identity from any misuse is to review your credit report frequently to ensure that all
information is accurate. To assist you with protecting your personal information, Credit Communications
Inc. will provide you with ome free year of credit monitoring services through Merchants Information
Solutions. To take advantage of this offer, please review the attached Instructions for Establishing Alert
Services for Monitoring your Credit. This document provides a complete description of how to register
online and contact information for any assistance you may need when enrolling in this free service.

In addition, should you find your identity has been misused, the professional Identity Recovery
Specialists at Merchants Information Solutions will work with you to recover your good name. This
benefit is also available to you for one full year. Please be sure to contact Merchant’s Information
Solutions if you see any fraudulent activity.
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The Federal Trade Commission (“FTC").offers consumer assistance and educational materials relating to
identity theft and privacy issues. The FTC can be contacted either by visiting www.consumer. gov/idtheft
or by calling (877) 438-4338,

Credit Communications Inc. hopes this information is helpful. I can be reached at (800) 954-2266 x232 if
you have any questions about this information. We sincerely regret any inconvenience or concern this
incident may cause.

Sincerely,

Chris Diggins
Operations & Compliance Manager

Enc.

a4
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Merchants

INFORMATION SOLUTIONS, ING.

Instructions for Establishing Alert Services for Monitoring your Credit
Offered through Merchants Information Solutions, Inc.

For your protection, you are required to authenticate youy identty before we ean activate
your credit monitoring service by providing Merchants Information Solutions with personal
information and answering questions derived from your credit file. This is an important step in protecting
your identity so please do this as soon as possible.

To complete the authentication process and view your credit report, pleasc follow these easy steps:

1. Vigit hitps://mce.merchantsinfo.com.
2. Enter this access code provided in the field Jabeled “Promo Code™. cexX555

3. Follow the instructions on each page to complete your enrollment and online authentication.

Please Note: You will sec this text box when you

ATTENTEON - Promotional Code users, move to the enrollment and payment page. This

YOU WILL NOT BE CHARGED FOR THIS SERVICE. i1sa l‘emindel‘ thﬂt you Wﬂ] n.eed 1o enter fake
credit card information in the credit card field so
You will be asked to select any zero dollar payment option you ¢an. move forward in the process. You will

and provide credit card information. Provide the following

information in place of your personal credit card data, not be charged for the service.

1. Select VISA or Mastercard. In order to authenticate your identity, the

2. Enter any 16 diglt number such as "1111222233334444", system may nsk you. to provide information that

3. Select any expiration date In the future. is already contained in your credit file. This is to
assurc that you are the rightful owner of the information. You will need to answer several multiple choice
questions that ask you to identify such items as:

¢ Mortgage - payment amount, nae of lender

Auto and/or Student loans - payment amount, name of lender
Other credit accounts

Previous addresses

Current and previous employer

Driver's license information

Vehicle information

® @

e & & ®

These are examples and each person may be asked different questions. You must provide a certain
number of correct answers in order to receive your credit report and. activate your daily credit monitoring.
For security reasons, this is a timed process. Please have as much infurmation as possible
available before procecding.

If you have any questions regarding your credit monitoring services or you encouniter a problem while
enrolling you may call Merchants Information Solutions at 1-800-505-5440 and a representative will he
happy to assist you,

Merchants Information Solurions has been helping consumers "get smart” aboul credit for ouer 95 years. Since 1912, Merchants
has helped thousands of persons protect their credit, and provides certified Identity Theft Recovery professionals o manage the
problem of identiny theft, should fravd occwr.

MI3-Natco IRT
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March 12, 2007

v (D

In keeping with our dedication to consumer protection, this letter is to inform you that your personal
information may have been accessed without proper authorization, Credit Communications Inc, a credit
reporting agency, learned that a branch office of one of our clients, ComUnity Lending in Sacramento,
Cslifornia, had certain consumer information accessed without proper authorization on approximately
February 14, 2007, The consumer information consists of information typically found in a consumcr
report. Such information includes your name and address, and one or more of the following: Social
Security number, date of birth, or account numbers. Credit Communications Inc. is actively working with
ComUaxity Lending and law enforcement officials to investigate this matter,

Credit Comnmunications Inc. is providing the following information to help protect you from potential
misuse of your information. including identity theft.

We recommend contacting the nationwide credit reporting agencics listed below as soon as possible to:

*  Add a security alert statement to your credit file at all three national credit reporting agencies:
Equifax, TransUnion and Experian. You only need to contact one of the three agencies listed
below; your request will be shared electronically with the other two agencies. This security alert
will remain on your credit file for 90 days.

e Remove your name from mailing lists of pre-approved offcrs of credit for approximately six
months,

e Receive a free copy of your credit report.

Equifax TransUnjon Experian

P.O. Box 740256  P.O. Box 2000 P.O. Box 9554
Atlanta, GA 30374 Chester, PA 19022 Allen, TX 75013
(800) 525-6285 (800) 888-4213 (888) 397-3742

www.equifax.com Www. transunion.com www.experian.com/consumer

We also advise being vigilant when reviewing your account statements for any unusual activity. Another
way to protect your identity from any misuse is to review your credit report frequently to ensure that all
information is accurate. To assist you with protecting your personal information, Credit Communications
Inc. will provide you with one free year of credit monitoring services through Merchants Information
Solutions. To take advantage of this offer, please review the attached Instructions for Establishing Alerr
Services for Monitoring your Credit. This document provides a complewe description of how to register
online and contact information for any assistance you may need when enrolling in this free service.

In addition, should you find your identity has been misused. the professional Identity Recovery
Specialists at Merchants Information Solutions will work with you to recover your good name. This
benefit is also available to you for one full year. Please be sure to contact Merchant’s Informatmn
Solutions if you see any fraudulent activity.
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..

The Federal Trade Commission (“FTC”) offers consumer assistance and educational materials relating to
jdentity theft and privacy issues. The FTC can be contacted either by visiting www.consumer.gov/idtheft
or by calling (877) 438-4338,

Credit Communications Inc. hopes this information is helpful. 1 can be reached at (800) 954-2266 x232 if
you have any questions about this information. We sincerely repret any inconvenience or concern this
incident may cause.

Sincerely,

Chris Diggins
Operations & Compliance Manager

Enc.
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Merchants*

INFORMATION SOLUTIONS, INC.

Instructions for Establishing Alert Services for Monitoring your Credit
Offered through Merchants Information Solutions, Inc.

For your protection, you are required to authenticate your identity before we can activate
your credit monitoring service by providing Merchants Information Solutions with personal
information and answering questions derived from your credit file. This is an important step in protecting
your identity 30 plesse do this as soon as possible.

To complete the avthentication process and view your credit report, please follow these easy steps:

1. Visit bitps://mee.merchantsinfo.com.
2. Enter this access code provided in the field labeled “Promo Code”. CCX555

3. Follow the instructions on each page to complete your enroliment and online authentication.

Please Note: You will see this text box when you
ATTENTION - Promotionat Code users. move to the enrollment and payment page. This
YOU WILL NOT BE CHARGED EOR THIS SERVICE. isa t:cmmder that y(?\l V\"in nced to _enter fake
credit card information in the credit card field so
You will be asked to select any zero dollar payment option u can move forward in the process wi
and provide credit card information. Provide the foltawing ZL?:J; be charped for ﬂigé i ep - You will
" inforration In plsce of your personal credit card dats, harg ervice.
1, Select VISA of Mastercard, : In order to authenticate your identity, the
2. Enter any 16 digit number such as "1111222233324444", system may ask you to provide information that
3. Select any expiration date in the future. is already contained in your credit file, This is to

assure that you are the rightful owner of the information. You will nced to answer several multiple choice
questions that ask you to identify such items as:

Mortgage - payment amount, name of Jender

Auto and/or Student loans - payment amount, name of lender
Other credit accounts

Previous addresses

Current and previous employer

Drivet's license information

Vehicle information

These are examples and each person may be asked different questions. You must provide a certain
number of correct answers in order to receive your credit report and activate your daily credit monitoring.
For security reasons, this is a timed process. Please have as much information as possible
availahle hefore procecding.

If you have any questions regarding your credit monitoring services or you encounter a problem while
enrolling you may call Merchants Information Solutions at 1-800-505-5440 and. a representative will be
happy to assist you.

Mevchanss Information Solutions hos been helping consumers “get smart” about credit for over 65 yenrs. Since 112, Merchants
hee helped thongands of persons protect their credit, and provides certified Idennity Theft Recouery professionals to manage the
problem of identity theft, should fraud occur.

MIS-Natco IRP

a8
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March 12, 2007

peor

In keeping with our dedication to consumer protection, this letter is to inform you that your personal,
information may have been accessed without proper authorization, Credit Communications Inc, a credit
reporting agency, learned that a branch office of one of our clients, ComUnity Lending in Sacramento,
California, had certain consumer information accessed without proper authorization on approximately
February 14, 2007. The consumer information consists of information typically found in a consumer
report. Such information includes your name and address. and one or more of the following: Socia)
Security number, date of birth, or account numbers. Credit Communications Inc. is actively working with
ComUnity Lending and law enforcement officials (o investigate this matter,

Credit Communications Inc. is providing the following information to help protect you from potential
misuse of your information, including identity theft.

We recommend contacting the nationwide credit reporting agencies listed below as soon as possible to:
- Add a security alert statement to your credit file at all three national credit reporting agencies:

Equifax, TransUnion and Experian. You only need to contact one of the three agencies listed
below; your request will be shared electronically with the other two agencies. This security alett
will remain on your credit file for 90 days.

¢ Remove your name from mailing lists of pre-approved offers of credit for approximately six
months.

e Receive a free copy of your credit report.

Equifax TransUnion. Experian

P.O. Box 740256  P.O. Box 2000 P.O. Box 9554
Atlanta, GA 30374 Chester, PA 19022 Allen. TX 75013
(800) 525-6285 (800) 888-4213 (888) 397-3742

www .equifax.com www.transunion.com www.experian.com/consurmer

We also advise being vigilant when reviewing your account statements for any unusual activity. Another
way to protect your identity from any misuse is to review your credit report frequently to ensure that all
information is accurate, To assist you with. protecting your personal information, Credit Communijcations
Inc. will provide you with one free year of credit monitoring services through Merchants Information.
Solutions. To take advantage of this offer, please review the attached Instructions for Establishing Alert
Services for Monitoring your Credit. This document provides a complete description of how to register
online and contact information for any assistance you may need when enrolling in this free service.

In addition, should you find your identity has been misused, the professional Identity Recovery
Specialists at Merchants Information Solutions will work with you 1o recover your good name. This
benefit is also available to you for one full year. Please be sure to contact Merchant's Information
Solutions if you sec any fraudulent activity.
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The Federal Trade Commission (“FTC”) offers consumer assistance and educational matesials relating to
identity theft and privacy issues, The FTC can be contacted cither by visiting www .consumer.gov/idtheft
or by calling (877) 438-4338.

Credit Communications Inc. hopes this information is helpful. 1 can be reached at (800) 954-2266 x232 if
you have any questions about this information. We sincerely regret any inconvenience or concern this
incident may cause,

Sincerely,

Chris Diggins
Operations & Compliance Manager

Enc.

10
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Merchants*

INFORMATION SOLUTIONS, INC,

Instructions for Establishing Alert Services for Monitoring your Credit
Offered through Merchants Information Solutions, Inc.

For your protection, you are required to authenticate your identity before we can activate
your eredit monitoring sexrvice by providing Merchants Information Solutions with personal
information and answering questions derived from your credit file. This is an important step in protecting
your identity so please do this as soon as possible.

To complete the authentication process and view your credit report, please follow these easy steps:

1. Visit hitps://mec.merchentsinfo.com.
2. Enter this access code provided in the field labeled “Promo Code”. CCX555

3. Follow the instructions on each page to complete your enrollment and online authentication.

Please Note: You, will see this text box when you
ATTENTION - Promotions| Code users. move 10 the enrollment and payment page. This
YOU WILL NOT BE CHARGED EOR THIS SERVICE. is a reminder that you will need to enter fake
credit card information in the credit card field so
You will be asked to select any zero dotlar payment option 11 can move fo in the process. You will
and provide credlit card information. Provide the following yo be chareed fom ervic ep
inforrration In place of your personal credit card data. 0ot Marg; semce.
1. Select VISA or Mastercard, In order to authenticate your identity, the
2. Enter any 16 digit number such as "1113222233334444". system may ask you to provide information that
3. Select any expiration date In the future. is already contained in your credit file. This is to

assure that you are the rightful owner of the information. You will need to answer several multiple choice
questions that ask you to identify such items as:

Mortgage - payment amount, name of Jender

Auto and/or Student loans - payment arount, name of lender
Other credit accounts :

Previous addresses

Current and previous employer

Driver's license information

Vehicle information

e & o @ o ¢ ©

These are examples and each person may be asked different questions. You roust provide e certain
number of correct answers in order to receive your credit report and activate your daily credit monitoring.
For security reasons, this is a timed process. Please have as much information as possible
available hefore proceeding,

If you have any questions regarding your-credit monitoring services or you encounter a problem while
enrolling you may call Merchants Information Sclutions at 1-800-505-5440 and a representative will be
happy to assist you.

Merchants Information Solutions has been helping consumers “get smart” abour credit for quer 95 years. Since 1042, Merchants
has helped thousands of persons protect their credit, and provides rertified Identity Theft Recovery professionals to manoga the
problem of identity theft, should fraud occur.

MIS-Nateo IRP

11
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March 12, 2007

oess Y

In keeping with our dedication to consumer protection, this letter is to inform you that your personal
information may have been accessed without proper authorization. Credit Communications Inc, a credit
reporiing agency, learned that a branch office of one of our clients, ComUnity Lending in Sacramento,
California, had certain consumer information accessed without proper authorization on approximately
February 14, 2007. The consumer information consists of information typically found in a consumer
report. Such information includes your name and address, and one or more of the following: Social
Security number, date of birth, or account numbers. Credit Communications Inc. is actively working with
ComUnity Lending and law enforcement officials to investigate this matter.

Credit Communications Inc. js providing the following information to help protect you from. potential
misuse of your information, including identity theft.

We recommend contacting the nationwide credit reporting agencics listed below as soon as possible to:

#  Add a security alert statement to your credit file at all three national ¢redit reporting agencies:
Equifax, TransUnion and Experian. You only need (o contact one of the three agencies listed
below; your request will be shared electronically with the other two agencies. This security alert
witl remain on your credit file for 90 days.

e Remove your pame from mailing lists of pre-approved offers of credit for approximately six
months.

e Receive a free copy of your credit report.

Equifax TransUnion Experian

P.O. Box 740256 P.O. Box 2000 P.O. Box 9554
Atlanta, GA 30374 Chester, PA 19022 Allen, TX 75013
(800) 525-6285 (800) 888-4213 (888) 397-3742

www.eguifax.com  www,transunion.com www.experian.com/consumer

We also advise being vigilant when reviewing your account statements for any unusual activity. Another
way to protect your identity from any misuse is to review yout credit repor frequently to ensure that all
information is accurate. To assist you with protecting your personal information, Credit Communications
Inc. will provide you with one free year of credit monitoring services through Merchants Information
Solutions. To take advantage of this offer, please review the attached frstructions for Establishing Alert
Services for Monitoring your Credit. This document provides a complete description of how to register
online and contact information for any assistance you may need when enrolling in this free service.

In addition, should you find your identity has been misused, the professional Identity Recovery
Specialists at Merchants Information Solutions will work with you to recover your good name. This
benefit 15 also available (0 you for one full year. Please be sure to contact Merchant's Information
Solutions if you see any fraudulent activity.
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The Federal Trade Commission (“FTC") offers consumer assistance and educational materials relating to
identity theft and privacy issues. The FTC can be contacicd either by visiting www . consumer, gov/idtheft
or by calling (877) 4384338,

Credit Communications Inc. hopes this information is helpful. I can be reached at (800) 954-2266 232 if
you have any questions about this information. We sincerely regret any inconvenience or concern this
incident may cause.

Sincerely,

Chris Diggins
Operations & Compliance Manager

Enc.
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Merchants*

INFORMATION SOLUTIONS, INC.,

Instructions for Establishing Alert Services for Monitoring your Credit
Offered through Merchants Information Solutions, Inc.

For your protection, you are required to authenticate your identity before we can activate
your credit monitoring service by providing Merchants Information Solutions with personal
information and answering questions derived from your credit file. This is an iraportant step in protecting
vour identity so please do this as soon as possible.

To complete the authentication process and view your credit report, please follow these easy steps:

1. Visit https://mec. merchantsinfo.com.
2. Enter this access code provided in the field labeled “Promo Code™. CCXSAR5

3. Follow the instructions on gach page to complete your enroliment and online authentication.

Please Note: You will see this text box when you

ATTENTION - Promational Code users. move to the enrollment and payment page. This

YOU WILL NOT BE CHARGED FOR THIS SERVICE. is a reminder that you will need to enter fake
credit card information. in the credit card field so

You will be asked to select any zero dollar paymant option 'ou can move forward in the process. You will

and provide credit card informatlon. Provide the following leI be chareed fér the servicep Yo

information In place of your personal credit card data, harg ’ :

L. Select VISA or Mastercard, In order to authenticate your identity, the

2. Enter any 16 digit number such 83 "1111222233334444", system may ask you to provide information that

3. Select any expiration date In the future,

is already contained in your credit file. This is to
assure that you are the rightful owner of the information. You will need to answer several multiple choice
questions that ask you 1o identify such. jitems as:

" Mortgage - payment amount, name of lender
Auto and/or Student loans - payment amount, name of lender
Other credit accounts
Previous addresses
Current and previous employer
Drivet's license information
Vehicle information

® @ @ & e

® @

These are examples and cach person may be asked different questions. You must provide a certain
number of correct answers if. order to receive your credit report and activate your daily credit monitoring.
For security rcasons, this is a timed process. Please have as much information as pussible
available before proceeding.

If you have any questions regarding your credit monitoring services or you encounter a problem while
enrolling you may call Merchants Information Solutions at 1-800-505-5440 and a representative will be
happy to assist vou.

Merehants Information Solutions has been hélping consumers “ger smart™ about credit for over 68 years. Sinne 1912, Merchants
has helped thousands of persons protact their eredit, and prouvides certified Identity Theft Recovery professionals to manage the
problem of identiry theft, should fraud occur.

MI1§-Nateo IRP
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March 12, 2007

Dear SN

In keeping with our dedication to consumer protection, this letter is to inform you that your personal
information may have been accessed without proper authorization, Credit Communications Inc, a credit
reporting agency, learned that a branch office of one of our clients, ComUnity Lending in Sacramento,
California, had certain consumer information accessed without proper authorization on approximately
February 14, 2007. The consumer information consists of information typically found in a consumer
teport. Such information includes your name and address, and one or more of the following: Social
Security number, date of birth, or account numbers, Credit Communications Inc. is actively working with
ComUnity Lending and law enforcement officials to investigate this matter.

Credit Communications Inc. is providing the following information to help protect you from potential
misusc of your information, including identity theft.

We recommend contacting the nationwide credit reporting agencies listed below as soon as possible to:

°  Add a security alert statement to your credit file at all thres national credit reporting agencies:
Equifax, TransUnion and Experian. You only need to contact one of the three agencies Jisted
below; your request will be shared electronically with the other two agencies. This security alert
will remain on your credit file for 90 days.

e Remove your name from mailing lists of pre-approved offers of credit for approximatcly six
months.

e Receive a free copy of your credit report.

Equifax TransUnion Experian

P.O. Box 740256  P.O. Box 2000 - P.0. Box 9554
Atianta, GA 30374 Chester, PA 19022 Allen, TX 75013
(800) 525-6285 (800) 888-4213 (888) 397-3742

www.equifax.com  www.transunion.com www.experian.com/consumer

We also advise being vigilant when reviewing your account statements for any unusual activity. Another
way to protect your identity from any misuse is to review your credit report frequently to ensure that all
information is accurate. To assist you with protecting your personal information, Credit Communications
Inc. will provide you with one free year of credit monitoring services through Merchants Information
Solutions. To take advantage of this offer, please review the attached Instrucrions for Establishing Alert
Services for Monitoring your Credit. This document provides a complete description of how to register
onling and contact information for any assistance you may need when enrolling in this free service.

In addition, should you find your identity has been misused, the professional Identity Recovery
Specialists at Merchants Information Solutions will work with you to recover your good name. This
benefit is also available o you for one full year. Please be sure to contact Merchant’s Information
Selutions if you see any fraudulent activity.
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The Federal Trade Commission (“FTC') offers consumer assistance and educational materials relating to
identity theft and privacy issues. The FTC:can be contacted either by visiting www . consumer.gov/idtheft
orby calling (877) 438-4338.

Credit Communications Inc. hopes this information is helpful. I can be reached at (800) 954-2266 x232 if
you have any questions about this information. We sincerely regret any inconvenience or concern this
incident may cause.

Sincerely,

Chris Diggins
Operations & Compliance Manager

Enc.’

PAGE
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| Merchants®

INFORMATION SOLUTIONS, INC.

Instructions for Establishing Alert Services for Menitoring your Credit
Offered through Merchants Information Solutions, Inc.

For your protection, you are required to authenticate your identity before we can activate
your credit monitoring service by providing Merchants Information Solutions with personal
information and answering questions derived from your credit file. This is an important step in protecting
your identity so please do this as soon as possible.

To complete the authentication process and view your credit report, please follow these easy steps:

1. Visit https://mec.merghantsinfo.com.
2. Enter this access code provided in the field labeled “Promo Code”, CCXAA5

3. Follow the instructions on each page to complete your enrollment and online authentication.

Please Note: You will see this text box whep you

ATTENTION - Promotional Code users. move to the enrollment and payment page. This

YOU WILL NOT BE CHARGED FOR THIS SERVICE. iss rexmndgr that you will need to enter fake
credit card information in the credit card field so

You will be asked to select any zero dollar payment option you can move forward in the process. You will

and provide credlt card information. Provide the following be charged for the service

Information in place of your personal credit card data, notk BIECC foT the s ce.

1. Select VISA of Mastercard. In order to authenticate vour identity, the

2. Bnter any 16 digit number such as "1111222233334444", system may ask you to provide information that

3. Select any explration date in the future. {s already contained in your credit file, ‘This is to

assure that you are the rightful owner of the information. You will need to answer several multiple choice
questions that ask you to identify such items as:

Mortgage - payment amount, name of lender

Auto and/or Student loans - payment amount, name of lender
Other credit accounts

Previous addresses

Current and previous employer

Driver's license information

Vehicle information

e © @2 e 5 @ @

These are examples and each person may be asked different questions. You must provide a certain
number of correct answers in order o receive your credit report and activate your daily credit monitoring.
For security reasons, this is a tiwed process. Please bave ias much information as possible
available before procceding.

I you have any questions regarding your credit monitoring services or you encounter a problem while
enrolling you may eall Merchants Information Solutions at 1-800-505-5440 and a representative will be
happy to assist you.

Merchants Information Solutions has heen helping consumers “get smart” about credit for over o5 years. Since 1912, Merchants
has helped thousands of persons protect their credit, and provides certified Identity Theft Racovery profrssionals to manage the
problern of identity theft, should fraud occur.

MI1S-Natco IRP
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March 12,2007

Dear SNy

In keeping with our dedication to consumer protection, this letter is to inform: you that your personal
information may have been accessed without proper authorization. Credit Communications Inc, a credit
reporting agency, learned that a branch office of one of our clients, ComUnity Lending in Sacramento,
California, had certain consumer information accessed without proper authorization on approximately
February 14, 2007. The consumer information consists of information typically found in a consumer
report. Such information includes your name and address, and one or more of the following: Social
Séi:urity nurnber, date of birth, or account numbers. Credit Communications Inc. is actively working with
ComUnity Lending and law enforcement officials to investigate this matter.

Credit Communications [nc. is providing the following information to help protect you from potential
misuse of your information, including identity theft.

We recommend congacting the nationwide credit reporting agencies listed below as soon as possible to:

e Add a security alert statement to your credit file at al) three national credit reporting agencies:
Equifax, TransUnion. and Experian. You only need to contact onc of the three agencies lisied
below; your request will be shared electronically with the other two agencies. This security alert
will remain on your credit file for 80 days. '

s Remove your name from mailing lists of pre-approved offers of credit for approximatcly six
months.

o Receive a free copy of your credit report.

Equifax TransUnion Experian

P.O. Box 740256  P.O. Box 2000 P.O. Box 9554
Atlanta, GA 30374 Chester, PA 19022 Allen, TX 75013
(800) 525-6285 (800) 888-42)3 (888) 397-3742

www.equifax.com  Www.ITransunion.com www.experian.com/consumer

We also advise being vigilant when reviewing your account statements for any unusual activity, Another
way to protect your identity from any misuse is to review your credit repott frequently to ensure that all
information is accurate. To assist you with protecting your petsonal information. Credit Communications
Inc. will provide you with one free year of credit monitoring services through Merchants Information
Solutions. To take advantage of this offer, please review the attached Instrucrions for Establishing Alert
Services for Monitoring your Credit. This document provides a complete description of how to register
online and contact information for any assistance you may need when enrolling in this free service.

In addition, should you find your identity has been misused, the professional Identity Recovery
Specialists at Merchants Information Solutions will work with you to recover your good name. This
benefit is also availabie to you for one full year. Please be sure to contact Merchant's Information
Solutions if you see any fraudulent activity.
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The Federal Trade Commission (“FTC") offers consumer assistance and cducational materials relating to
identity theft and privacy issues. The FTC can be contacted either by visiting www.consumer . pov/idtheft
or by calling (877) 438-4338.

Credit Communications Inc. hopes this information is helpful. 1 can be reached at (800) 954-2266 x232 if
* you have any questions about this information. We sincerely regret any inconvenience or concern this
incident may cause.

Sincerely,

Chrig Diggins
Operations & Compliance Manager

Enc.
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Merchants”

INFORMATION SOLUTIONG. INC.

Instructions for Establishing Alert Services for Monitoring your Credit
Offered through Merchants Information Solutions, Inc.

For your protection, you are required to authenticate your identity before we can activate
your credit monitoring service by providing Merchants Information Solutions with personal
information and answering questions derived from your credit file. This is an important step in protecting
your identity so please do this as soon as possible.

To complete the authentication process and view your credit report, please follow these easy steps:

1. Visit https://mcc.mexchantsinfo.com.
2. Enter this access code provided in the field labeled “Promo Code”. CCX555

3. Follow the instructions on each page to complete your enrollment and online authentication.

Please Nofeg: You will sce this text box when you.
ATTENTION - Prometlonal Code users, move to the enrollment and paymem page. This
YOUWILL NOT BE CHARGED FOR THIS SERVICE. is a reminder that you will need to enter fake
credit card information in the credit card field so
You will be asked to SE'ecft any zero dolfar payment optlon you can move forward in the process. You will
and provide credlt card Information. Provide the following . , Y3 :
information In place of your personal credit card data. not be chargcd for the service.
1. Select VISA or Mastercard. In. order to authenticate your identity, the
2. Bnter any 16 d'glt number such as "1111222233334444", Sygtem may ask you to prmde i_n‘form‘aﬁon that
3. Select any expiration date in the future. is already contained in your credit file. This isto

assure that you are the rightful owner of the information. You will need to answer several multiple choice
questions that ask you to identify such items as:

e Mortgage - payment amount, name of Jender
Auto and/or Student Joans - payment amount, name of Jender
Other credit accounts ‘
Previous addresses

¢ Current and previous employer

®  Driver's licenge information

»  Vehicle information

These are examples and each person may be asked different questions. You must provide a certain
number of correct answers in order to receive your credit report and activate your daily credit monitoring.
For security reasons, this is a imed process. Please have as much information as possible
available before proceeding. :

If you have any questions regarding your credit monitoring services or you encounter a problem while
enrolling you may call Merchants Information Solutions at 1-800-505-5440 and a representative will be
happy to assist you.

Merchants I'nformation Solutions has been helping consumers “get smart' about credit for over 95 years. Sinee 1912, Merchants
has helped thousands of persons prorect their credir, and proides certified Tdontity Theft Recovery professiorals to maonage the
problem of identity theft, should frand eccur.

MIS-Nateo IRP





