MAR-3p-2807 12:05 ULSTER GREEN ARC 845 331 4531 P.21

" Ulster-Greene ARC
Xt At Laurie A, Kelley
LR Executive Director
'kt wy X 471 Albany Avenue
K Kingston, New York 12401
ULSTERAGREENE (9451 3314300 Ext, 287
GLIE  Fax No. (845) 331-4931

FAX COVER SHEET

TO: CPB - Security Breach Notification

FROM: Laurie A. Kelley, Executive Director - Ulster-Grcgne ARC

DATE: 3/30/07

RE: Attached Reporting Form from Ulster-Greene ARC for Identify Theft

NUMBER OF PAGES (Including Cover Page): 2

___ Please acknowledge receipt of this fax; call (845) 331-4300 extension
287 or 212. ‘

“Notice of Privilege and Confidentiality: The informarion contained in this facsimile is privileged and
¢onfidential intended solely for the addressee. If the reader of this message is not the intended recipient, you
are hereby notified that any dissemination, distribution, or reproduction of this facsimile is strictly
prohibited. If you have received this facsimile in error, please contact Ulster-Greene ARC at the number
above and delete and destroy the original facsimile and all copies, Thank you."
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Reporting Form
For Business, Individual or NY State Entity reporting a
“Breach of the Security of the System”
Pursuant to the Information Security Breach
and Notification Act (General Business Law §889-aa;
State Technology Law §208)

Name of Business, Individual or State Entity: Ulster-Greene ARC
Date of Discovery of Breach: 3/19/07

Estimated Number of Affected Individuals: 708

Date of Notification to Affected Individuals:  4/2/07

Manner of Notification: [ X ] written notice

[ ]electronic notice (email)
[ ] telephone notice

Are you requesting substitute notice?: [ ]Yes [X]No (If yes, attach justification)

Content of Notification to Affected Individuals: Describe what happened in general
terms and what kind of information was involved. Please attach copy of Notice.

On 3/19/07, Investigator Tim Ortwein from the Loudoun County Sheniff’s Office in Leesburg,
Virginia called Ulster-Greene ARC, and informed Mark Vanyo that in the course of an
identity theft investigation he had acquired a list of names together with personal information.
Inv. Ortwein reported contacting one of the persons on the list who stated they worked or had
worked at UGARC. Inv. Ortwein provided the list to Mr. Vanyo who confirmed all the
individuals on the list either were current or former employees. Preliminary internal research
suggests that the breach may have occurred as a result of a routine electronic transmission of
employee information in July of 2002 between UGARC and its insurance broker, Marsh
Mercer. However, this is not conclusive,

Name of Business or Individual Contact Person:  Mark Vanyo

Title: Director of Human Resources
Telephone number: (845)331-4300, extension 248
Email: markv(@uarc.org
Dated: 3/30/07
Submitted by: Laurie Kelley
Title: Executive Director
Address: 471 Albany Avenue
Kingston, NY 12401
Email: lauriek@uarc.org

Telephone:  (845) 331-4300, extension 287 Fax: (845) 340-0463
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