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1001 Pennsylvania Avenue, NW
SuiIe 400 South
WashinglOn DC 20004-2533
Telephone 202,4166800
FilX 202,416,6899

P.01

NEW YORK
LOSANGEi.ES
BOSTON
BOCA IUTON
NEWARK
NEW ORLEANS
PARIS

Date January 19, 2007

TMaI PBge9 (Including Cover)

Client-Matter 73176·003

5

From

Sender'$ VO;C& Number

Sencler's Email Address

Timothy P. Tobin

202.416,6870

ttobin@proskauer.com

S*nder's Room Number DC

Main Fax Numb*r 202.4166899

To; CSCIC

Company:

To: CPB

Company:

To: Attomey General, Asst AG in Charge

Company: Bill'. ofCons. Frauds

On behalf of John Walsh at Towers Pel:"rin.

Fax No.: (518) 474-9090

Voice No.:

Fax No.: (518) 474-2474

VoleeNo.:

Fax No.: (212) 416·6003

Vo,iceNo.:

This filing replaces our previously submitted form (also 1/19/07). Please note correction under
"Date of Discovery." Towe..s Perrin notified Diocese of Brooklyn 12/15/Q2. not 12115107.
Thank you for your attention to this matter.

Cotlndeotialfty Note; This message 18 confidential aM intended onlyfof the use of thi! cH:ldressee(6) named st>ove. It may contain
legally privileged material. Oil>tillminetion. distribl,ltion Qf copyIng of Ihls mes$&go, othliJr than by such addrell6ee(6}, 15 l'Itrlctly
prohibited, If you have rlleslved thie message in error, pleiill!l immediately notify us by telephone (Inc; return the original to uS at the
address above, We wllll'$imbUf6e you for the cost or tha telephone calland postage, Thank you,
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Reporting Form
For Business, Individual or NY State Entity reporting a

UBreach of the Security of the SystemlJ

Pursuantto the Information Security Breach
and Notification Act (General Business Law § 889-aa:

State Technology law § 208)

Name of Businass, Individual or State Entity

Date of Discovery of Breach:

Estimated Number of Affected Individuals:
Date of Notification to Affected Individuals:
Manner of Notification: [ X ] written notice

[ ] electronic notice (email)
[ 1telephone notice

Are you requesting substitute notice? [ JYes [ X J No (if yes, attach justification)

Content of Notification to Affected Individuals: Describe what happened in general terms and what
kind of information was involved. Please attach copy of Notice

On December 1,2006, a Diocese of Brooklyn vendor, Towers Perrin, learned that laptops containing
person~1 information belonging to its clients had been stolen from its offices. One of the laptops
contained personal information, including names and social securi~ numbers of Diocesaof Brooklyn
employees and former emp,lo,Yees. The laptop was not encrypted, but the laptop and the email
program were separately password protected. We have no information indicating that personal data
has been misused. Towers Perrin reported the theft to the New York City Police Department (Mid­
Town South Precinct) on December 7.2006. The police report number is 2006-014-17855.
Subsequently. the District Attorney's Office for the County of New York requested that notification to
affected individuals be dela~ed until Janua.ty 5.. 2007. Attached is a. cOJ!~of the notice to affected
individuals.

Name of Business or Individual Contact Person:

Title:
Telephone number:
Email:

John Walsh, of Towers Perrin.. on behalf of
Diocese of Brooklyn
Chief Information Security Officer
215-246-7654
iohn.walsh@towersoerrin.com

Dated:
Submitted by:
Title:

Address:

Email:
Telephone:
Fax:

1119/07
John Walsh, CISM of Towers Perrin, on behalf of Diocese of Brooklyn
Chief Information Security Officer
Towers Perrin
1500 Market Street
Philadelphia, PA 19102
Lohn.walsh@towersperrin.com
215-246-7654
215-246-4483
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PLEASE SUBMIT THIS FORM TO ALL THREE (3) STATE AGENCIES as follows:

f.!.! this form to the Office of Cyber Security & Critical Infrastructure Coordination (CSCIC) &
Consumer Protection Board (CPS):

CSCIC;
Security Breach Notification­
fax; 516-474-9090

and also Fax 8& Mall this form to

Attorney General:
Asst AG in Charge
Bur. of Cons. Frauds
120 Broadway - 3,d Floor
New York. NY 10271
Fax No: 212-416-6003

CPS:
Security Breach Notification­
fax: 518·474·2474
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January, 2007

RE: IMPORTANT NOTICE

Dear

We are writing to let you know that we reGently learned that laptops containing
Information about you were stolen from Towers Perrin, a company that provides
management consulting services to the RoMan Catholic Diocese of Brooklyn
Pension Plan. To perform its services, Towers Perrin had access to some of your
personal information, including your name and Social Security number l which was on
the stolen laptops. Towers Perrin promptly reported the theft to law enforcement, which
SUbsequently requested that we delay this notification until January 2007 to avoid any
possible impediment to their investigation.

We deeply regret Ihat this situation occurred and are keenly aware of how important
your personal information is to you. Towers Perrin has indicated that there is no reason
to believe that this information has been misused. Even so, we want to inform you of the
situation and suggest some steps you can take to protect yourself from identity theft now
and in the future.

Precautions You Can Take

Although we have no knowledge of any misuse of your information, we have arranged
for you to enl'o8l, at your option, in the Equlfsx Credit Watch"'" Gold With
3·in..1 credit monitoring product at no cost to you for one year. The product will
provide you with an early warning system for changes to your credit file and help you to
understand the content of your credit file at the three credit reporting agencies.

10 Elnroll in this product, go to Equifax's website at www.myservices.equifax.comltriand
complete the enrollmentprocBss. During the "check 01,.11" process, provide the following
promotional code: "CODE.. in the "Enter Promotion Code" box. Alternately, you may
enroll in the u.s. Mail version of the product by completing and sending the enclosed
form by mail or via fax to Equifax at the phone number or address shown on the form.

Once you have enrOlled, the Equifax Credit Watch YM Gold with 3-in-1 credit monitoring
product will provide you with several valuable services including:

II Credit file monitoring of your Equifax, Experian, and TransUnion credit reports;




