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Telephone 202.416,8600 NEW ORLEANS

PROSKAUER ROSE LLP Fax 202 41,6699 PARIS

Date March 7, 2007 Client-Matter  73776-003

Total Pages (Including Cover) 5

From Timothy P. Tobin

Sender's Voice Number 202.416.6870 Sender's Room Number DC

Sender's Email Address ttobin@proskauer.com Main Fax Number  202.416.6899

To: CSCIC Fax No.: (518)474-9050

Company: VYoice No.:

To: CPR Fax No.: (518) 474-2474

Company: ’ Volce No.:

To: Attorney General, Asst, AG in Charge Fax No.: (212) 416-6003

Company:  Bur. of Cons. Frauds Volce No.:

Message »

On behalf of John Walsh at Towers Perrin.

Confldentiailty Note: This message is confidential and intended only for the use of the addressee(s) named above. It may conlain
legally privileged materlal. Dissemination, distribulion or copylng of this mesaags, other than by such addressee(s), is sirlctly
prohibited. If you have received this message in error, please iImmadiately notify us by telephone and return the original to us at the
address above. We will reimburse you for the cost of the telephone call and postaga. Thank you.
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Reporting Form
Yor Business, Individual or NY State Entity reporting a
“Breach of the Security of the System”
Pursuant to the Information Security Breach
and Notification Act (General Business Law § 889-aa;
State Technology Law § 208)

horewood
grewood vendor, Towers Perrin, discovered

breach at Towers Perrin's office on 12/1/06; Towers
Perrin learned weeks later that the breach involved

rsonal data relating to Shorewood and notified
ghorewood’s parent, International Paper on 01/17/07
Estimated Number of Affected Individuals: Approeximately three New_York residents
Date of Notification to Affected Individuals: Began mailing on February 20, 2007
Mapmer of Notification: [ X ] written notice

[ ] electronic notice (email)

[ ] telephone notice

Name of Business, Individual or State Entity
Date of Discovery of Breach:

2l

Are you requesting substitute notice? [ ] Yes [ X ) No (if yes, attach justification)

Content of Notification to Affected Individuals: Descnibe what happened in general terms and what
kind of information was involved. Please attach copy of Notice.

On December 1, 2006, Towers Perrin, 8 Shorewood vendor, learned that laptops containing personal
information belonging to its clients had been stolen from Towers Perrin's offices. Towers Perrin later
determined that one of the laptops contained personal information, including names and social

security numbers of Shorewood employees and foryuer emplovees. The laptop was not encrypted, but
the laptop and the email program were separately password protected, We have no information
indicating that personal data has been misused. Towers Perrin reparted the theft to the New York City

Police D ment (Mid-Town South Precinct) on December 7, 2006, lice report number is
2006-014-17855. Subsequently, the District Attorney's Office for the County of New Yotk requested

that notification to affected individuals be delayed until January 5, 2007, Attached is a copy of the
notice to affected jndividuals.

Name of Business or Individual Contact Person: John Walsh, of Towers Perrin, on
behalf of Shorewood
Title: Chief Information Security Officer
Telephone number: 215-246-7654
Email: john.walsh(@{gwersperrin.com
Dated: 3/7/07
Submitted by:  Jghn Walsh, CISM of Towers Perrin, on behalf of Sherewood
Title: Chief Information Security Officer
Towers Perrin
Address: 1500 Market Street
Philadelphia, PA 19102
Email: john.walsh@towersperrin.com

Telephone: 215-246-7654
Fax: 215-246-4463
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PLEASE SUBMIT THIS FORM TO ALL THREE (3) STATE AGENCIES as follows:

Fay this form to the Office of Cyber Security & Critical Infrastructure Coordination (CSCIC) &
Consumer Protection Board (CPB):

CSCIC: CPB:
Security Breach Notification- Security Breach Notification-
fax: 518-474-9090 fax: 518-474-2474

and also Fax & Mail this form to

Attorney General:

Asst. AG in Charge

Bur. of Cons. Frauds

120 Broadway — 3™ Floor
New York, NY 10271
Fax No: 212-416-6003
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February 2007

RE: IMPORTANT NOTICE
Dear

Towers Perrin provides management consulting services to Shorewood, In some cases, (o
perform our sefvices, we have access to some of your personal information. On December 1,
2008, we leamed that laptops later determined to contain information about you, including your
name and Social Security number, had been siolen from Towers Pearrin's offices. We deeply
regret that this situation occurred and are keenly aware of how important your personal
information is to you. We have no reason to believe that your information has besn misused.
Even so, we want o inform you of the situation and suggest some steps you can take to protect
yourself from identity theft now and in the future. We also prompily reported the theft to law
enforcement authorities, who subsequently requested that we delay notification for a period of
time to avoid any possible impediment to their investigation.

We take seriously our commitment to safeguarding confidential informatlon enirusted to us by our

clients, like your personal Information. All of our laptops and email accounts are password-

protecied, and somae files are password-protected as well. You may rest assured that we are

carefully reviewing this incldent and are working with Shorewood to take whatever measures afe

necessary to ensure that it does not happen again. Becauss of ihls incident, we have

accelerated a project we already had underway 1o encrypt all our Japtops by the end of January

2007. in addition, we have engaged an information security consulting firm 1o review our policies {
and procedures in the contaxt of this Incident to help us assess our areas of vulnerability, target
areas for improvement and implement nacessary changes.

Precautions You Can Take

Although we have no knowledge of any misuse of your information, we have arranged for you
to enroll, at your option, in the Equifex Credit Watch™ Gold with 3-in-1 Monitoring product
at no cost to you for one year. The product will provide you with an early waming system for
changes to your credit file and help you to undersiand the content of your credit file at the three
credit reporting agencies. To enroll in this product, go to Equifax's website at

www.myservices equifax.comAr and complete the enroliment process. During the “check out’
process, provide the following promotional code: «CODE» in the "Enter Promotlon Code” box.
(Case sensitive, include the dash, no spaces before or after the code.) Afier entering your cods,
press the “Apply Code” button and then the “Submit Order” butlon at the bottom of the page. This
code eliminates the need to provide a credit card number for payment. Alternately, you may
enroll in the U.S, Mall version of the product by completing and sending the enclosed form by
mail or via fax to Equifax at the phone number or address shown on the form.

One Stamford Plaza, 263 Tresser Bouleverd, Stamford, €T 06901-3226 tal 203.326-5400
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Please note: The code is unigue for your use and should not be shared. It can only be
used by one person and then becomes invalld for further use. You are regponsible for

anroliing. Nelther Towers Perrin nor Shorewood can do so for you., Once you have

phrolied, the Equifax Credit Watch™ Gold with 3-in-1 Monitoring product will provide you with
soveral valuable services including:

& Cradit file monitoring of your Equifax, Experian, and TransUnion credit reports;

B Automatic notification of key changes to your credit files from any of the three agencies;

® Froa 3-In-1 Credit Report and unlimited copies of your Equifax Credit Report™,;

® For those residing outside New York, $20,000 in identity thefi protection with $0 deduclible
(subjeci to the terms, limitations and exclusions of the poliey)'; and

B 24 by 7 live agent customer service 1o asslgl you in understanding the content of your Equifax
credit Information, to provide personalized identity thelt viclim assistance and to help you
initiate an investigation of inaccurate information.

You may also want o consider placing an initial fraud alert on your cradit file, which stays on your
credit report for 80 days. You can do so by contacting one of the three credit reporting agencies
listed below. A fraud alert tells creditors to contact you bafore they open any new accounts or
change your existing accounts. As soon ag one credit reporting company confirms your fraud
alert, the others are notified to place a similar alert, When you place this aleft on your credit
repont, you will receive information about ordering one free credit report from each of the credit
bureaus.

® Equifax: 877-478-7625 www.equifax.com, PO Box 740241, Atianta GA 30374-0241

B Experian: 888-307-3742 www.experian.com; PO Box 9532, Allen TX 75013

& TransUnion. 800-680-7289 www transunion.com; Fraud Viclim Assistance Divislon, PO Box
8790, Fullerton CA 92834-8790

Once you receive your rneporis, we urge you to review them carefully for inquities from companies
you did not contact, accounts you did not open, and debts on your accounts that you cannot
explain. Verify the accuracy of your Social Security number, address(es), complete hame and
employer(s). Nolify the credit bureaus if any information js incorrect. You shouid also be similarly
vigilant In monlitoring any consumer accounts you have for suspiclous activity. Be sure to report
suspected identity thefi to the credit bureaus, to the company maintaining any compromised
account and to the proper authorities, To leam more about how to protect yoursself from identity
theft, please visit www.consumer.gov/idtheft, call the Federal Trade Commission hotline phons
number. 1-877-IDTHEFT (438-4338) or contact the credit bureaus at the numbers above,

If someone calls or writes to you with a request to confirm any sensitive personal information,
such as your Soclal Securnty numbar, or to provide your cradit card number to obtain credit
monitoring, such request is not from Towers Perrin or your employer or former employer. You
should not provide any such information.

Again, wa apologize for any inconvenience or concerns this incident may cause. We are
commitied to assisting you in protecting yourself. If you have any questions or need additional
information, you may conlact our information hotlline at 800-788-2795,

Sincersly,

A a5,

John P, Walsh, Jr. CISM :
Towers Perrin — Chief Information Security Officer

" identity FraudExpense Relmburgemant Magtar Policy underwrittan by Travelérs Casualty and Surety Campany of Amarica and
its property casualty affiiiates, Hartord, CT 06183. Coverage lor all claims or losses depends on actual pollcy provistons.
Avaliability of coverage can depend on our undarwriting qualificalions and stale regulations, Coverage nol available for
residents of New York, Equifax's credit monitoring producis ars protected by US Patent 7,208,052
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