APR-B6-2B87 15:18 From: To: 4915184742474 Pagse:1-13

¥ LexisNexis

Fax Ciover Sheet

DATE: April 6, 2007 TIME:  1:09:54 PM

TO: New York State Consumer Protection Board
Security Breach Notification

PHONE:

FAX: (518) 474-2474

FROM: Linda Clark PHONE: 561-999-3963
FAX: 561-981-0869 |

Number of pages including cover sheet: |3

Message

Please see attached.

Confidential Notice: The documcents accompanying this facsimile trunymission contain information (hat 1y
legally privileged, constitnte inside information under securitics laws or are otherwise privileged and
protected from unauvthorized digclosure. If you have received this document in error, you are hereby
requested to contact the sender immediately by teleplione or otherwise 2o that we can arrange for the return
of these documents. 1f you receive this telecupy in error, you are hereby notified that any disclosure, copying
distribution ot the taking of'any action in reliance on Lhe vontents hereof is strictly proliibited.

Confidential



assistance tree ot charge should there be any indication of misuse ot personal information relating
to the individual. '

6601 Park of Commerce Blvd ¢ Boca Raton, FL 33487
561-999-3963 Phone @ 561-981-086Y Fax
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Our investigation following each incident was conducted in cooperation with the affected
customer and law enforcement, where appropriate.

Please do not hesitate to contact me at (561) 999-3963 if you have questions or concerns.

Very Truly Yours,

. %J&*

Linda K. Clark

Enclosures (Reporting Form and Attachment, Form Nolices)
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Reporting Form

for Business, Individual or NY State Entity reporting a
“Breach of the Security of the System”

Pursuant to the Information Security Breach

And Notification Act (General Business Law §208)

Name of Business, tndividual or State Entity

Date of Discovery of Breach:
Estimated Number of Affected Individuals:
Date of Natification to Affected Individuals:

Manner of Natification:

LexisNexis Risk & Information
Analytics-Group Inc.

Pase:4-13

Please see attached.

Please see attached.

Please see attached.

written notice
electronic notice (email)
telephone notice

Are you requesting substitute notice? | ‘]Yes [ X ]No (if yes, attach

justification)

Content of Notification to Affected Individuals: describe what happened in general teyms
and what kind of information was involved. Please attach copy of Notice.

Please see attached.

Name of Business or Individual Contact Person:

Linda Clark

Corporate Counsel

561-999-3963

Linda.Clark@L exisNexis.com

Title:

Telephone number:

Email:

Dated: April 6, 2007
Submitted by:  Linda Clark ‘
Title: Corporate Counscl
Address:

Email;

6601 Park of Commerce Blvd., Boca Raton, FL. 33487

Lindh.Clark@Lexi.s‘Ncxis.com

Telephone: _561-999-3963

561-981-0869
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Incident

Date of Discovery
of Breach

EQtimatcd Nu rhber
of Affected
Individuals

Date of
Notification to
Affected
Individuals

First

February 8, 2007

1

March 27, 2007

Second

February 27, 2007

T

March 26, 2007

Page:5-13
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Sample Notification Letter for First Incident

| exisNexis- | y

March 27, 2007

TT00013436

A. . Anyname

1234 Any Strect
Anytown US 06789-1234

Dear A. B. Anynaine:

T am writing to you on behalf of LexisNexiy, and our affiliated company, Scisint, because we belicve that a
customer’s D may have been nsed in an unauthorized manner that allowed some personal information about you to
he viewed. That information may have included your name, address, Social Security nusmber and/or Driver'y
License number. We understand that such unauthorized use or exposure may create a risk of identity theft and we
treat it very seriously. Although we have no evidence that your infurmation hag been misused, we are notifying you
30 that you can, if you deent appropriate, take additionul steps to protect your gersoxml information.  We deeply
regret that individuals like you, who are the primary beneficiarios of LexisNexis® products and services, may have
been affccted by this incident.

How LexisNexis Will Assivt You.

We are comnilicd to gssisting you through this unfortunate situstion and provi dmg you with the tools to correct any
problems that may arise,

To that end, we are working with Equifax®, a credit management and identity theft protection service, to hiclp you
monitor your ercdit reports for one year at no cost to you.

Equifax will help you protect your identity and your credit information through the following steps:

1. Plucing a fravd alert on your credit file at Equifax and the other two credit reporting agencics, TransUnion and
Experian; and
2. Erolling you in Equifax Credit Watch™ Gold with 3=in-1 Monitoring identity theft protection service,

These services are being provided 1o you ut no cost. This letter angd the attachment include everything vou need to

sign up for this free service,

If there is reason to believe that you have been a victim of hm\d as a result of this incident, we have arranged for you
to have accesy to the Equifax 'raud Victim Assistance Program. This program includes one-on-onc counseiing from
an Bquifax Fravd Specialist and provides you wilh:

e Fraud Lducation Providers. — o Fraud Specialist will provide you with information that will help you
prouctively protect yourself trom identity thefll and provide information to you regarding the credit
reporting agencies, such as telephone numbers, Web sites and mailing addresses; and

®  Fraud Assistance — o Fraud Specialist will provide you with a step-by-step process to reduce your exposure
to further fraud and clear up any negative credit inferences in your name by helping you write letters that
you may send to dispute fraudulent sccounts at credit bureaus and with creditors,

How to Knroll

Equifax has a simplc Internet-based verification and enrollinent process, Go to www.myserviges.equifax.com/lexis,
and follow these sieps:

o Step 1 - Consumer Information: Complete the form with your contact informution (name and address) and clicl
“Continue”, The information is provided in a secure environment.

« Sten 2 - Identity Veritication: Complete the fomy with your Social Security Number, Date of Birth and
Tciephoue Number, establish u User Name and Password, agree to the Tems of Use and click “Continuce”, The
system will present you with one or two security questions to complcte the identity verification process.
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e Step 3 - Payment Infonpation: During the “check out” process, provide the following promutional code
LEXIS2- XX XXX X XXXXXXX in the “Later Promotion Code” box (enler the code exactly as provided), This
code eliminates the need to provide u credit card number for payment,

o  Step 4 - Order Confirmation: Upon successful enrollment, you can access your 3-in-1 Credit Report by clicking
“View My Product”, You will receive a follow-up e¢-muil confirmation of your enrollment in Equifax Credit
Watch identity theft protection service.

If you prefer, you can order the enrollment materials to be deliveved via U.S. Mhail. Please call the Equifax
Customer Service Center at 1-866-572-1424, provide the promotional code from the Payment Information step
above and their Customer Service representative will assist you in ordering these services,

Additlonal Resources

In addition to the support through Equifax, you may also wish to utilizc one or more of the following resources:

»  We have created a special Web site with the infornation cuntained in this letter, plus additional information
regarding identity security. Visit the site ot http:/privacyfacts.lexisnexis.com. If you prefor o speak with
somconc at TexisNexis, you may resch us at 1-866-293-3894.

s Most states have a consumer fraud division, und you can also enlist their help. A list of state offices is avuilable
on the specinl LexisNexis Web site listed above. You may also call us at 1-R66-293-3894 to obtain this
information,

¢  For more general cducultional informatim_) on identity thefi, visit the Federal Trade Commission Web site,
www, consumer.gov/idthett, or call at 1-877-IDTHEFT (1-877-438-4338).

Why Does LexisNexis Have This Type of Information?

LexisNexis provides inlormation such as public records, publicly available information and non-public information
(such as Socia) Sceurjty numbers and Driver's License numbers) to business, government and legal professionaly for
legitimate business uses. ‘

LexisNexis only provides access to non-public information to customers with a legally permissible purpose. These
customers include law enforcement agencies, [ederal homeland security departments, prospective employers,
banking and financial services companies and insurance carriers. Examples of the ways LexisNexis products and
services are used include: : .

s Danks verifying their customer informalion for ncw accounts or loan applications;

s Insurance companies veritying their customer information to reduce applicant and claims fraud in cfforts to
keep insurance rates lower; and

¢  Teleconununications companies verifying their applicant information for instant cell phone service.

Aguin, we regret any trouble this incident may cause you, We pledge our continued commitment to reducing this
fype of incident. We will continye to work with our customers and appropripte apthurilicy to improve data
snfegnards and privacy protections. ‘

Very truly youts,

SM Mool

James M. Peck, CEO
LexisNexis® Risk & Information Analytics Group

Direct Correspondence:
T.exisNexis Regulatory Compliance
9443 Springboro Plke

Miamisburg, OH 45342

LexiaNexiy and the Xaowiedge Durst loyo are registered trademarks of Roed Elsavier Prapedies Inc., used under ficonse. Equifax is a registered trademark and
Lquifax Credit Watch ig s usdeymik uf Equitix tac. Other praducts ur services may he frsdemarks or registered audemaorks' of their respective companies,
© 2006 LexisNoxis Kisk & Tnformusin Anndyticy Gronp Ine, Al ripghts reserved.



APR-D6-2807 15:13 From: ) To: 4315184742474 Pase: 8713

'The Equifax Consumer Protection Solution

Equifax is pleased to offer you a solution that will help you protect your identity and your
credit information.

Place a Fraud Alert _
A fraud alert is a consumer statement added to your credit report. This statement alerts
creditors of passible frandulent aclivity within your report as well as requests that they
contact you prior to cstablishing any accounts in your niame. Once the fraud alert is added
to your credit report, all creditors should contact you prior to establishing any account in

~ your name. To place a fraud alert on your Equifax credit file, you may contact our auto
fraud ling at 1-877-478-7625, and follow the simple prompts. Oncce the fraud alert has
been placed with Equifax, a notification will be sent to the other two credit reporting
agencics, Experian and Trans Union, on your behalf.

Enroll in Equifax Credit Watch™ Cold with 3-in-1 Monitoring

Equitax Credit Watch will provide you with an “carly warning system” to changos Lo
your credit files and help you to understand the content of your credit files at Equifax,
Experian and Trans Union. The key features and benefits ave listed below.

Equifax Credit Watch Gold with 3-in-1 Monitoring provides you with a one-year

membership service:

o Comprehensive credit files monitoring, with daily notificalion of key changes to your
Equifax, Experian and Trans Union credit files.

o “No News” notification if no key changes occur during the month.

o One copy of your 3-in-1 Credit Reporl and unlimited capics of your Equifax Credit
Report™,

o Up to $20,000 Tdentity Kraud Expense Coverage with 30 deductible (certain
limitations and exclusions apply)¥ at no additional cost to you.

o Premium Customer Care 24 hours a day, 7 days a week to assist you in understanding -
the content of your credit information.

The accompanying letter contains the instructions for obtaining these services,

1 Idenlity Fraud Expangs Relinbursement Master Poliey undyrwrilten by Travelors Casually and Surcly Campany of America and s property
cuyuully alfiliales, Hartford, CT 06483, Coverage lor aff claiins o lussey depends on actual policy pravisions. Availubility of coverage can dépend on
our underwriting qualifications and state regqulations. Coverage is not available for residents of New York,

Equifa's crodll monitoring praducts aro protactod by US Palent 7,208,052



1 LexisNexis

9443 Sawingboio Pike
Miamisburg, OR 45342

URGENT - DO NOT DISCARD TTO0013436
IMPORTANT SECURITY INFORMATION A. B. Anyname

1254 Any Streer
Aaytown US 06789-1234
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Sample Notitication Letter for Second Incident

" LexisNexis® | o

March 26, 2007

TT00007593

A. B. Anyname

1234 Any Street
Anylown US 06789-1234

Dear A. B. Anynamc:

I am writing to you on behalf of LexisNexis, and our affiliated company, Seisint, because we believe that a Scisint
customer’s account may huve been used in an unauthorized manner that allowed some personal information about
you to be viewed. That information may have included your name, address and/or Driver's License number. We
understand that such unauthorized use or exposwre may create a risk of identity theft and we treat it very serjously.

Although we have no evidence that your jnformation has been misused, we are notifying you so that you can, if you
deem appropriate, take ndditional steps to protect your pt.rson.ll mformation. We deeply tepret that individuals like
yow, who arc the primary heneficiaries of 1. exisNexis® products and services, may have been affected by this

wcident,
Hoyw LexisNexis Will Assist You

We are committed to assisting you through this unfortunate siluglivn und providing you with the tools to- covreet any
problems that may arise,

To that end, we are working with Equifax™, u credit management and identity theft protection service, 1o help you
monitor your credit reports for one year at no cost.

Liauifax will help you protect vour identity and your credit information throngh thase steps:

1. Placing a fraud alert on your credit file af. Equifax and the other two credit reporting agencies, TransUnion and
Experian; and
2. Enrolling you in Fquifax Credit Watch™ Gold with 3-in-1 Monjtoring identity thell protection service.

These services are being provided to xgn at no gost. This lewer and the attachment include everything vou need 1o

gigh up for (hig free service,

) If there is reason to believe that you hwe been a victim of fiaud ns a resull of this incident, we have ananged for you
10 huve socess to the Bquifax Fraud Victim Assistance Program. This progratn includes one-oini-one counseling from
an Equifax Fraud Specialist and provides you with:

¢  Frand Bducation Providers — a Fraud Specialist will provide you with information that will help you
proactively protect yourself from identity theft end provide information to you regarding the credit
reporting agencies, such as telephone numbers, Web sitcs und muiling addresses; and

®  Fraud Assistunce — u Fruud Specinlist will provide you with a step-hy-step process to reduce your exposure
to further fraud and clear up any negative credit inferences in your name by helping you write lefters that
you may send to dispute fraudulent accounts at credit hureaus and with creditors.

How tp Enrnll

Equifax has o simple Internel-based verification und enrellent process. Go to www.mysepvices.equifax.com/lexis,
and follow these steps:

o Step ! - Congurner Wlormutien: Complele the furm with your contact information (name and address) and click
“Continue", The information is provided in a secure environment. -
s Step 2 - identity Yerification: Complete the form with your Social Securily Number, Date of Birth and

Telephone Number, establish a [Jser Name and Password, agree to the Terms of Use and click “Confinue”. The
systema will present you with one or two security questions lo complicte the identity verification process.
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» Step 3 - Payment Informnation: Duwring the “check out” process, provide the following promotional code
LEXISZ-X XX XXX XXX XXXX in the “Enter Promotion Code” box (enter the code exactly as provided), This
code climinates the need to provide a credit curd number for payment.

»  Step 4 - Order Conflinmution: Upon successful enrollment, you can access your 3-in-1 Credit Report by clicking
“View My Product”. You will receive a follow-up e-mail uonﬁrmauon of your ¢rroliment in Equifax Credit
Watch identity theft protection service.

If you prefer, you can order the enrollment materials 10 be delivered via U.S. Mail. Please call the Equifax
Customer Service Center at 1-866-572-1424, provide the promotional code from the Payment Information step
above and their Customer Service representative will assist you in ordering these services,

Additiona! Resources

In addition to the support through Pquifax, you may also wish to utilize one or more of the following resources:

»  We have created a special Web site with the information contained in this letter, plus additional intormation
regarding idenlity sceurity. Visit the site ot hilp//privecyfagls Jexisnexis.com. It you prefer to speak with
someone at {.exisNexis, you may reach us at [-R66-293-3894,

o Most states have a consumer frand division, and you can also enlist their help. A list of state offices is available
on the special LexigNexis Web sile listed above,  You may also call us at 1-866-293-3894 10 obtain this
information,

& For more general cducational information on dentity theft, visit the Federal Trade Commission Web site,
www, consumet.pov/idtheft, or call at 1-877-IDTHEFT (1-877-438-4338).

Why Does LexisNexis Have This Type of Infnrmation?

LexisNexis provides information such as public records, publicly available information and non-public information
(such ag Social Security numbers and Driver's License numbers) to business, government and legal professionals for
legitimate business uses.

LexisNexis only provides access to non-public information to customers with a legally perinissible purpose. These
customers include law entforcement agencios, federal homeland security departments, prospective cmployers,
banking and financial services companies and insurance carriers, Examples of the ways LexigsNexis products und
services are used include:

e DBanks veritying thejr customer information for new accounts or loan applicutions;

e Insurance companies verifying their customer information to reduce applicant and claims fruud in ¢florts to
keep insurance rates lower; and

e Telecommuaications companies verifying their applicant information for mstam cell phone service.

Apain, we regret any trouble this incident may cause you, We pledge our continued commitment to reducing Lhis
type of incident. We will continue to work with ow cusiomers und appropriate authoritigs. to. iinprove data
safeguards and privacy protections.

Very uuly yours,

Mol

James M. Peck, CEO
LexisNexis® Risk & Informution Analytics Group

Dircct Corrcspondence:
LexisNexis Regulatory Compliance
9443 Springharo Pike

Miamisburg, OH 45342

LexisNexd and the Koowledge Burst Jogo oro registeved wadomarks of Reed Llsevier Properties luc., used wnder liconsa, Byuifsx ix a wogisteced indemark aud
Equifax Credit Wateh is 8 rademark of Equifax lnc. Other products ot scrvices may be tinbsimrks ur registered trademarks of their respective companics.
€ 2006 LexisNexis Risk & Infuniuslin: Amabytic Grompr bne. AL Hghis deserved.
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The Equifax Consumer Protection Solution

Equifax is pleased to offer you a sojution that will help you protect your identity and your
credit information.

Place a Fraud Alert

A fraud alert is a consumer statement added to your credit report. This statement alerts
creditors of possible [raudulent aclivity within your report as well as requests that they
contact yout prior (0 establishing any accounts in your name. Once the fraud alert is added
to your credit report, all creditors should contact you prior to establishing any account in
your name. To place a fraud alert on your Equifax credit file, you inay contact our auto
fraud line at 1-877-478-7625, and follow the simple prompts. Once the fraud alert has
been placed with Equifax, a notification will be sent to the other two credit reporting
agencies, Experian and ‘1rans Union, on your behalf.

Enroll in Equilfax Credit Watch™ Gold with 3-in-1 Monitoring ,
Equifax Credit Walch wall provide you with an “early warning system” to changes to
your credit files and help you to understand the content of your credit files at Fquilax,
Experian and Trans Union. The key features and benefits are listed below.

Equifax Credit Watch Gold with 3-in-1 Monitoring provides you with a onc-ycar

membership service:

o Comprehensive credit files monitoring, with daily notification of kcy changes o your
Equifax, Experian and Trans Union credit files. :

o “No News” notification if'no key changes occur during the month.,

o One copy of your 3-in-1 Credit Report and unlimited copies ot your Equifax Credit
Report™,

o Up to $20,000 Iden,tity Fraud Expense Coverage with $0 dcductible (certain
limitations and exchusions apply)t at no additional cost to you.

o Premium Customer Care 24 hours a day, 7 days a week to assist yov in understanding
the content of your credit information,

The accompanying letter contains the instructions for obtaining these services,

t identity Frand Expense Relmbursement Masler Policy underwritten by Travelors Casustly ond Surety Company of America and ils propery
casually affillatos, Martford, CT 06143, Covarags for il olaims or losses depends on aclual pulicy provisiuny. Aveilsbilily of coverage can depend on
our underwriting qualificalions and stale regulations. Coverage is not availabla far resiients of New York,

Equitax's credil monitoring praducts arn prolacied by US Palant 7,208,067,





