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DATE: April 6, 2007 TIME: 1:09:54 PM

TO: New Yorl< State Consumer Protection Board
Security Breach Notification

PHONE:

FAX: (518) 474-2474

FROM: linda Clark PHONE: 561-999-3963

FAX:

RE:

cc:

561-981-0869

Number of pages including cover sheet: ,.>

Messa e

Please see attached.

Confidential Notice: The documents accompanying this fucslmile tnm~missioD contsin information thaI hI
legully privileged, consrit\lte inside informatiun under securities laws or are otherwillc privileged lind
protected from Ulllluthuriz.cd disclosure. lfyou have receive<ll:his document in. error, you are hereby
requested to contllct the sender immediately hy telephone or othl,.,7wise SO that we can arrA.llge for the return
uf thclIC documents. Ifyou receive this telecupy in error, you are hereby notified lnut any disclosure, copying
distribution ot the taking oraDy action in relia.nce on the contcntll hereof is strictly prohibited.

Confidential



ilSSlsmnce tl'ee or cllurgc Sllould there he il.ny Indication otmisuse of persollalintonnatioJl relating
to the individual .

660 I Park of Commerce Blvd • Boca Raton, FL 33487

561-999-3963 Phone· 561-')8\-086\J Fax
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Page Two

Our investigation following each incident was conducted 111 cooperation with the affected
customer and law enforcement, where appropriate.

Please do not hesitate to contact me at (561) 999-3963 ifyou have questions or concerns.

Very Truly Yours,

~~,~
Linda K. Clark

Ellclosures (Reporting Form and Attachment, Form Notices)
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Reporting Form
for Business, Individual or NY State Entity reporting a

"Breach of the Security of the System"
Pursuant to the Information Security Breach

And Notification Act (General Business Law §208)

Name of Business, Individual or State Entity LexisNexis Risk & Information
Analytics Groue Inc.

Date of Discovery of Breach: Please see attached. ._.... ._.
Estimated Number of Affected Individuals: Please see attached.
Date of Notification to Affected Individuals: Please see attached.
Manner of Notification: [ X ] written notice

[J electronic notice (email)
[] telephone notice

Are you requesting substitute notice? [ 1Yes [X J No (if yes, attach
justification)

Content of Notification to Affected Individuals: describe what happened in general teons
(lnd what kind of information was involved. Please attach copy ofNotice.

Please see attached.

Name of Bu:siness or Individual Contact Person:
Tille:
Telephone numher:
Email:

Linda Clark
Coreorate Counsel
561-999-3963

Dated:
Submitted by:
Title:
Address:
Email:
Telephone:

April 6, 2007
Linda Clark
Corporate Counsel
6601 Park of Commerce Blvd., Doca Raton, FL 334R7

IJnd'[~.CJark@Le.~is.~_cx_i_s._co_m ~ ·-=-_"_·_..._--
561-999-39fi3 Fax: 561-981-0869 ....~ .•..._._-----
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Sample Notification Letter for First Incident

~ LexisNexis~

March 27,2007

TTOOOl3436
A. JJ, Anyname
1234 AllY Strcct
Anytown US 06789-1234

Page:6/13

76

Deaf A. B. Anynume:

T am writing to yOll on behalf of Lt)(isNt:.xi~, and om affil1ated company, Seislnt, because we believe that a
cu~tomer's ill may have been u~cd in all un1mthorized mllilner thot allowed Some person21 infODl1iltion about you to
he viewed. That informat.ion mily have included your name, address, Social Secllrity nmnbct and/or Driver's
License number. We Imcierstand that such unauthorized use Ilr exposure mny create a risk of identity theft ilnd we
tre"t it very seriously: Although we have no evidence that YOllr infurmation haR heen misllsed, we are notifying you
so thut you can, if yOll deen1 appropriate, take ac1dilionl.ll ~tcps to protect your ~ersonfll information, We deeply
regret that individual~ like you, who are the primary benetlciarios of LexisNuxb products alld services, may have
been u(fl.:cted by this incident.

How Lel(i~Nexjs Will Assist Y11lI

We ilre cOlllltlillCU to l!ssisting you through this unfortunate situution and providing you with the tool~ lO correct Dny
problcm~ that may arise.

To thllt end, we are working with Equifax(ll), a credit management and ith:ntity theft proteetiol1 service,to help yOIl

monitor your credit reports for one year (It nO cost to you.

Equifux will help you protect your itlentity and your credit infonnation thwugh the following stops:

1. Placing a fraorll'lJert on your credit file at Equifax ilJld llll.: other two credit reponi.ng agencies, TransUnion and
Experian; and

2. EIU'UlIing yOll in Equifax Credit Watch™ Gold with 3-in.1 Monitoring identity theft protection ~ervice,

].::!wse services are beil)~prQvideJ to you »1 no eQ!5t__This letter Ilnd till< attachmcnt in.~!.!!-qe (':verythirlg YOuneed to
,i~m yp [or this free service. .

Jfthere is retlson to believe lht1( you have been il victim of tl'nud as II rt;l~Ult of this incident, we hnve arranged for you
to have aocesS (0 the Eqllifax Fraud Victim Assistilllce Ptogrnm. Thi~ prograffiincludes one-on-om: counseling from
un Equifax Fr<1\1d Specialist Hnd provides you Wilh:

• FF41ld Education Providers - a Fraud Specialist will provide you with information that wiH help you
proactively protect yourself' D·om identity theft and provide in formation to yOIl regarding the credit
reporting agencies, such as telephone numbers, Web sites and malling adtlrcs~es; and

• Fraud AssistilllCt: - iI FTlJUd SpeciaHst will provide )'ou with a step·by-step process to reduce your ex-po~urc

to furlher fraud and clear up any negative credit infcrences in your name by helping you write letters thl\f
yOll may s¢.nd to dispute ulluduk:nL uecounts at credit bureaus illld wilh creditors,

How to~~nl'oll

Equif<lX has II simple Intcmet·based verification and enrollmelll process, Go to Wl,lNi .myse.rykes,cquirtfx.(;()m/l~?,j~,

lUld follow these sleps;

.. .Step 1 - Consumxrl.ufun);l£ltion: Complete the fonn with your contact informl:!tion (name and addre~s) and click
"Continue", Till.: information is provided in a secure environment.

" St£lP 2 - Identity Vci'itl't:u!Qn; Complete the fornl with your Social Sec\lfity Number, Date of Birth and
Telephone Number, establish a {J:\ef Name and Password, a~ree to the TcmlS u( Usc lind click. "Continue", The
system will present yOIl with one or two security questiolls to complete the identity verification prOcess.
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.. Step J - Paymen$ TnfQIllii.\\iQu: DW'jug the "check out" process, provide the following prolllutionitl code
LEXIS2-XXXXXXXXXXXXX in the "Enter Promotion Code" box (en(er thc code exactly !IS provided). 1l1is
code eliminates tile ueed to provide II credit canl number for payment,

.. Step 4 - Order Conflfffiutlon: Upon successful enrollment, you can aCcess yOill' 3-i1l-1 Credit Report by clicking
"View My Product". YO\l will receive a follow-up t;-mail confirmation of Y01Jr enrollment in Equifllx Credit
Watch identity thell protection service.

If yOll prefer, yuu can order the cnrollmcnt materialS to be delivered via U.S. Mail. Plcase call the Equif3l<
Customer Service Center at 1-1166-572-1424, provide the promotional code from tile Payment Infonnation step
above and their Customer Service n,;prt;:;entutivc wil1l1ssist yOll in ordering these services.

Additions I R~sQurces

In addition [0 the support through Equifax, YOIl may also wish to utilize one or more of the following resources:

.. We have created it speciill Web site with the information contuined in this letTer, plus additional information
re/;:arding identity sl:curity. Visit the site Ilt htrp:llnrivl1Hf<lcts.lexisnexis.cQnl. If you pr~ft:r to ~peak with
somcont: at T..exisNexis, yon may reach LIS at 1-866-293'3R94.

.. Most !\tares have il consmller frauu diviSion, unu you enn al!\o enlist their help. A list of smte offices is aVl:tilable
on the spccilll Lexi.~Nexis Web site listed above. You may also cull us at 1-g66-293-3894 to obtain this
in(omlation.

.. For more genernl c:uucl1t1onal infonTI(ltion on 'identity theft, visit thl:: Fcueml Trnde Commission Web site,
www.f.onsllmer.gov/idtnH\' or callilt 1-877-IDTH'EFT «( -877-~ 31$-4338).

Why noe~ l,exisNexls Have This lype Q( i\lformlltion?

lexisNexis provides in forml:ltion such as public records, publicly available in(orml:lti(ln i\nd non"public infonnatlon
(such os SOt:ilil Sccurity [lumbers and Driver's License numbers) to bu~ine~s, government and legal profe.99jom:d~ for
legitimate business uses.

LexisNexis only provides access to non-pUblic infonnation to CU$(omcrs with a legally pelmissible purpose. The:;!;:
customers include law enforcement agencies, federal homeland security departments, prospcl:tive employers,
bilflking illJd financial services companies ilnd insurance carriers. Exarnpll::~ of the ways LexisNe)(is products and
services are used include:

.. U"nks veri tying their customer informalion (ur m:w accounts or loall applications;
• 1nsurance companies verifYing their customer iIl[unnlltion to reduce applicant and claims fraud if! cfforts to

keep insurnnce rates lower; and
.. TelecomrnuniclitioTIS companies verifying their applicant infol'llHlJion fur instant cell phone service.

Aguin, wc rCgl'et (lny trouble this incident may cause you. We p1ctlge our cominued commitment to reducing thi~

type of incident. We will CO~ltj1l4e to work V(llh our ctl~t.0m~rs lIfld ~pprOpriil~~ Q\ltllQrj(it:~ to improve ~i1ta

safegnards llml privacy protections.

Very truly yours,

J~ M?.L
James M. Peck, CEO
LexisNexis«J Risk & Infol'/i)tjfion Anlllytks Group

Direct COI'respondence:
LcxisNexis Regulatory Compliance
9443 Springboro Pike
Minmisburg, OH 45342

Lexi,Ne"i' 8IId lht Know1edse Dum IOijo are rel;isfered trademarks of Roed F.1~.v;.r I'I'"p.rli.~IM .. \lsed \lnder license. Equifa>: i' a resitle"'d tr.clem.rk Il.I1d
EquifilX Credit Wal<>h iB • \J·od.II1"' k uf cquiliJx tne. Olh.. prO~U"I' ur .erviee. may he lT8dcm",\-~ I)f rer,i5tered trademark' of Ibeil respeclive ,omll8J\ie~.

o 200G Lex;sNo"i. f<i:<!< k l"f""""I"'" I\nIlIYli~, Grollp lno. All ri/:hls re.el'led.
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Equifax is pleased to offer YOU1l5ol.\lti.Oll tlull will help yOll protect your identity \:lnct your
credit information.

PJl\ce a Fraud Alert
A fraud alert is a consumer slalemt:nt added to YOllr credit report. This ~tatement alerts
creditor~ ofp(')~siblc fraudlllenl activity within your report (IS wdl as reque~ts thut they
contact you prior to cst~lblishing any accounts in your name. Once the fraud alert is added
to your cft:dit report, all creditors should contact you prior to establ ishing l:luy account in
your mime. To place a fraud alert on your Equifax credit file, you may contact our auto
fraud line at 1-877-4n·7625. find follow the simple prompts. Once thefralld alert has
been phlced with Equifax, a notification will be sent to the other two cn:dit reporting
agencies, Experian and Trans Union, on your behalf.

lemoll in Eyuifax Credit Wntch'I'M Gold with 3-in-i Monitoring
Equifhx Crcdil Walch will provide you with all "c~rly warning system" to cha.nges to
your credit files [lnd help you to undcr~t;)nd the contel1t of your credi l fi k8 at Equifax,
Expcrian and Trans Union, The key fcatlu'cs ,md benefits are Hstcd below.

Equifax Credit Watch Gold with 3-in-l Motli1oring provides you with a one-year
membership service:
o Comprehensive credit files monitoring, with daily notit1calion of key changes to your

E<1uifax, Experian nnd Trans Union credit files.
o "No News" notification if))o key ch,'nge~ occur during the month.
o One copy of your 3-in-1 Credit Rcport and unlimited copies of your Equifax Credit

Report™.
o Up (0 $20,000 Identity Fraud Expen:ie Coverage with $0 dt:tluctible (certain

limitations and exclusions apply)t at no additional cost to you.
o Premium Customer Care 24 hours a day, 7 days a week to assist you in understanding·

the content of your credit in I'ommlion.

The accompanying letter contains the instt:'lll.:tiuns for obtaining the~e servicl,;s,

t Identity Fraud Expanse Rali'nbllrsemenl Ma~lcr Policy undvlWrillen by Travelors Casually 3nd aUIDly C(Hnpany 01 America and l(s property
c~~u~lIy llffilia!es, Hartford, Ci 0(;1 ~3. Covemgc for nil c1aim5 Of lu,~~ depends on aclual policy provisions. AVilil~lJilily of coverage can d",penrl on
our underwrlllng qualifications amI 5laiC (COIJ';JliOlI~t COvemge is not available for residents of N~w Ymk,

Equifax's crodll monitoring producl5 am prlll~GIr,d ny US P~lenl7.206,052



· LexisNexis·
9443 S?,ing'::i«o Pille

M;~mi5burg, O.H 45342

lJRGEl\ii- DO NOT DISCARD
ThfPORTAl'ii SECURITY lNFORIHATION

TT00013436
A. B. .l\nyname
1234 Any Streer
Anytown US 06789·1234
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Sample Notification Letter for Second Incident

m LexisNexis~

Moreh 26, 2007

1'1'00007593
11.. B. /\nyname
1234 Any Street
Any1.I,)VlCl US 06789-1234

52

D~llf A. B. Anynumc:

I am writing to you 011 behalf of LexisNexis, and our affilialed cumpany, Seisint, bel;;l\1Se we believe 'hat 11 Seisint
customer's accoUJllllloy huv.:: bc:cn usn! in an unuulhori7.cd manner I.hat nllowed some personal infonnation about
yOll to be viewed. That infonnatiOIl may have included youI' name, w.!urc55 and/or Driver's' License number. We
understand that SUChUJlouthori:tt;d use or exposure frilly w;ate a risk of identity theft and we treat it very serioLlsly.
Although we have no evidence th<lt your info17l1<1tion has been misused. We are notifying you so thnt you cun, if you
deem appropriate, take additional steps 10 protect your p~rsonal information. We deeply regret that individuals like
yOll, who we llll; primllry hencficiarie~ (If L(jxi~Nexjs~ products and services, may have been affected by this
incident.

HUw,.l,&KisNexis Will Assist You

We are committed 10 nssisting you thfO'l1gh this llllfol't'Ullale silu:ltiun tlnd providing you wi!h !he IDols !O cotrect any
problems llmt may arj~(j.

To that end, we nre wurking with Equi fax®, Ii crctlit management and identity theft protection service, to help you
monitor your cred'it reports for one year ilt no cost.

!:;;Q\llfIlX wi!! holp YOU protect yenn identity and YOUl' !;I'erlit in fnrmol inn lhrrllirh thr",~ "t~p"

1. Placing a frauu Illerl on YOllr credit file at Eqllifax and the other two credit repol'tlllg agencies, TronsOnion lind
Experiall; and

2. Enrolling ynu in f.qllifax Credit Watl;h™ Gold with 3-in-l Monitoring identity thell protection 8crvit:t:.

These services ate b~i!l~prQyided.JR yQll MJJQ «g~t. This letter llmlth.e._\\.tj.~c.lm!ent include everything you need to
sign up for this free ~QrviC;:~1

Tfthere is reason to believe that you have been a victim ot fraud ns n resulL of this incident, we have arranged for you
to lluvt uut:css to the Equifax Fraud Victim A~.5i.5tance :t'rogr<lm. This prognnu includes one-oll-one coulIsdi.ng (rum
an Equifax: Praud Specialist i\od provides you wi,h:

<I Fraud Edllcation Providers - a !,'ffHld Specialist will provide you wilh infoMnation that wi/] help yOll

proactively protect yourself from identity then fJnd provide information to you regarding the credit
reporting agencies, such as telephone numbers, Web SilC':> liml mailing addresses; and

• Froud A5$i~(tm(;c - ~ .Fruuu Spcciuli:1t will provide you with a step-hy-step process (0 reduce your exposure
t.o further fraud and clear lip (lny negative credit inferences hi ,Your name hy helping you write loners that
you may send to dispute fraudulent accounts al credit hureaus and with creditors.

How tn Enroll

Equifax has n simple IIIIerm::l-bll.sed vetiCicut;on Ilnd cnrollnlent process. Go to www,mvser.vlces.eguifl)x.com/lcxi"
Gild follow these sl(;:p~:

• Step I - Con~uln£r l!!.rQLmll~j!ill: Comp1i.:lc .!.he form with yOll1' contact inFormation (name and address) and click
"Continue", The i.nfortnation is provided in a secure environment.

• Step 2 - IdMtity verificatiou: Complete the fonn with your Social Security Numher, Date or Rirth and
Telephone Number, e~tahli~h a User Name and Pa~swnrd, agree to the Terms of Use and click "Continue". TtUJ
system will present you with one or two security questions to complete the identity vCl'inention process.
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.. Step 3 - Payment Information: During the "check out" process, provide thtl following promotionill code
LRXTS2·XXXXXXXXXXXXX ;n the "Enter Promotioll Code" box (enter the code exactly as provideJ). Thl~

code diminnle~ the need tu provide 11. credit curd numher for payment.
Step 4 - Order COnfirml'llinn; Upon successful clirolll1icnt, YllU elln lIcces~ your 3-in.-l Credit Report by clicking
"View My Product". YOlt will receive (1 follow-up e-mail conflrmation of your <':nTollmr.:nt in Equifux Credit
Watch i<ientity theft protectIon service.

If you prefer, you can order the enrollment materials to be delivered via U.S. Mail. Plellse call the Equif<lx
Customer Service Center ~t 1-866-572-1424, provide the promotionnl code from the Payment Int'ormationstep
above nnd their Cuslomc':r Se'rvice represerllutive will1mi9t yuu in ordering the[{e services.

Additiolllll Resources

In addition to the support through Uquifax, yotl may <lIso wish to utilize one or more of the following resources:

.. We h.we cre<lted a speci<11 Web site with the information contained in this letter, plus additional infonTIution
regordillg idenlity s(;curity. Vi~il the Sile nt hllp:llprivueyfllytS.Jiati.swexjs,QQJ!l. If you prefer to speak with
~omeone at LexisNexis, you m<1Y rea.ch 11~ at 1-866-293-38Y4.

• Most sUItes have <1 consumer frnud division, and yotl can 0150 enlist lh~ir help. A li~l of sl:ltc offic(;s is avail<lble
on the special I,cxi~Ncxj~ Web sile lii>tcd above. You may also call liS at 1-&66-2Y3-3894 to obtain this
information.

For mure general eduGational information on identity theft., visit the Federal Trade Commission Web site,
~~~,S:_?!J.,511meq~ov/idrheft, or caU nt I-B77-IDTHEFT (1-&77.438·4338).

Why Doell LeJ(i!iNexi,~ Hl1ve 'l'his Type ofTnfnrmatinil'l

LexisNexis provides infonnation such as public records, publicly Ilv!lilnble in fi)rmfltion lIml non-public information
(such a9 Social ~ccurity 11 umber!:: llnd Driver's License numbers) to business, govemment and legal pl'ofessionl1ls for
legitiml1te business uses.

LcxisNexis only provides itccess to non-public information to customers with u legally permissible purpose. These
customers incl\1de law enforcement agencios, federal homeland security deportmclIlS, pro~pccLivc employers,
banking and financial services companj~s nnd insurance camers. Examples of the ways LexisNexis produel~ liml
services are used include:

\I Banks verifying their customer information for new ilccounts or IOOIl upplicutiuns;
III Insurcmce compllnies verifying their cusromer information to reduce applicam und cl£lim~ fraud in efforts to

keep insunmec rates lower; and
• Teleconullunicatiolls compunies verifying tllcir applicant information for instant cell phone service.

Again, we rllgret aoy trouble this inc,ldent may C<lUSt" you. We pledge our continued commitment to rt':ducillg thi:;
type of incident. We win continue to worl~ with ow' c\.ls~omt;:rll f,lnd ~PP!'9Jlrilite allthQriti~s to, improve data
safeguards and privacy protections.

Very tJUly yours,

J~ M?..L
James M. Peck, CEO
LexisNexis llP Risk & Inforrnl:ltiun i\nalytie~ Group

Direct Correspondence:
LexisNexis Regulatory Compliance
9443 Springhoro Pike
Mi,llnisburg, OH 45342

1.•• iS!'!.'" nod lb. Kllowlcdgc Bul'll 1080 nrc reSi.lctod 11'odcltlatk. or Itced Ub.vi,r Prep,nic. Iue., ulKd \llIde.. lice",\\. £yuifa. i, • ,obi'lo,~d Ir",l~"mrk "fl,1
lJ~llif:lx C~<Iit Walch is a lndomark ofEquifax lile. Othct producis or &ervieos ,",)' he 1,,,do'''OI,,I,, ',I" re~i~l=d ITPcjelUarka of their ro,pe,elive companies,
CJ 200& LcxillNcxia Ri.k &. lnfonllalillil Allalytic, nll'''I' lilt:, All ,ighl~ ie,,,,.,.,!.
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Equifax is pleased to offer you n solution that will help you protect your identity anti your
credit information.

Place a Fraud Alert
A thwd (tlerl is a (;on:;Llm~r statement eluded to your credit report. Thi:; statement alerts
creditors of possible frallduknt Hclivity within your report as well as requests that they
contact yOll prior to establishing any ~leCOllnls in your name. Once the fraud alert is added
to your credit report, all creditors should contact you prior to establishing any account in
your name. To place a fraud alert on your Equifnx credit fik, you may contact our auto
fraud line at 1-877-478-7625, and follow the simple prompts. Once tJlc fraud alert 1138
been placed with Equifax, a notification will be ~ent til the other two credit reporting
agencies, Experian and Trans Unioll, on your behalf.

Enroll in Equifax Credit Wutch™ Gold with 3-in-l Monitoring
Equifax Credit Walch wjU provic.k you w.ith ~m "early warning ~y~tem" to changes to
your credit files and help you to undetstundthe content of your credit Ilks at Equi [ax,
Experiun and Trans Union. The key features andhenefits are Hsted below.

Elluifax Credit Watch Gold with 3-ill-l Monitoring provides you with none-year
membership service:
o Comprehensive credit files monitoring> with daily notification orltty changc~ to your

Equifax, Experian and Trans Unlon credit file.s.
u "No News" nOlificatiull ifno key changt:s occur during the month.
a One copy of your 3.-1n-1 Credit Report and unlimited copies of YOllr Equlfax Credit

Reporf™.
o Up to $20,000 identity Fraud Expense Coverage with $0 dcductiblt: (certain

limitations and exclusions apply)t at no additional cost to YOll.

o Premium Customer Care 24 hours a day, 7 days a week to Assist you in understanding
the content of YOUr credit infOl'mL\tion.

The a.c~umpanying letter contains the instntctions for obtaining the:;e service:",

t Identity FrillJd F..xpan~ Reimbursement M~sler Policy Iinderwrillen by Travelow Ca~ually ~lIiJ Surely Company 01 America and ilg properly
casually afIJlla16s. Hartford. Ci 061AJ. COllArAge for all r,fRirn, or 1(>('"17. (lepends 011 aclu~1 pulicy prOvj:;iOfl~. AWilelJilily of covetage can depend on
our unuarmllfng qualifloations Jnd ~Ia!c rcguIJtion~. COVCr::lgc i~ not availabln lor mshlenl~ 01 New Yolk.

Equaiix"s credit monitoril1g prodllclr•.1(0 prolnr;WJ hy US PnlOtlI 7,?OP"Ob~




