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Reporting Form
For Business, individual or NY State Entity reporting a
“Breach of the Security of the System”
Pursuant to the Information Security Breach
and Notification Act (General Business L.aw §889-aa;
State Technology Law §208)

Name of Business, Individual or State Entity

Date of Discovery of Breach: /
Estimated Number of Affected Individuals: ' {fa/m —-//“éz"f
Date of Notification to Affected Individuals: { - Al - .

Manner of Notification: [ «Jwritten notice (\W (/M a‘,/// m/ ’// me.

[ ]electronic notice (email) Vg ¢masl To b ‘ £
[ ]telephone notice v all cuﬂ,’zm‘ a/ﬁk fed eels @
V/&MMI%J/I 4725,;/ Hedted!
22607~ 32801
Are you requesting substitute notice? [ ] Yes [-/]/No (If yes, attach justification)

Content of Notification to Affected Individuals: Describe what happened in general terms
and what kind of information was involved. Pl ease atta.ch copy of Notice, :
\3 Junp delres % a (aptop were St Vom The Prunk of o
Ventil car. Thage ' femns had perg. ,n/o D 1N (R IG
U Social, dob, doh, ¢ el Lomp. oz 2004 = 85 The Treft
TDOK p/ﬁﬂe /V) 7 bamfk c% e /\Ubrzc;?/ﬂf:? Local

al'ttorities Iere mmm’@ (y co/tFat é@ .
Name of Business or Individual Contact Person: 'Q//C/d ChMANn s /13/’7'}' Pf’@ﬂ/ b )
Title: HK Speclst Dl overzee
Telephone number: Iok 935 6763 A'.;:;waz-:-»
Email: L 7 _ﬁ,@eﬁbma.n (il f) fedSib. ¢
Dated: 328 - o]

Submitted by: __AA[SSyf Byrigint ,

Title: Cory Benilifs PR miniShradar [ 177 CeneraliSr
Address: 5201 Edler) e, ,Suwide 220, Eeliic, AIN 5530
Email: TN AAlT €0 un Hed <ib- <o m

Telephone: ﬂf«’l\'}‘/?b—’ LIbl/  Fax: 452 925 . (779 /ﬁg_):zé /{16 )
2 ,,nge_ %@m‘%@cﬁg&%ﬂzw\j
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PLEASE SUBMIT THIS FORM TO ALL THREE (3) STATE AGENCIES as follows:

Fax this form to the Office of Cyber Security & Critical Infrastructure Coordination (CSCIC)
& Consumber Protection Board (CPB);

CSCIC: CPB:
Security Breach Notification- Security Breach Notification-
fax: 518-474-9090 fax: 518-474-2474

and also Fax & Mail this form to

Attorney General;

Asst. AG in Charge

Bur. of Cons. Frauds

120 Broadway - 3™ Floor
New York, NY 10271
Fax No: 212-416-6003
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UNITED
SUBCONTRACTORS I

USI

March 26, 2007

‘Re: Notification of Security Breach

ST usted necesita esta carta en espaiol por favor contacto UST 1-888-875-0016.

%

Dear Employees of United Subcontractors, Inc.:

We are writing this letter to inform you of a recent security breach related to United
Subcontractors, Inc.’s employee data that potentially could affect you. We wanted to let you
know the steps we have taken to address this situation, '

What happened?

Recently, a USI laptop computer and electronic storage media were stolen out of a trunk of a
vehicle. This stolen property contained personal information about USI employees employed in
2004 and 2005, including names, social security numbers, birthdates, dates of hire, and total
compensation. I want you to know how much we deeply regret this incident.

What are the risks of this information being used?

We have no indication suggesting the personal information will be used wrongfully, Based on
information from the local law enforcement agency, over the past six months, several other
vehicles in the area were also broken into. We, therefore, believe that the theft was random and
that the personal information was not the target. However, there is at least some risk this
information could be used for purpose of identity theft,

What is UST doing to protect your interests?

e We are reviewing our current policies and practices and will make additional efforts to
increase the security of employee data;

a  We are working closely with the local law enforcement authorities (o assist thém in their
investigation;

e We are notifying all affected employees so they can take appropriate steps to protect
themselves against credit card fraud and identity thefi; and

e [f there is reason to believe that you have been the subject of identity theft as a result of
this incident, we will provide additional assistance and work with you to resolve the
sityation.

Grandview Square, Suite 220, 5201 Eden Avenue, Edina, MN 55436
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What Steps Can | Talce To Protect Myself?

We recommend you place a fraud alert on your credit file. A fraud alert tells creditors to contact
you before they open any new accounts or change your existing accounts. You can call any one
of the three major credit bureaus, As soon. as one credit bureau confirms your fraud alert, the
others are notified to place fraud alerts.

Equifax Experian TransUnionCorp
800-525-6285 888-397-3742 800-680-7289

At your request, once every 12 months, the credit bureaus will provide you with a free credit
report. To obtain this report, you can either go on line to www.annualcreditreport.com or call
toll-free to 1-877-322-8228. All three credit reports will be sent to you, free of charge, for your
review, Even if you do not find any suspicious activity on your initial credit reports, the Federal
Trade Commission. (FTC) recommends you check your credit reports periodically. Checking
your credit reports periodically can help you spot problems and address them quickly.

If you find suspicious activity on your credit reports or have reason to believe your information
is being misused, call the Ramsey, New Jersey Police Department at 201-337-2400 and file a
police report. Be sure to mention case number # 07-3195. We recommend you get a copy of
your police report, as many creditors want the information it contains to absolve you of the
fraudulent debts. You should also file a complaint with the FTC at www.consumer.gov/idtheft
or at 1-877-ID-THEFT (877-438-4338). Your complaint will be added to the FTC’s Identity
Theft Data Clearinghouse where it will be accessible to law enforcers for their investigations.

For more information about identity theft, go to:
htip://www. fic. gov/bep/edu/microsites/idtheft/index. him}

Please accept our sincerest apologies for this situation. We want you to know that we take this
matter very seriously. If you have any questions regarding this letter or you require assistance in
any way, please contact USI toll-free at 1-888-875-0016.

Sincerely,

Margaret Rychter

Margaret Richter
Director of Human Resources

Grandview Square, Suite 220, 5201 Eden Avenue, Edina, MN 55436





