il VisitingNurse Service Of NewYork’

[ HourCare” |

We Bring The Caring Home”

FAX TRANSMITTAL

T70: CPB (Consumer Protection Board)
DATE: 2-5-07

RE: Security Breach Notification Report

FAX: 518-474-2474

FROM: Judith Iversen, Director Quality and Privacy
Visiting Nurse Service of New York

Tel: 212-609-6345

Fax: 212-290-2167

This communication may include confidential information from the patient record which is
protected by New York State Law and Health Insurance Portability and Accountability Act of 1996,
prohibiting you from making any further disclosure of such information without the specific written
consent of the person to whom it pertains, or as otherwise permitted by law.

If the reader of this messoge is not the intended recipieni(s) or the employees ov agents responsible for
delivering the message to the intended recipient(s), please note that any dissemination, distribution er copying
of this commuriication is serictly prohibited. Anyone who receives this comniunication in error should notify
us immediarely by telephose and veturn the original message to us at the address helow via the U.S. mail.

Quality Management Services. /250 Broadway-1 7 floor, New York, NY 10001 212-609-6330



Reporting Form
For Business, Individual or NY State Entity reporting a
“Breach of the Security of the System”
Pursuant to the Information Security Breach
and Notification Act (General Business Law §889-aa;
State Technology Law §208)

Name of Business, Individual or State Entity: Visiting Nurse Service of New York
Date of Discovery of Breach: 1-27-07

Estimated Number of Affected Individuals 4

Date of Notification to Affected Individuals _1-29-07 through 1-30-07

Manner of Notification: [ ] written notice

[ ] electronic notice (email)
[ X] telephone notice

Are you requesting substitute notice? [ ]Yes [ X] No (If yes, attach justification)

Content of Notification to Affected Individuals: Describe what happened in general terms and
what kind of information was involved. Please attach copy of Notice.

On 1-27-07 the portable VNSNY-owned tablet computer of a VNSNY Repgistered Nurse was
discovered to have been stolen from her Congregate Care site office. A police report was made.
The computer contained the VNSNY electronic patient records of 4 individuals receiving home
health service. The computer was protected by strong password protection but data was not
encrypted. The patient information in each of the records included Social Security number.
Each of the 4 individuals was contacted by telcphone by the VNSNY Registered Nursc between
1-29-07 and 1-30-07. The following was communicated to each individual:

" As you arc aware, your visiting nurse (name) uses a computer that contains some of your health
care and personal information including your Social Security Number, name, address, and
telephone number. On January 27, 2007 this computer was stolen from the nurse’s office at
Southbridee Towers. The computcr is password-protected and it js highly unlikely that anvone
can gain access to the information ip the computer, however, it is not impossible. Please protect
yourself and take precautions by not giving any personal information to any stranger who
contacts you and represcnts themselves as a VNSNY emplovee or health care worker. Never
allow anyone you don't know into your home without seeing their ID."

Name of Business or Individual Contact Person: Judith lversen

Title: Privacy Official
Telephone Number: (212) 609-6345

Email: judy.iversen@vnsny.org
Dated: 2-5-07

Submitted by: Judith lversen

Title: Privacy Official

Address: Visiting Nurse Service of New York

1250 Broadway, 17th fir.
New York, NY 10001-3701

Email: judy.iversen@yvnsny.org

Telephone:  (212) 609-6345 Fax: (212) 290-2167






