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Telefax
To:

CREDIT SUISSE
Eleven Madison Avenue

New York, NY 10010-3629

Telefax Number:

From:

Date:

518-474-2474

Credit Suisse

February 20, 2007

Number of pages, including this cover:

Message:

This ielefax is intended only for Ihe use of the indiYiduai or
entity to WhlCh it is addressed !lnd may contain information
that is privileged and confident',,!. If the reader of this
message is nol the intended recipient or an employee or
agent responsible for delivering the messaee to the
Intended recipiMt, you are hereby

notified that any dissemination. distribution or copying of
this communication is strictly prohibited. If you have
recelyed this communication in error, please notify us
immedl"te1y by telephone and return the original
message to us by mail.
Thank you.
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Reporting Form
For Business, Individual or NY State Entity reporting

a
~Brea.ch of the Security of the System"

Pursuant to the Information Security Breach
and Notification Act (General Business Law §S89-aa;

State Technology Law §208)

( X ) No

or State Entity:
Eoston Mortgage Securities Corp.

January 12, 2007

Personal information relating to
approximately 3,000 properties,
including 130 properties located in
New York

On or about February 23, 2007
X ] written notice

] electronic notice (email)
) telephone notice

Are you requesting substitute notice? [ 1 Yes
(If yes, attach justification)

Name of Business, Individual
Credit Suisse First

Date of Discovery of Breach:
Estimated Number of
Affected Individuals:

Date of Notification to
Affected Individuals;
Manner of Notification:

Content of Notification to Affected Individuals: Describe
what happened in general terms and what kind of information
was involved. Please attach copy of Notice.

As detailed in the attached letter to potemially affected individuals, we recently
became aware that certain information about mortgage loan borrowers was made available
on the internet. Specifically, the mortgage loans were part of a pool of loans that was
subject to a securitization transaction that required a registration to be filed with the U.S.
Securities and Exchange Commission ("SEC"). Normally, the documents filed with the
SEC include general infonnation concerning each of the loans involved in the
securitization, but do not include personal information. However, in this instance, some
personal information was inadvertently included in an exhibit to a Form 8·K Credit Suisse
First Boston Mortgage Securities Corp. ("Credit Suisse") caused to be filed with the SEC
on March 15,2006 ("Form S-K"). The information mistakenly included in the Form 8-K
contained information regarding an individuul's loan application and Joan, including the
individual's name, propeliy address, monthly income, Social Security number and credit
score. The Form 8-K was then made available on the SEC's website and subsequently
appeared on other websites that either link to the SEC website or republish the SEC
information. Credit Suisse did not become aware of this inadvertent disclosure until just
recently. Credit Suisse then took immediate <lction to remove the information from the
SEC website and all other websites that Credit Suisse identified. Moreover, Credit Suisse
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hus hire~ an expert to search the intemet and reconfinn that the information is not posted
on other websites.

Name of Business or Individual Contact Person:
Title:
Telephone number:
Email:

Mr. Michael Egan
Director
(212) 538-9704
michael.egan@credit-suisse.com

Dated: February 20. 2007
Submitted by: Mr. Michael Egan
Title: Director
Address: 11 Madison Avenue, New York NY 10010
Email: michael.egan@credit-suisse.com
Telephone: (212) 538-9704 Fax: (917) 326-8308

PLEASE SUBMIT THIS FORM TO ALL THREE (3) STATE AGENCIES as follows:

Fax this form to:

CPB:
Security Breach Notification­
Fax: 518-474-2474

NYS Office of Cyber Security and Criti<:allnfrastructure Coordination (CSCIC):
30 South Pearl St.
FioorP2
Albany. NY 12207
Fax: 518-474-9090

and also Fax & Mail this form to:

Attorney General:
Asst. Attorney General in Charge
Bureau of Consumer Frauds

120 Broadway - 3'd Floor
New York, NY 10271
Fax: 212-416-6003
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CREDIT SUISS~
FJevel\ M"d,S()1\ Avenup.
N,'w Y<>I'k. NY 1()()JO·Y<:l9

February 20, 2007

Office of the New York State Attorney General
Asst. Attorney General in Charge
Bureau of Consumer Frauds
120 Broadway - 3,d Floor
New York, NY 10Q71

We write to inform you of an incident involVing information about mortgage loan borrowers that
recently came to our at1ention. k detailed in the attached letter to potentially affected
individuals, we recently became aware that certain information about mortgage loan borrowers
was made available on the internet. Specifically, the mortgage loans were pa.rt of a pool of loans
that was subject to a securitization transaction that reqUired a registration to be filed with the U.S.
Securities and Exchange Commission ("SEC").

Normally, the documents filed with the SEC include generat information concerning each of the
loans involved in the securitization, but do not include personal information. However, in this
instance, some personal information about the borrowers was itladverten11y included in an exhibit
to a Form 8-K Credit Suisse First Boston Mortgage Securities Corp. eCredit Suisse') caused to
be filed with the SEC on March 15, 2006 ('Form 8-K") The information mistakenly included in
the Form 8-K con1ained information regarding an individual's loan application and loan, including
the individual's name, property address, monthly income, Social Security number and credit
score.

The Form 8-K was then made available on the SEC's website and subsequently appeared on
other websites that either link to the SEC website or republish the SEC information. Credit
Suisse did not become aware of this inadvertent disclosure until just recently. Credit Suisse then
took immediate action to remove the information from the SEC website and all other websites
that Credit Suisse Identified. Moreover, Credit Suisse has hired an expert to search the internet

. and reconfirm that the information is not posted On other websites.

We have determined tt1at, in total, personal information about borrowers relating to approximately
3,000 properties was inadvertently disclosed, and of those 3,000 properties, 130 are located in
New York. We plan to Mtify potentially affected individuals by regular mail on or about
February 23, '2007.

To date, we have not received any reports that lead us to believe that any of the personal
Information was accessed or used by anyone for improper purposes. Nonetheless, as outlined In
more detail in the attached letter, Credit Suisse has arranged for affected borrowers to enroll, at
no cost to them, in an online credit monitoring service provided by TransUnion, one of the three
major credit reporting ager'lcies.
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~
CREDIT SUISSE

Office of the New York State Attorney General
February 20, 2007
Page '2

Credit Suisse has also strengthened its internal policies and procedures to further prutect against
errors of this nature from occurring in the future,

If you have any questions or concerns, please feel free to contact Mr. Michael Egan, at
michael.egan@credit-suisse,r.om, or call Mr, Egan at (~12) 538-9704

Credit Suisse First Boston Mortgage Securities Corp.

Attachments

2
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~
CREDITSUISSE

Eleven Madison Avenue
New York. NY 10010-3629

[DATE], 2007

Borrower Name
Borrower Address Line 1
Borrower Address line 2
City, State 00000

Dear Borrower:

We are writing to inform you about an incident that involved an inadvertent disclosure at some
personal information about you in a regulalory filing and 10 provide you with important guidance
about what you can do to protect yourself against possible misuse of that information. The
information in question has to do with your mortgage loan, currently serviced by America's
Servicing Company ("ASe").

Credit Suisse regrets this incident and takes very seriously its obligation to protect the privacy of
all customers.

,Description of Incident

Your mortgage loan was sold by your original mortgage lender and inclUded as pari of a group
of loans held by Credit Suisse First BOston Mortgage Securities Corp. ("Credit Suisse"), Credit
Suisse converted this group of loans into mortgage-backed securities through a process known
as a securitization. In order to complete this securitization process, Credit Suisse was required
by law to publicly file certain documents with the United States Securities and Exchange
Commission ("SEC").

Normally, the documents filed with the SEC include general information concerning each of the
loans involved in a securitization, but do not include personal information. However, in this
instance, some personal in10rmation was inadvertently inclUded in an exhibit to a Form 8-K
Credit Suisse caused to be Wed with the SEC on March 15,2006 ("Form a-Kif).

The information mistakenly included in the Form 8-K contained information about your loan
application and loan, including your name, property address, monthly income, Social Security
number and credit score. The Form 8-K was then made available on the SEC's website arret
sUbsequently appeared on other websites lhat either link to the SEC website or republish the
SEC information.

Credit Suisse did not become aware of this inadvertent disclosure until just recently. Credit
Suisse then took immediate action to remove the information from the SEC website and all
other websites that Credit Suisse has been able to identify. As of the date of this letter, the
Form 8-K containing information about you has been removed from all the identified websites.
We have not received any reports that lead us to believe that any of the personal information
was accessed or used by anyone for improper purposes. Nonetheless, we cannot be certain
thaI the information is completely inaccessible or has not been acquired by someone who will
attempt to use it for improper purposes.
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Page 2
Credit SUisse has strengthened its internal policies and procedures to further protect against
8rrors of this nature from occurring in the future.

How to Protect Yourself - Steps We Recommend You Take

Credit Suisse wants to help you protect your privacy and the privacy of all customers. To that
end, Credit Suisse has arranged for you to enroll in a credit monitoring service provided by
TransUnioll, one of the three major credit reporting agencies, at no cost to you, for one year
from the date you enroll. The online credit monitoring service covers all three of the major credit
agencies. To enroll in this service, go to the TransUnion Web site at
http;//www.truecredit.com/code and in the space referenced as 9ift certificate code, enter
[CODE) (case sensitive), and follow the simple steps to receive your products online instantly. If
you do not have internet access or prefer to enroll via telephone for COl similar credit monitoring
service, at no cost to you, please call TransUnion, at 1-800-242-51 B1, and enter [CODE) when
prompted. Please note that the gift certificate code, or the service provided via telephone, is
valid until June 1, 2007.

In addition, set forth below are some other simple steps you can take to protect yourself against
identity theft or other fraudulent misuse of information about you.

Remain vigilant over the next twelve to twenty-four months and promptly report incidents of
suspected identity theft to ASC. Notably, watch for any unusual activity on your credit card
accounts or suspicious items on your bills. You may wish 10 contact your credit card issuers
and inform them of the incident. You may also wish to do the following:

• You may periodically obtain credit reports from each of the three nationwide credit reporting
agencies and have information relating to fraudulent transactions deleted. Under federal
law. you are entitled to one free copy of your credit report every twelve months from each of
the major credit reporting agencies. You may obtain a free copy of your credit report by
going on the Internet to www.AnnuaICreditReport.com Of by calling 1·877-FACTACT (1'877­
322,8228). If you would rather write, a request form is available on
www.AnnuaICreditRepor1.com. You may want to obtain copies of your credit reports to
ensure the accuracy of Ihe report information.

$ To further protect yourself, you may contact the fraud departments of the three major credit
rsporting agencies. They will discuss your options with you. You have the right to ask that
the three credit reporting agencies place a '1raud alert" in your file. A fraud alert can make it
more difficult for someone to get credit in your name because it tells creditors to follow
certain procedures to protect you. It also may delay your ability to obtain credit. You may
place a fraud alert in your file by calling just one of the three nationwide credit reporting
agencies. As soon as that agency processes your fraud alert, it will notify the other two
credit reportIng agencies, which then must also place fraud alerts in your file. PleaSe note,
however, that If vou will be using the online credit monitoring service outlined above
and also wish to place a fraud alert on your file, please enroll first for the oredit
monItoring sErvice.

$ The three major Credit reporting agencies are:

Equifax
Report Fraud: 1-800-525-6285
www.equifax.com

Experian
Report Fraud: 1~888-397-3742
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www.experian.com

TransUnion
Report Fraud: 1-800-680·7289
wwwJransunioncom

To learn more about identity theft, you can go to www.consumer.gov/idtheft, or
www.ftc_9ov/credit, or call1-877-IDTHEFT (1-877-438-4338).

For further information regarding this matter or your loan, call ASC at 1-866-913-2911

Page 3

Once again, please know that Credit Suisse sincerely regrets this incident and will continue to
work to protect the privacy of information about you and all other customers.




