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New Hampshire Attomey General's Of.fice 
ConSUme1" Protection & Antitrust Division 
SECURITY BREACH NOTIFICATION 
33 Capitol Street 
Concord, NH 0,,-0,01 

Re: Se""rity Incident 

Dear Sir or Madam, 

We are writing to notify you about a recent information oe<;Urity incident Sometime between 
12/31/2.008 and 1/02/2009, • laptop containing personal information was stolen from one of our offices. 
TI,e thel! was discovered on 01/02/2009. The personaJ information stored on the laptop induded the 
name and social secu.Iity number of 2 residents of the state of New Hampshire. 

While we have no indication at this time that the personal information has been or will be misused. We 
are strengthening our already tight security measures to provide greater protection for the information 
we maintain in order to minimize future risks. The local police department is investigating this incident 
and we are cooperating fully with this investigation. 

In EL<:cordanc;e wi,th 8,pplicable state laws, indivi,du,aJ (:'on5umers will be prOVided with the l"equi:si.re 
wtitten notification. Affected individuals are also being provided with the contact information for all 
three major nationwide consumer reporting agendes. The affected individuals are aJoo being notified of 
their rights to fr"" credit reports and credit monitoring provided by Continental In each notification 
letter, the affected consumera are being given the contad information for Equifax, E"perian and 
TransVnion. 

We will be sending out written notifications through the U.s. mail to affected individuals during the 
week of January 12th. Ifyou have any questions regardi.ng this incident, please conta.ct Christine Chaney 
at 713..324-5398. 

Sincerely, 

/Y; /~-Z. 
/ ,/ J /2(-':Z.<-<---dc ~// 

Christine Chaney /" 
Director Ethics and Compliance Program 
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Conti~e!1tal- ~~l
AirlInes III, ..:y 

URGENT ~ Plp';j~e Ope" Immediately.
 

<Fil'stName> <Middlelnitiab r.:LastNarne> <S,LIHix::>
 

lJ!IrheftSmarf
 

<:FirstNElme~~ <Middl~~lniti",b <.la~tN.:lrTl("" ·~Sljt li)(~ 

Membe~hip Number: <Mp.rnbel'~hlp ~jJ1"flhN", 

Membfr Ser'vict'5~ I SOO·XXX ·XXXX
 
9;00 ~.ITl. t(l6:00 ~.m. (1Ilw:rl'llil'l\r,), MQnd;'ly throlJ!j'h ~rld.1V
 

If you 11.Iv~ qUl!1tfon$ or f~l')1 YOU I'I"h'Y n.eve Ml l(!el'rtit:v tl1r.:H i"u~
 

pll!8le call 10 TheftSmart r'I'Iemb('r ~rvI'e$.
 

'-;;:Addre..~';-o (Line 1) 

<Addr."> (Line 2) 
<D~l(!' {Month Day, Yl?-iH»<Ci1y> -.:::Statf"> <Zip> 

<POSTNE1 BARCODE> 

Continental Airlines is committed to protecting the privacy and security of personal data collected from 
co-workers, vendor!: and new hire candidates. Unfortuna~ly, ~metime between December 31 and January 2, 
2009, is Continental laptop computer WBS stol~n from a Im;ked Newark offite. This laptop was used for l:ert.,in 
backgrollnd checks, and it contained l::onfidlmtial dati files on 230 Individual:lii. Your name. Sodal Security 
number, fingerprint images, d.te of birth, .ddress and other information may have been on the stolen computer. 

Although we have no reason to believe at this time that the inform.tion on the laptop has been improperly 
i14::~essed or misused, we want to make you aware of the incident and the steps that we hllve elr'eCldy tl:lken to 
try to prevent potential identity fraud aimed at tho,e whose data is on the ,tolen laptop, A police report has 
been filed with the Port Authority police, and Contin~ntal's CorporatCi! Security De,:lartment is working dmely 
With the law enforcement investigation. We're committed to doing everything possible to recover th~ stolen 
property and to min;mi:z:e the impact of thi5 unfortunate situation. 

In order to ,afeguard you from the potential damage that could result from this inddent, we have engaged 
Kroll Inc.• the world's le.dlng risk consultin9 company. to advise you and to provide you with its 10 Theftsmart~ 

service for 12 months at no ~ost to you. Th~seNice includes: 

•	 Continuous Credit Monitoring. Monitoring alert, make you aware of key changes, u'ing data 
from all three major national credit repositories, in your credit file that could indicate:! the kind 
of unauthorized activitY commonly associated with identity theft and fraud. 

)	 Current Credit RQport. You now have a~cess to an up-to-date credit report from Exp~rian_ 

If you suspect fraudulent activity, please call the Kroll team. 

,	 Enhanced Identity Theft Renoration. Licensed Investigators who trUly understand the problems 
surrounding identity theft will help restore your name and credit if either .hould be affected by 
thi, incident. The investigators do most of the work, 

~or online credit monitoring services, submit an online authorization at ~.idjnte9titVCQm.lfyou prefer to 
receive credit ,ervice, through the mail, ple.,e fill out and return the enclo.ed Consumer Credit Report and 
Credit Monitoring At.Jthorization Form. 

ID TheftSmart is one of the most comprehen,iveprograms available to help protect against identity theft. 
We urge you to take the tlmCi! to read and act on the safeguards now available to you and to remain vigilant for 
incidents of identity theft by regularly reviewing and monitoring your account 'tlltement, and credit reports. 
The attached reference guide provides genCi!ral information about protecting yourself from identity fraud. 

If you have questions, or believe you may have an identity theft issue, pleo»e calllD TheftSmart member servil:es 
at '-8oo-XXX·XXXX between 9:00 a.m. and 6:00 p.m. (Eastern Time), Monday through Frid.y. 
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Please know that we recognit:e and understand how important your privacy is. We are truly sorry that your 
personal information may have been compromised due to the theft and are currE!'ntly evaluating step~ we 
can take to prevent any similar occurrence in the future, 

Thank you for your understanding and patience. 

Very truly yours. 

C9t-~~@ 
Robin E. Curtis
 
Staff Vice President, Human Re50urces
 



I 
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U.S. State Notification Requirements 

.tqu-~.iltent5 of I:fil.wall, 10J!ll.a. Ma.rvtand. Mlch/g.an. North Ca.l!1/1na._QrY<Ion Vermont. I(/rginia. Wett-Virginla•. 
M!..IUY,Y-Om!ng; 
It i, required by state law' to inform you that you may obtain a copy of your credit report, free of charge, 
whether or not you s.u~ped any unauthorized activity on your aC(:Qunt. It is recommended by Uate law that 
you remain vigilant for incident. of fraud and identity theft by reviewing credit card account statements and 
monitoring your credit report for unauthorized activity. You may obtain a free copy of your credit report by 
contacting anyone or more of thl! following national con~umer reporting agencies: 

Equifax 
P,O, Box 740241 
Atlanta, Georgia 30348 
1-800-"i85,1111 
www.,eQ.~<:M! 

~.lle~idJm!s of /0,""-81 
State law advi.es you to report any .uspected identity theft to law enforcoment or to the Attorney General. 

For resld~ll.tH!f.~On;
 

State laws advi.e you to report any .uspected identity theft to law enforcement. as well as the Federal
 
Trade Commis.sion. 

For reslde.n.~ of MarvlalJJt.
 
You can obtain information from the Maryland OffiCii! of the Attorney General and the Federal Trade Commi~ion
 

Experian 
P.O, Box 2104 
Allen, lX 75013 
1·888·397,3742 
YY:/:DN experian.cP£Q'), 

about steps you can take to avoid identity theft. 

Maryland Office of the Attorney General 
Cons.umer Protection Division 
200 St. Paul Place 
Baltimore, MD 21202 
1·888·743-0023 
~.JI.l!g.state.'!t~ 

TransUniDn 
P.O, Box 6790 
Fullerton, CA 92834-6790 
1-877·322-8228 
www.jJ'_~on.~QID. 

Federal Trade Commission 
Consumer Response Center 
600 Pennsylvania Avenue, NW 
Washington, DC 20580 
1·877,IDTHEFT (438·4338) 
~ ftC,Qovlll!:llItdu/micrositMdthefti 

E.oUWste_~~_Qf.Massa~u.<~and Wyst V'IIJIinla; 
It is required by state law that you are informed of your right to obtain a police rli!port jf you are a victIm 
of identity theft, 

Security Freeze or Fraud Alert 
You may wi.h to place a fraud alert or security freeze on your credit file. A fraua alert helps protect you against 
the possibility of iaentity theft by alerting a merchant seeking the credit history of someone applying for a new 
account that the applicant may be the victim o'f identity theft, A "'curity freeze will generally prevent creditors 
from accEl!iising your credit file at the three national credit reporting agenc:ies without your con~ent. You can 
request a fraud alert or place a security freeze by contacting the three credit reporting agencies below: 

Equlfax Expenan TransUnion 
PO Box 740~41 PO Box 953~ Fraud Victim Assistance Div.
 
Atlanta, GA 30374-0~41 Allen, Texas 75013 PO Box 6790
 
80Q-52S·6~8S B88·397-374~
 Fullerton, CA ~7.834·6790
 
't!...'!':Lw.eauifax ...cPJD. wVIMI.experian.corQ 800·680·7289
 

\NWw.tr:a.O.iyoion.com
 

To place a security freeze on your credit repDrt, you need to ~end a request to a con~umer reporting agency 
by certified mail, overnight mail, or regular stamped mail, The following information must be included when 
requesting a security freeze (note that if you are requesting a credit report for your spouse, this information 
mu.t be provided for him/her as well): (1) full name, with middle initial and any suffixes; (2) Social Security 
number: (3) date of birth, (4) current address and any previou, aadresses for the past five years; and (5) any 
applic~ble incident report or complaint with a law enforcement agency or the Registry of Motor Vehicles. 
Tl"te r~quc5t murt also inclvd~ a copy of a government-issued identification cClrd Clnd a copy of a recent utility 
bill or bank or insuran<:e statement. I;s nil ' .t es~e t a that each copy be legible. display your nallie and current 
mailing address, ana the date of issue. The consumer reporting agency may charge a fee of up to $5,00 to 
place a freeze or lift or remove a freeze, unless you are a victim of identity theft or the spouse of a victim 
of identity theft, and you hav. submitted a valid police report relating to the identity theft incident to the 
consumer reporting agency. 
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