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Via Facsimile (804- n6-1991) 

lind Regular U.S. Mail 

~~', • .(H.: l';s~jd, t:'lj. 

Senior Assistant Attorne) General 
OFFICE OF THE ATTORI\EY GENERAL 

l)(I0 East Main Street 
Ricnl11ond. VA 23219 

August 26, 2008 

RE: Prince William Coullty Public Schools 

A. HCGO I.!LANKI~C5HIP, Ill.. 

JOHN A.C. KEITH 

WILLIAM H. CMTERLlNJ:, JIL 

SARAH Et.JZA!lETH H_~lL 

PAUL B. TPRPAl': 

PETER S, EVERETT 

DAVID RUST CLARKE 

DAVID ). GOGAi 

ELIZABETH CH!CliESTER i>!OltROC.1l 

ROllERT J. STON~~Y 
W!>L QUINTON ROBINSUN 

JOHN F. CAHERKY 

WILLIAM t1. PORT!;], 

GIFFORD!l.. HAMI'\HlRE 

Notice o/11e1ease o/Employee Personal injilrmation 
Under Va. Cud" § 18.2-J86.6 

D~ar id 1. Fishe!: 

WII.!,IAM L. CAREY 

M.ns MCGOWAN 

..... NDRf,A D. (;cMIGNAKJ 

)f,_REM'" 11- ROOT 

CHIDl 1. jA~lb 

fJASIU. L ORTIZ 

liZA CO:';UfFE 

PLTUlA C. ~JETZLER 

~!ICHAEl L. CI-L\NG 

On behalfofmy client, the Prince William County Put.lic SChOl,ls (I'VvCS). and pursuunt 
II) S 18.2-1815.6 (lfthe Virginia Code. Ereach o(Pasonal In/imn({lion XOJifico/iu)). I am 
pruviding ;h" Offiee of the Attorney General with nOlice efihe recent inadvel1cnt expo';ure to 
the general public of certain personal information pertaining to a llumber ot employees of the 
School Division. This letter follows our conversation of August 21. 2008. on the sal11e topiC. 

Specifically. on the evening of August J 8,2008, school authorities tlrst learned that 3 

PWCS emplcyce had downloaded a number of confldentiai PWCS computer illes OIHO her 
;"~r,:·a}n<d l:ni"n!1~lter \·\,hile \vorking on school busint::,;~ at hOJl1c. ~t apr-ears that sOll1etinle in early 
or mid-july of200~. the employee then instr.lled a lile-sharing prognun on her home personai 
computer which exposed all oflier personal files. as well ns the ?WCS el1lploy~e tiles (and otber 
confident;a! scbool files) to those l11ember~ of the public wh" llIay have had access to the fi1e­
sharing program during lhat five-week tillie frame. To date, 111 ·~videllce gathered by PWCS 
indicates tbat tbis incident, while a vio13tion "Itbe Division's .I\cceptablc Interne, U;<ige and 
Safety Policy_ was uninteptional. 

Upon tlrst learning of the potential c)(jJoscre (If coniidential P\vCS inl(xl11atioll, Ihe 

School Division took immediate measures, en AugllS\ J q''', to remove tbe PWCS ilks from the 
(mF!oY..?I:'~; personal compu'lcr and the nJe-sharing prc·g.r~lln. The School Division also began an 
inJll1ediatc in\'e:;tigmiul1 :0 lurlhc:r dett~nr'il1\' the .':cc·pc (If the brew:h c,,~ the :.,ccunty of the system 
JnJ tll rcstmc the rcasoEable integrity (.rthe sySi~m. :IS rtrrniltcd by Va. ('ode § is.2-l86.6. It 
has been karned during the COLl:'se of this in' .. ~stiga!i()n thm some intonnmion contained in the 
,:xpo.,,:d Jiles did include the first and last nameSJf approximalely 65 PWCS employees, linked 
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RE: Prince William County Public Schools
Notice alRelease o./Employee Personal Information
Under Va. Cud!! .)\; 18.2-186.6

D~ar ;v[r. Fishel:

On behalf of my client, the Prine/.: \,Villiam County Put,lie Schollls (P\\CS), and pursuant
III § 18.2- j 2c.6 oflhc Virginia Code, Ereach ofPfrsonal1J?/imn((Nol1 XOJi/h:ufion. 1 am
pruviding ~h-: Office of the Attorney General with notice cftbe recent inadvel1cnt expo';we to
the gener<il public of certain personal inforl11ll1ion pertaining to <.I l1umber ot employees of the
School Division. This letter follows our conversation of August 21. 2008. on the same tOpIC.

Specifically, on the evening of August J8,2008, school authorities first learned that a
P\~/CS emplcyct' had downloaded a number of confidential PWCS computer tiles omo her
;;~r~om:ll:oi11!1uter v,'hile 'working on school businc';s at home. !t apnears that sometime in earl;
or I:,id-.iuly of200K the employee then inst"lled a iile-sharing prognull on her home pcrsonai
computer whid1 exposed all of ber personal files, as well il.~ t11e ?WCS employc:c files (and other
confidential school files) to those 111cmber~ of the public Wh(l Ill<iy have had acces~ to the file­
sharing program during lhat five-week time frame. Tn dale, 1Jl ·~vidence gathered by PWCS
indicates that this incident, \\'hilc a vio13tion ufthe D!visien's /\l'ceptablc Internet USdge and
Safety Policy. was unintentional.

Upon firsllearning of the potential exposcrc (If;.;ordidenti;J.] P\vCS information, l!W

School Division took immediate Jlleasur~s, 011 AugUSl Jqri" to remove the PWCS fiks from Ihe
(mFloY.:?l:'~; personal compuH.'r and the liJe-sharing pn.....g.ram. The Schoo] Division also begall an
immediate ill\'c:;tigmlul1 ~o [urth(:r dett~r{riltl" the 2C('j.lC (If the brew;h e,l the :)Ccunty of the system
JnJ tLJ rcstme the rl'asonable integrity ('lUhe SySi,(,P'l. :IS p(;rrnittcd by Va. ('ode § i8.2-186.6. It
has been karned dming the COllrSI;: of this il)'.'~sligmj0J11hm some int~ormmjon containfd in the
~~Xp).~,~d Jiles did include the first and IJst r:.amesJf approxilll~'llely 65 PWCS employees, linked
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to their social security numbers, which information meets the definition of "personal 
information" under § 18.2-186.6 A. 

To date, the Division's investigation into the scope of this exposure has provided no 
evidence that the names and social security numbers of the affected PWCS employees have been 
compromised. However, in an 8bundance of cmJtiol1: P\VCS is l'ep{wting !b~ discjnsw"e!n yOU!" 

office as its investigation continues. 

The Division has complied with the requirements of Va. Code § 18.2-186.6 by sending a 
copy of the enclosed letter to each employee whose name and social security number were 
disclosed during the five-week period this information was available on the InterneL PWCS has 
also notified the maj or national credit bureaus of the disclosures and is in the process of 
procuring credit reporting services for each affected employee with all costs to be borne by 
PWCS. In addition, PWCS has also asked the media to assist with a public announcement, in an 
effort to reach all affected employees, including those who are no longer employed by Prince 
William County Public Schools. 

As indicated in the enclosed letter, PWCS has set up a call center to respond to inquiries 
from those affected by this incident who may obtain the data exposed between mid-July and 
August 19.2008, pertaining to each employee. Finally. PWCS has also alerted the Prince 
William County Police Department, Virginia Retirement Service, Virginia Depalimcnt of 
Education and United States Department of Education of the potential exposure of this 
informatioll. 

Prince William COllnty Public Schools has had a comprehensive Acceptable Computer 
Use and Safety Policy in place for a number of years. All employees are required by the terms of 
thei!" c('\ntr~ct~ to he f~Hlliliar v/ith Fmd ahide by that poliry. H0vvever, in light (lfthis incicknt, the 
Division is currently reviewing its policy and Internet safety practices to determine whether there 
are additional measures which can be taken to protect confidential School Division information. 

Please contact my office with any questions or follow-up which your office deems 
appmpriate. Thank you very much for your guidance on tliiS0i1tt er. 

Very t uly yours, 
. ~ 

~ 

Enclosure: Staled 

Mary M G w"n 
School;B rd ~torney 
Prince/William COUQt P blic Schools 

iore t

.>n.
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to their social security numbers, which information meets the definition of "personal
information" under § 18.2-186.6 A.

To date, the Division's investigation into the scope of this exposure has provided no
evidence that the names and social security numbers of the affected PWCS employees have been
compromised. However, in an 8bundance of caution, PWCS is repfwting !hi~ disc]0.swe u.., yC!Ul'

office as its investigation continues.

The Division has complied with the requirements of Va. Code § 18.2-186.6 by sending a
copy of the enclosed letter to each employee whose name and social security number were
disclosed during the five-week period this information was available on the Internet. PWCS has
also notified the maj or national credit bureaus of the disclosures and is in the process of
procuring credit reporting services for each affected employee with all costs to be borne by
PWCS. In addition, PWCS has also asked the media to assist with a public announcement, in an
effort to reach aU affected employees, including those who me no longer employed by Prince
William County Public Schools.

As indicated in the enclosed letter, PWCS has set up a call center to respond to inquiries
from those affected by this incident who may obtain the data exposed between mid-July and
August 19.2008, pertaining to each employee. Finally, PWCS has also alerted the Prince
William County Police Department, Virginia Retirement Service, Virginia Depmiment of
Education and United States Department of Educatian of the potential exposure of this
information.

Prince William COllllty Public Schools has had a comprehensive Acceptable Computer
Use and Safety Policy in place for a number afyears. All employees are required by the terms of
thei~' C(1ntr:-lcts to be f~Hll!!i3.r 'with ,;no ahide by tImt policy. }f0wever, in light of this incicknt, the
Division is currently reviewing its policy and Internet safety practices to determine whether there
are additional measures which can be taken to protect confidential School Division information.

Please contact my office with any questions or follow-up which your office deems
appropriate. Thank you very much for your guidance on this~mer.

Very t uly yours,
. ("

Enclosure: Stated.
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cc: Milton C. 10hns, Chairman, PWCS School Board 
Dr. Steven L Walts, Division Superintendent 
Rae Darlington, Deputy Superintendent 
Keith Imon, Associate Superintendent for Communications and Technology Services 
Donald R. Mercer, Jr., Director, Risk Matlagemetl( and Security Services 
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cc: Milton C. Johns, Chairman, PWCS School Board
Dr. Steven L. Walts, Division Superintendent
Rae Darlington, Deputy Superintendent
Keith Imon, Associate Superintendent for Communications and Technology Services
Donald R. Mercer, Jr., Director, Risk Management and Security Services



August 25, 2008 

Dear [Employee]: 

I am writing on behalf of Prince William County Public Schools (PWCS) to infonll you that certain personal 
infonnation (specifically your name, social security number, andlor other confidential information) was 
inadvertently exposed to the public through the Internet for a period of approximately five weeks this summcr. 

Immediately upon learning of the exposure of confidential School Division data, PWCS secured the infonnation and 
commenced an investigation to detennine the scope and duration of this exposure. It was detennined that a school­
based employee, while working on school business from home on a personal computer, inadvertently exposed 
certain PWCS information to the public through a file-sharing program. To date, the School Division's investigation 
has produced no evidence that this information was compromised during the period that it \vas On the Intemet. 

As you know, all Prince William County Public Schools employees are required to comply \vith the Division's 
Acceptable Use and Internet Safety Policy (Regulation 295-1), which should have prevented this incident from 
occurring. However, in an effort to guard against any further incidents of this nature, PWCS is cun·ently reviewing 
our Internet safety practices and taking additional measures to protect confidential School Division infonnation. 

We have informed the Prince William County Police Department, Virginia Retirement System, and Office of the 
Attorney General of the exposure of your personal information, and have also notified the Equifax, Experian, and 
Transunion credit reponing agencies of this incident on your behalf. If you live outside Prince William County, you 
may want to alert the consumer fraud division of the police agency in your jurisdiction. Please remain vigilant to 
possible misuse of your infonnation by reviewing account statements and monitoring credit reports. The fonn to 
request a free credit report from all three credit reporting agencies can be downloaded from the Intemet at 
https:!!www.annualcreditrepon.com!cralrequestformfinal.pdf. Additionally, at your request, PWCS will provide you 
with a credit monitoring service at no charge. 

All those directly affected by this incident have been notified by letter and we have asked the media for assistance 
with a public announcement. You may also go to our PWCS Web site - pwcs.edu - and television station - PWCS­
TV - on Comcast channel 18 and Verizon FIOS channel 36 for information. For obvious reasons, we have chosen 
not to publicize the exact information exposed in order to protect your privacy. Should you have any questions, 
please contact our infonnation exposure call center using the special telephone "hot line" that has been set up to 
answer questions from those employees who have received this letter. You can call 703.791.8157 from 9 a.m. to 
3:30 p.m. Monday through Friday, or email your questions to pwcsie@pwcs.edu. You will be asked for identifying 
infonnation in order to prevent any unauthorized disclosures. 

You have my assurance that protecting employees' personal information is of the highest importance to PWCS. On 
behalf of tile School Board and the School Division, 1 offer our apologies for this incident. Thank you for your 
continued support of Prince William County Public Schools. 

Sincerely, 

/! /} ~ 4£ c6Ld~:r(hJ 
il 
V 

Rae E. Darlington 
Deputy Superintendent 

!\IS. R.\E F.lJARLI"GTO'i 
Deputy Superintendent 

,...-----1

[~
~ P7'Otidillf!, A World-Class Edllcaliml

'------
August 25, 2008

Dear [Employee]:

1am writing on beha!f of Prince William County Fublic Schools (PWCS) to infoml you that certain personal
infonnation (specifically your name, social security number, and/or other confidential information) was
inadvertently exposed to the public through the Internet for a period of approximately five weeks this summer.

Immediately upon learning of the exposure of confidential School Division data, PWCS secured the infonnation and
commenced an investigation to detennine the scope and duration of this exposure. It was detennined that a school­
based employee, while working on school business from home on a personal computer, inadvertently exposed
certain PWCS information to the public through a file-sharing program. To date, the School Division's investigation
has produced no evidence that this information was compromised during the period that it was On the lntemet.

As you know, all Prince William County Public Schools employees are required to comply with the Division's
Acceptable Use and Internet Safety Policy (Regulation 295-l), which should have prevented this incident from
occurring. However, in an effort to guard against any further incidents of this nature, PWCS is currently reviewing
our Internet safety practices and taking additional measures to protect confidential School Division infonnation.

We have informed the Prince William County Police Department, Virginia Retirement System, and Office of tile
Attomey General of the exposure of your personal information, and have also notified the Equifax, Experian, and
Transunion credit reporting agencies of this incident on your behalf. If you live outside Prince William County, you
may want to alert the consumer fraud division of the police agency in your jurisdiction. Please remain vigilant to
possible misuse of your infomlatioll by reviewing account statements and monitoring credit reports. The fonn to
request a free credit report from all three credit reporting agencies can be downloaded from the lntemet at
https:llwww.annualcreditrepol1.com/cra/requestforrnfinal.pdf. Additionally, at your request, PWCS will provide you
with a credit monitoring service at no charge.

All those directly affected by this incident have been notified by letter and we have asked the media for assistance
witb a public announcement. You may also go to our PWCS Web site - pwcs.edu ~ and television station - PWCS­
TV - on Corncast channel 18 and Verizon FIGS channel 36 for information. For obvious reasons, we have chosen
not to publicize the exact information exposed in order to protect your privacy. Should you have any questions,
please contact our infonnation exposure call center using the special telephone "hot line" that has been set up to
answer questions from those employees wllo have received this letter. You can call 703.791.8157 from 9 a.m. to
3:30 p.m. Monday through Friday, or email your questions to pwcsie@pwcs.ectu. You will be asked for identifying
infonnation in order to prevent any unauthorized disclosures.

You have my assurance that protecting employees' personal information is of the highest importance to PWCS. On
behalf oftlle School Board and the School Division, I omr our apologies for this incident. Thank you for your
continued support of Prince William County Public Schools.

Sincerely,

// /I -r4£ e&d"";J{hJ
Jv

Rae E. Darlington
Deputy Superintendent

MS. RAE E. DARLINGTON
Depuly Superintendent
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