/) North Pacific

December 23, 200%

Via Overnight Courier

Office ot 1he Attoraey General
Conamoenwealit of Virginia
900 15 Muin Street

Richmond, VA 23219

At Jan Mver

Re: Notdieation of Patential Data Breach
Dear Sirs,

On Monday, December 1, 2008, North Pacific Group discovered that several laptops end other computer
equipment belonging to our Human Resources and Information Technology departments in Portland.
Oregon had been stolen sometime over the long Thanksgiving weekend.

Since the mcident. we Tve examined all mformation stored on these computers. searching for sensitive
data about our employees, customers, vendors and owr business.  As a result, we found that two of the
stolen compulers stored files comaining names, addresses. Social Security numbers, and dates of binth for
current and certain former emplovees (CEmployees™). Our records mdicate that the stelen compulers
contained such records for 17 Employees located i vour Siate. These records are in hidden locations on
these computers and are password protected.

We mmediatelv reported this incident 1o our local Taw enforcement authonities, and are continuing 1o
assist i thelr investigation. We are concurrently seading a written notice to the affected Fmplovees 1n
vour State, & saaple of which 1s enclosed. As vou will see. the notice outlines the credit monitoring and
other services we are offering Lmplovees. We have also contacted the three natenal credit repositonies -
Equitax, Experian, and TransUnion—to advise them of the incident.

If vou have anv questions regarding this incident, please contact me at (303} 230-2105 or our legal
counsel, Meml] Baunann of the Duny Carney i, at (303) 2429020,

Smicerely,
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Senior Vice President of Human Resources
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On Monday, December 1, 2008, we discovered that several laptops and other computer eguipment belonging
to our Human Resources and Information Technalogy denartments in Portiand, Qregon had been stolen some-
time during Friday evening.

Since the incident, we have examined alt information stored on these computers, searching for sensitive data
about our employees, customers, vendors and our business. As & result, we found that two of the stolen computers
stored files containing names, addresses, Sociai Security numbers, and dates of birth for current and certain former
employees. These files are in hidden locations on these computers and are password protected,

Although we have no reason to believe that this information has been improperly accessed or misusad, we want
to make you aware of the incident and the steps we have taken to guard against potential icdentity fraud,

First, we filed a police report with our local law enforcement and notified building security. We are regularly
requesting updated information on their investigations. We contacted regulatory authorities and the three
national credit repositories—Equitax, Experian, and TransUnion—to advise them of the incident.

Because securing your personal information is so important to us, North Pacific has engaged Kroll Inc., the

world's leading risk consuiting company, to provide its ID TheftSmart  service, Kroil's Fraud Solutions team

has more experience than any other organization when it comes to helping people who have experienced

the unintentional exposur e of confidential data. We are providing you FREE access to:

» Current Credit Report. Kro!l offers you access to an up-to-date credit report from Experian. if you suspect
fraudulent activity, please call the Kroll team

> Continuous Credit Monitaring. Monitoring alérts make you aware of key changes, using data from ail
three major nationg!l credit repositories, in your credit file that could indicate the kind of unautherized
activity commonly associated with identity theft and fraud. Consumer Credit Report and Credit Monitoring
Authorization Form required.

»  Enhanced Identity Theft Restoration. Licensed Investigators who truly understand the problems surrounding
identity theft will help restore your name and cradit if either should e aifected by this incident.
The investigators do most of the work!

You may call 1-800-XXX-XXXX, 800 a.m. to 5:00 p.m. {Central Time}, Monday through Friday, if you have any
questions or feel you may have an identity theft issue.

Please know that your privacy is of the utmost importance 1o us. We truly apelogize for any inconvenience this
incidlent may cause you and are currently evaluating and implementing steps to prevent a similar occurrence.

Sincerely,
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Tacy A. Lind
Senior Vice President of Human Resources
North Pacific





