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On i\10111i,i), December 1. 200S, NOli]) Pacific Group discovered th,H several iaptops iind other compul!..':l 
equipment belonging to our I fU1ll2ln Resources ,lllci Information Technology departments in Portj,md, 
Oregoll h:ld been Siolell sumetime over the long Th81lksgiving weekend. 

Sillce rh: i~:L;(ieLL \\ l' hil\ e cx,1l1lilled all lllforllHllion stored Oll these cOlllPuters. se;lrchl11g for :lC1El\j\'C 
{lzitil 3bullt ()\ll" cmplnyecs, customers. vendors ,md Ollr bU:lincss. ;\s <l result. we f('Jlmd that [\\'0 of the 

~toJcll C(1!llpu1Lr~ stored iiks cuntc:llling n~1ll1e~, acldressc.';, Soci;:ll Security !lumbers, (mel lbtcs of birth for 

current ;md CCrLiJ:l former employees CEmployees"). (Jur lTCI,.'nis llldicCllC that the stolen cornputers 
cnnt,lincd sHch records for 17 LlllpJoYl~es located in YOLir Sl'lte. These records are ill hidden locatioll:; 011 
the . ..;c COllJPUl crs <mel arc Pilss\vord protected. 

\Vc immClij<l~ely rcportL'd this inCIden1 10 our lm:al ];1\\' enforcement 3uthorilics. ;:wd nrc CO!1tinlllng to 
;Jssi:-;( III their in\'c~slig(!liOI;. \Ve arc cOllcurrently sending '(1 written notice to tbe <lilected Elllplo~'ces III 
your St;ltt" ;1 :-i,lmple of which IS enclosed. As you will see. The notice outlines the credit monitoriIlg ~jJld 

otber sen icc~ \\'C (1re uffering Employees. \Ve huve also cOJltacted the three ll(ltwnal credit rcpoSllllrlC::,-' 
l~Cjuii~I.\. Experian, ,,,nd Tr3nsUnioll--·to advise them of the incident. 

II' you hi-We ;!ny questiolls rC!2clrcling this incident, please contact me at (5U3) 23{)-2105 or (iur legal 
...:oun . ..;el. tdt'!Tll] B:lLll1l:JJlll uf [he DU1lI1 Carney firm, ,It (~03) 242-9620 
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Ufflce oj the /\tlorncy (;cllcr;l!

C(lIEll1(lIlIVC~ilillof Vij'f'll1i~1

9UO I:, .r,,1~lill Slrce(
Richmond, VA 23219
Alll]", } an ::vi ycr

On MOW..iiiy, December j, 20US. NOlih Pacific Group discovered that severa] iaptops and other computel
equipment belonging to our HUlllan Resources <lnd Infonl1Zltioll Technology departments in Portl,md,
Oregon h:ld been siDlen sometime over the long ThzlIlksgiving weekend.

Since [I;c j;;c:dcLl. \IC hil\ e c'\:(1l1lin<.:d all ll1fOrJllCllioll stored on these C01l1PUteI'S. se;lI'chlllg !()l selbllll'C
{hti] 3buUl O'ell' emplnyees. cUsTomers. vendors and Ollr busincss. I\s a result, we t(llmd that tl\'O of the
,wlen l'illnplllcr~ stored filt's cUllT<:ming n~1111eS, addresses, Soci,l! Security numbers. ,mel L!;I!CS of birth ior
currellT ':Jld cert;iin former employees ("Employees"). Our records llJdicatc that the stolen computers
cont'lincd such records for j 7 Lmployces located in your Swte. These records arc ill hidden loea!lOm O!l

thc.c;c COll1j1ut crs ;md arc password protected.

We illlmcdj(\tely reported this incident to our local 1<1\\ enforcement ;\uthorilics. ;wei Me CO!Uiillllllg to
,JSSiS' III IheIr invest igilt i()]~. We arc concurrcntly sendi Ilg ,1 wri [[en nollce to (be (l efected Employees III

your St;l!t\ :1 s:lmpJe of which is enclosed. As you will see. lhe notice outlines the clullt lllol1itc1riJlg and
()tlJL~r scniees IIC ;\rc offering Employees. We lluvc also contacled the three lliltH.ma] credit rCposltOrJCS-­

l:quliil.\, Experian. ,md TnlllsUllloll-·to advise them orthe incident.

rI you have ;lny questions rcgilrc!ing this incident, please contact lIle at (5U3) 230-2105 or (lUI' legal
cotll;c;tL !'vl,'rrilJ B;IUl1!:JIlll ul tIle DUll!l Carney t~nl1. ;It (:'03) 242-9620
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JjJ North Pacific 

Dear , !! 

______ =:-=_ ===--0-=== __ -=_ 

Membership Number: 

Me!11oer Serv:ces: -"',') j:" 

8:00 i],111 tD 5:00 p,rn (Cen:rai -:r;,e). fl1or-,day '[11rOu~h hic)JY 

If yell I'dve qllf'sti8n~ or ieEe) yeu n-a), 1-;;\'_' 3D ide"l::), thd'I<.)Uf', 

pieOlsc CiJ I Ie 1 he"-!;'1l1i"t Ill('rnb~r servlcc, 

On Monday, December 1,2008, we discovered that severa! laptops and other cornputer equipment beloWjill9 
to our Human ResQur-ces and Information Technology departments in Portland, Oregon had been stolen some 
~i'lle during Friday evening. 

Si'lce the incident, we have exarnined all information stored on these compute.rs, searching for sensitive data 
2bout our employees, customers, vendors (lncJ (Hn' business. As a result, we found that two of the stolen computers 
sto:t:d files containing names, addresses, Social Security numbers, and dates of birth for current and certain former 
employees. These files arQ In hidden locations on these computers and are password protected. 

AI~hough we have no reason to believe that this information has been improperly accessed or misused, we want 
te, make you aVl/cne of the inciDent and the steps we have taken to guard against potential identity fraud. 

First, ViE filed ~I police: report With OUI' local law C'nforcement dnd not;fied building security. WE: are regul2rly 
requesting updated information on their' investigations, V\.le contacted regulatory authorities and the three 
flrltional credit reoositones--Equifax. Experian, and TransUnion~to advise them of the incident. 

B'2cau~e securing your p(:rsona! information is so important "to us, North Pacific lias engaged Kroll Inc., the 
v'/orid's leading risk consuiting company, to provide its 10 TheftSmart" service. Kroll's Fraud Solutions team 
(las more experience than any other organization when it comes to helping people who havE' expenenced 
the unintentional exposLlI e of corfidential data. Vlfe are providing YOLI FREE access to: 

CUrrent Credit Report. Kro:'! offers you access to an up-to· date credit repor't from Expcrian. if you 5u)pect 
fraudulent activity, pleclse call the Kr-oll tearn 

Continuous Credit Monitoring. Monitoring (1ler15 make you aware of key changes, using data fr-om all 
:hree major national credit repositories, in your credit file that could indicate tfle kind of unauthorized 
acti'lit)l commonly associated with identity theft and fraud. Consumer Credit Report and Credit Monitoring 
Authoriza tion Form required. 

Enhanced Identity Theft Restoration. Licensed Investigators who truly understilnd the pr-oblems surrounding 
Identity theft "'VIII help restol'C you~ name and cr'.:cJit if ['iilier should iJC affected by this incident. 
The invEstigJtors do Illost of the \tJork! 

You m.lY call 1-800 XXX-XXXX, 8:00 a,m. to 5:00 p.m. (Central Time), Monday through Friday, if you have any 
questions or feel you may have an identity theft issue. 

PleJse know that your privacy is of the utmost importance to us, VVe truly apologize for any inconvenience this 
incident rnay cause you and arE currently evaluating and implementing steps to prevent a similar occurrenCE, 

Sincerely, 

~' 
c~,c::;p, d~,,-

Tacy A. Lind 
Senior Vice President of Human Resources 
North Pacific 

~ North Pacific
Menooer Serv:ces: :<,,); 'c'

8:00'1.I11 !n 5:UO pm ICentral -'r.,e), Mar',dey lIHOU"h f,i""y
If y(.u h2l'.je qUf'sti~n,; or ref·1 you n·;-;y '<':'\,f~~ J-r! j(.jt"l~,:·.)i thcf1 I:,"lllf',

pte~se cal Ie 1 he"'-tSn'tllt IllcmD!:r servi(l:~

Dear [I'· -

On Monday, December 1,2008, we discovered that severa! laptops and other computer equipment belol1cJin9
to our Human Resour'ces and Information Technology departments in Portland, Oregon had been stolen some
,i'1lC during Frirlay evening.

Si'lce the ,ncirlcnt, we have examined all information stored on these computers, searching for sensitive datil
2bout our employees, customers, vendors (Inc] OUI' business, As a result, we found that two of the stolen computers
sto~(;d files containing names, addresses, Social Security numbers, and dates of birth for current and certain former
employees. These files arc:: In hidden locations on these computers and are password protected.

AI~hough we have no reason to believe that this information has been Improperly accessed or misused, we want
to make you avVcH'e of the incident and the steps we have taken to guard ilgainst potential identity fraud,

First, we filed tI police report With Ollr local law E'nforcement and not;fled building security. We are regularl)!
requesting updated information on their investigations. We contacted regulatory authorities and the three
national credit repositorres--Equlfax. Experian, and TransUnion-to advise them of the incident,

8'2Ca115e securing your persona! information IS so important to us, North Pacific I,as engaged Kroll Inc., the
v'lorid's leading risk consulting company, to provide its 10 TheftSmart", service. Kroll's Fraud Solutions team
ililS more experienCE than any other organization when it comes to helping people who have experienced
the unintentional exposur e of corfidential data. We are providing you FREE access to

) Current Credit Report. Krol! offers you access to an up-to date credit report from EXperiall. if you suspect
frauclu lent activity, plea se COl II the Kmll t earn

) Continuous Credit Monitoring. Monitoring cllerts make you aware of key changes, using data from all
,href: major national credit repositories, in your credit file that could indicate the k'lnd of unauthorized
activity commonly associated with identity theft and fraud. Consumer Credit Report and Credit Monitoring
ALithoriza tion Form required.

Enhanced Identity Theft Restoration. Licensed Investigators who truly understand the ploblems surruunding
rd en, Ity th eft will h C'!p restQl' C yow nam e and cn:cJ i t If 0:1\ !wr sho u Id iJ c a'Tccted by ,hi s i IlC :c'en t.

The irwestigiltors do most of the work l

You m.lY call 1-800XXXXXXX, 8:00 a.m. to 5:00 pm. (Centrill Time), MondClY through Friday, if you have any
questions or feel you may have an identity theft issue.

Please know that your privacy is of the utmost importance to us. We truly apologize for any inconvenience this
incident may cause you and are currently evaluating and implementing steps to prevent a s'lmilar occurrence.

Sincerely,

.-----'c~~v:~ p. d~<:.
Tacy A. line!
Senior Vice President of Human Resources
i\'orth PacifiC




