
COLE NA TlONAL GROUP, INC. 
4000 Luxottica Place 
Mason, Ohio 45040 

Dlrecr Dial: 513765.4483 

Office of the Attorney General 
900 East Main Street 
Richmond, Virginia 23219 

Ladies and Gentlemen: 

October 10, 2008 

The purpose of this letter is to notify you of an incident involving unauthorized access to personal 
information of residents of Virginia. We recently discovered that an unknown, unauthorized persoll 
accessed a file on a company server in April 2008. This file contained pay 1'0 II information for Things 
Remembered, Inc. employees from 1998 through March 2005. The information included names, 
addresses, Social Security Numbers, dates of birth, and other information used for processing payroll. 
Based on the information in the file that was accessed, as well as address veritlcation performed this 
week, we believe approximately 1,801 of the affected individuals currently reside in Virginia. 

We have repOl1ed the incident to the appropriate law enforcement agencies, and are cooperating 
with their ongoing investigation. At this time, we have no evidence that the compromised data has been 
misused. We have carefully reviewed the security of the server on which this tile was locatcd, and 
believe this was an isolated and unusual incident. 

During the week of October 13, 2008, we plan to send notices by l11ail to all affected individuals; 
a sample copy of this notice is enclosed. The notice suggests steps that the individuals can take to help 
protect themselves from identity theft. Among other things, these notices contain the telephone numbers 
and websites of each of the three national consumer repOl1ing agencies, and inform the individuals of 
their ability to contact anyone of the agencies to obtain a copy of their credit repOlts or request that fraud 
alel1s be placed on their credit files. We are also notifYing the three national consumer reporting agencies 
of this incident and the number of affected individuals. 

We are also offering each individual a complimentary 12-l11onth membership for Triple AleltSM
, a 

credit monitoring product offered by ConsumerInfo.com, Inc., an Experian® company. 

If you need auy further information, please contact me at 513-765-4483. 

ttorney 
Cole National Group, Inc. 
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The purpose of this letter is to notify you of an incident involving unauthorized access to personal
information of residents of Virginia. We recently discovered that an unknown, unauthorized perSOll
accessed a file on a company server in April 2008, This file contained payroll information for Things
Remembered, Inc, employees from 1998 through March 2005, The information included names,
addresses, Social Security Numbers, dates of birth, and other information llsed for processing payroll.
Based on the information in the file that was accessed, as well as address verification performed this
week, we believe approximately 1,80] of the affected individuals currently reside in Virginia.

We have repOlied the incident to the appropriate law enforcement agencies, and are cooperating
with their ongoing investigation. At this time, we have no evidence that the compromised data has been
misused. We have carefully reviewed the security of the server on which this file was located, and
believe this was an isolated and unusual incident.

During the week of October 13, 2008, we plan to send notices by mail to all affected individuals;
a sample copy of this notice is enclosed. The notice suggests steps that the individuals can take to help
protect themselves from identity theft. Among other things, these notices contain the telephone numbers
and websites of each of the three national consumer repoJiing agencies, and inform the individuals of
their ability to contact anyone of the agencies to obtain a copy of their credit repolis or request that fraud
alerts be placed on their credit files. We are also notifying the three national consumer reporting agencies
of this incident and the llumber of affected individuals.

We are also offering each individual a cOll1plimentary 12-month membership for Triple AlertSM
, a

credit monitoring product offered by ConsumerInfo.col11, Inc., all Experian® company.

If yOli need any fmiher information, please contact me at 513-765-4483,

All)

Sr. ttorney
Cole National Group, Inc.
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The purpose of this letter is to notify you of an incident involving unauthorized access to personal
information of residents of Virginia. We recently discovered that an unknown, unauthorized perSOll
accessed a file on a company server in April 2008, This file contained payroll information for Things
Remembered, Inc, employees from 1998 through March 2005, The information included names,
addresses, Social Security Numbers, dates of birth, and other information llsed for processing payroll.
Based on the information in the file that was accessed, as well as address verification performed this
week, we believe approximately 1,80] of the affected individuals currently reside in Virginia.

We have repOlied the incident to the appropriate law enforcement agencies, and are cooperating
with their ongoing investigation. At this time, we have no evidence that the compromised data has been
misused. We have carefully reviewed the security of the server on which this file was located, and
believe this was an isolated and unusual incident.

During the week of October 13, 2008, we plan to send notices by mail to all affected individuals;
a sample copy of this notice is enclosed. The notice suggests steps that the individuals can take to help
protect themselves from identity theft. Among other things, these notices contain the telephone numbers
and websites of each of the three national consumer repoJiing agencies, and inform the individuals of
their ability to contact anyone of the agencies to obtain a copy of their credit repolis or request that fraud
alerts be placed on their credit files. We are also notifying the three national consumer reporting agencies
of this incident and the llumber of affected individuals.

We are also offering each individual a cOll1plimentary 12-month membership for Triple AlertSM
, a

credit monitoring product offered by ConsumerInfo.col11, Inc., all Experian® company.

If yOli need any fmiher information, please contact me at 513-765-4483,

All)

Sr. ttorney
Cole National Group, Inc.
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COLE NATIONAL GROUP, INC. 
4000 Luxottica Place 
Masoll, Ohio 45040 

Dear •••••• 

OClober 14, 2008 

Cole Nationzd Group, Inc. (a Luxottica Group Company) is contacting you because you were an employee of the 
Things Remembered brand nt some point between 1998 and March 2005. \Ve recently discovered thelt an unknO\\11, 

unauthorized person accessed a file from a company server in April 2008. This file contained information used for 
processing payroll for Things Remembered employees during the time span noted above. 

At this time, we have no eVIdence tbat the compromised data has been misused. We h~i\'e carefully I eviewed the 
security oflhe server on which this file WCl5 located, and believe this was an isolated Zlnd unusual incident. 

Nonetheless, we wallt to provide you with details to detect and prevent misuse of your person<li information. Your 
name, address, Socie,! Security Number, date of birth and other information usee! for plocc.ssing payroll were 
included in the file that was accessed 

We deeply regre: tho! tbis has occurred and ha\'e l<1kcl1 actIon to c!:sure the security 0: this file going [or\,,;lld ,md to 
lessen the potentia! for harm, \Ve l1,w(: notified law enforcement of this incident, are conducting a full ill\'esligation. 
Gild will support prosecution nftbose involved 

We have also engaged C:onsumerIJlfl),COlll, Inc., ~lJ, Experia]1'l'· '20mpany, to provide >:Uli with one lull yea;' vf credit 
monitoring, at no cost to you. This credit monitoring product, knowl1 as Triple AJcrtSi,1

, will identify and notify YOll 

of key changes that are detected on any of your credit reports fi'om the tlu'ee credit reporting companies; Experi an, 
Equifax® and TransUnion@. This credit monitoring producl is a pO\verful tool that you can u:-;e to help YO:J identify 
possible fi'audulent usc of your information. 

Your complimentary 12-l11onth Triple Alcl'tS~j membership includes: 

• Daily monitoring of your three credit reports (1'0111 Experian, EquifaxW and Tran~Union;r-, 
• Email alerts if key changes are detected on any of your three credit reports 
• Monthly "'No Hit" alerts, if applicable 
• Toll-free access to a dedicated team of Fraud Resolution Representatives if you should detect <my 

fraudulent activity or become a victim of identity fraud 
• $25,000 in identity theft insurance provided by Virginia Surety CompallY, Inc. with no deductible~' 

*Please notc that due to New York state hnv restrictions, identity theft insurance coverage call1lot be 
offered to individuals who are re.:"idents of New Y ark, nor is coverage available in U.S. overseas 
Commonwealth~ or Territories outside the continental U.S. (i,e., Puerto Rlco, Guam, etc.). 

You have ninety (90) days from the date of this letter to activate this membership, which \\111 then continue for 12 
full months. We encourage you to activate your credit monitoring membership as Soon as possible. 

-" 
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Dear E •

Cole Nationzil Group, inc. (a Luxottica Group Company) is contacting you because you were an employee of the
Things Remembered branJ at some point between 1998 and March 2005. We recently discovered that an un kIl 0\\11 ,

unauthorized person accessed a file froID a company server in April 2008. This file contained informatioll llsed for
processing payroll for Things Rcnwnbered empi oyees during the time span noted above.

At this time, we have no eVIdence that the cOl1lpromised data has been misused. We have carefully reviewed the
security of the server on which this file was loc,lted, and believe this was an isolated ZInc! unusual incident.

Nonetheless, we wan t to provide you With details to detect and preycnt misuse of your personal information. YOllr
name, address, Soci~.1 Security Number, d,lte of birth and other information usee! for processing payroll were
included in the filc that was accessed.

We cicep!y regre: that this has occurred and have taken action to Cl:sure the security 0: this file going [or\'·'lrci ,\1\.-1 to
[essen the potentia! I'm harm \Ve have notified law enlarcement allhis incident, are conducting a full investigation,
and wi!! support proseclltion of those involved.

Wc have also engaged COl1sumer).nhcOlll, Inc., ali Experi,Il1'" ~Oll1paIlY, 10 provide ;,'Uli with one full yea;' of credit
monitoring, at no cost to you. This credlt monitoring product, know11 as Triple AlcrtSt

'l, wiil identify and notify you
of key changes lhat are detected Oil (lily of your credit reports hom the tlu'ee credit reporting companies: Experian,
Equifa/1J and TransUnioJl@ This creoit monitoring product is a powerful tool that you can use to help yO:l identi fy
possible fi'iludulent use of your information.

Your complimentary 12-month Triple Alcl'tS~l membership includes:

• Dally monitoring of your three credit reports [rom Experian, EquifaxWand Tral1~Union')-'
• Email alerts ifke)' changes are detected on any of your three credit reports
• Monthly "No Hit" alerts, if applicable
• ToIJ-fi'ee access to a dedicated team of Fraud Resolution Representatives if you should <Ieleet allY

fraudulent acti vity or become <l victim of identity fraud
• $25,000 in identity th eft insurance provided by Virginia Surety Company, lnc. wjth no deductible*

*P[ease Hote that due to New York state lilW restrictions, identity theft insurance coverage call1lot bc
offered to individuals who are residents of New Yark, nor is coverage available in U.S. overseas
Commonwealths or Terr~tQries outside the continental U.S. (i.e., PuerlO Rico, Guam, etc.).

You have ninety (90) days from the date of this letter to activate this membership, which will then continue for 12
full months. We encourage you to activate your credit monitoring membership as Soon as possible.
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Dear E •

Cole Nationzil Group, inc. (a Luxottica Group Company) is contacting you because you were an employee of the
Things Remembered branJ at some point between 1998 and March 2005. We recently discovered that an un kIl 0\\11 ,

unauthorized person accessed a file froID a company server in April 2008. This file contained informatioll llsed for
processing payroll for Things Rcnwnbered empi oyees during the time span noted above.

At this time, we have no eVIdence that the cOl1lpromised data has been misused. We have carefully reviewed the
security of the server on which this file was loc,lted, and believe this was an isolated ZInc! unusual incident.

Nonetheless, we wan t to provide you With details to detect and preycnt misuse of your personal information. YOllr
name, address, Soci~.1 Security Number, d,lte of birth and other information usee! for processing payroll were
included in the filc that was accessed.

We cicep!y regre: that this has occurred and have taken action to Cl:sure the security 0: this file going [or\'·'lrci ,\1\.-1 to
[essen the potentia! I'm harm \Ve have notified law enlarcement allhis incident, are conducting a full investigation,
and wi!! support proseclltion of those involved.

Wc have also engaged COl1sumer).nhcOlll, Inc., ali Experi,Il1'" ~Oll1paIlY, 10 provide ;,'Uli with one full yea;' of credit
monitoring, at no cost to you. This credlt monitoring product, know11 as Triple AlcrtSt

'l, wiil identify and notify you
of key changes lhat are detected Oil (lily of your credit reports hom the tlu'ee credit reporting companies: Experian,
Equifa/1J and TransUnioJl@ This creoit monitoring product is a powerful tool that you can use to help yO:l identi fy
possible fi'iludulent use of your information.

Your complimentary 12-month Triple Alcl'tS~l membership includes:

• Dally monitoring of your three credit reports [rom Experian, EquifaxWand Tral1~Union')-'
• Email alerts ifke)' changes are detected on any of your three credit reports
• Monthly "No Hit" alerts, if applicable
• ToIJ-fi'ee access to a dedicated team of Fraud Resolution Representatives if you should <Ieleet allY

fraudulent acti vity or become <l victim of identity fraud
• $25,000 in identity th eft insurance provided by Virginia Surety Company, lnc. wjth no deductible*

*P[ease Hote that due to New York state lilW restrictions, identity theft insurance coverage call1lot bc
offered to individuals who are residents of New Yark, nor is coverage available in U.S. overseas
Commonwealths or Terr~tQries outside the continental U.S. (i.e., PuerlO Rico, Guam, etc.).

You have ninety (90) days from the date of this letter to activate this membership, which will then continue for 12
full months. We encourage you to activate your credit monitoring membership as Soon as possible.
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To sign up, please visit http://partrlCLCOnSumerillfo,comlinfol and enter your individual <lctivation code provided 
below. Please keep in mind that once activated, lhe coelecannot be re-uscd', You wil! be instructed on how to enroll 
in your complimentary credit monitoring product. All credit alerts will be accessible online. If you need technical 
assistance, please coll 1-866-252-0121. 

Your Single Use' Credit Monitoring Activation Code:_ 

We have also advised the three major U.S. credit reporting companies about this i:1cident. \Vc htlve giver. them :J 

general report, alerting them to the fact that the incident occlIlTed. However, we have not notified them th,lt your 
specific information WJS in the file breached. 

We encourage you to take preventative measures now to help prevent and detect any misuse of your inforrn~tion, It 
is very important that you remain vigilant in protecting your identity by reviewing account statements ::md 
monitoring your fi"ee credit reports, To obtc.in a free copy of your credit report, YOll may visit 
http://www.annualcreditreport.comonline.orcaILtollfiee877-322-8228.Heari.ngimpaired C0J1Blll:1ers can access 
TDD service at 877-730-4104. 

We recommend that you place a fmud alert on your credit file. A fi·aud alert tells creditors to conUH.:! you befort: 
[hey open any new accounts or change your existing accounts Call anyone of the three major credit reporting 
companies. As soon as one credit reporting company confirms your fraud alert, the others are no~ified to place fr3lld 
~ler!s on your credit file. All three credit reports will be sent to you, frcc of charge, for you:· review 

Equifax 

800-685-1111 
\\'ww.equi fax .com 

Experian 

8S8-39n742 
wW\V. ex peri an. com 

TransUn;oll Corp 

800-680-7289 
www.tranSUIlIOIl,COl11 

Evell if you cio not find any slispicious a~livity 011 your initial credit repurts, the Federal Tradc Commission ("FTC") 
:-ccommends that you check your credit reports periodically. Checking your credit repol rs p('::-ludicJ.i!y can heir ),0.1 
.~pot problems ,lila address thelll quickly. 

Iryou find suspiciuus aClJvity un YOlli credit reports 01 have IcJson tl' believe yO'elr Infolmatiol1 is hei!]g )1liSl~<;ed. 

cali YOLlr local len\' enfCll'ccment agency and fi!e a police report. Ciet ~-j cupy ofille report: lIlany creditors wanll:lc 
i:lforl113[ion it cuntains 10 absolve you of the haudulcn l• debt::;. 

If you believe your information is being misused, YOll also should file a compl:tint with l!~e FTC at 
hltp://www.ftc.gov/idthcft or at 1-877-ID-THEFT (877-438-4338). Your complaint will be added to the FTC's 
Identity Thcft Data Clearinghollse, where it will be accessible to law enforcers for their investigations. 

Finally, we also recommend you visit the FTC website which provides 41 comprehensive guide (0 help YOll wi:h 
security of your personal information 2111d guard ag<linst its llllsuse by others (It 

h Itp:! /www.f1c.£rov/bc))/edu/pubs'!consumerlidthefilidto4.shtm 

Again, we sincerely apologize that this incident has occurred. Tile action steps we are taking, and suggest you 
consider taking, arc preventative. ]f YOli have any questions about this incident, please call us at 1-866-285-7669 
(Moneiay through Friday, 8:00 a.1ll - 5:00 p.m. ET). 

Sincerely, 

Cole Nillional Group, Inc. 

.. 
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To sign up, please visit hltp:/lpartri.cLconsumerillfo.com/infol and enter your individual <lctivation code provided
below. Please keep in mind that once activated, lhe coelecannol be re-uscd', You will be instructed on how to enroll
in your complimentary credit monitoring product. All credit alerts will be accessible online. If you need technical
assistance, please c311 1-866-252-0121.

Your Single Use' Credit Monitoring Activation Code:_

We have also advised the three major U.S. credit reporting companies about this i:1cidenl. \Vc h,lVe giver. them <J.

general report, alerting them to the fact that the incident occulTed. However, we have not notified them th,lt your
specific information WJS in the file breached.

We encourage you to take preventative measures now to help prevent rind detect any misuse of your inforrn~tion, It
is very important that you remain vigilant in protecting your identity by reviewing account statements and
monitoring your fi"ee credit reports, To obtc.in a free copy of your credit report, you may visit
hltp://www.anllualcreditreport.comonline, orcalLtolJ fiee877-322-8228. Heari.ngimpaired COJ1BUJ:lers can access
TDD service at 877-730-4104.

We recommend that you place a fmud alert on your credit file. A fi'aud alert tells creditors to conUH.:t you befort:
they open any new accounts or change your existing accounts Call anyone of the three major credit reporting
companies. As soon as one credit reporting company confirms your fraud alert, the others are notified to place fralld
~Ier!s on your credit file. All three credit reports will be sent to you, frcc of charge, for you:' review

Equifax

800-685-111 J
\\'ww.equi fax .com

Experian

888-39n742
W\V\V. ex peri an. com

TransUn;oll Corp

800-680-7289
WWW.tr<lllSllI110Jl.C0l11

Even if you cia not find any suspicious a~livity on your initial credit repurts, the Federal Tradc CommIssion ("FTC")
:"ccommends that you check your credit reports periodically. Checking your credit rep on.'> pl::-Iudicaily can heir )'0,1

spot problems ,mo address them quickly.

Ir you find suspiciuus aClJvity un yOlll credit reports 01 have rCJson to believe YO'elr IllfOimatioll is heill&- )1liSl~<;ed.

cali your local len\' enfCll'ccment agency and file a police report. Ciet ~-j copy ofille report: lIlany creditors wanll:lc
i:lforll1atlon it cuntains 10 absolve you Gfthe fi"audulcn l, debts.

If you believe your information is being misused, yOll also should file a complaint with the FTC at
hltp://www.ftc.govlidtheft or at 1-877-ID-THEFT (877-438-4338). Your complaint will be added to the FTC's
ldentity Thcft Data Clearinghollse, where it will be accessible to law enforcers for their investigations.

Finally, we also recommend you visit the FTC website which provides 4l comprehensive guide to help yOll wi:h
security of your personal information 21lld guard agninst its llllsuse by others (It

hltp:!/www.ftc.£rov/be))/edu/pubs/consumerlidthefilidto4.s11tm

Again, we sincerely apologize that this incident has occurred. Tile action steps we are taking, and suggest you
consider taking, arc preventati,,'e. ]f you have any questions about this incident, please call us at 1-866-285-7669
(Monday through Friday, 8:00 a.1l1 - 5:00 p.m. ET).

Sincerely,

Cole Ni1tionaJ Group, Inc.
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To sign up, please visit hltp:/lpartri.cLconsumerillfo.com/infol and enter your individual <lctivation code provided
below. Please keep in mind that once activated, lhe coelecannol be re-uscd', You will be instructed on how to enroll
in your complimentary credit monitoring product. All credit alerts will be accessible online. If you need technical
assistance, please c311 1-866-252-0121.

Your Single Use' Credit Monitoring Activation Code:_

We have also advised the three major U.S. credit reporting companies about this i:1cidenl. \Vc h,lVe giver. them <J.

general report, alerting them to the fact that the incident occulTed. However, we have not notified them th,lt your
specific information WJS in the file breached.

We encourage you to take preventative measures now to help prevent rind detect any misuse of your inforrn~tion, It
is very important that you remain vigilant in protecting your identity by reviewing account statements and
monitoring your fi"ee credit reports, To obtc.in a free copy of your credit report, you may visit
hltp://www.anllualcreditreport.comonline, orcalLtolJ fiee877-322-8228. Heari.ngimpaired COJ1BUJ:lers can access
TDD service at 877-730-4104.

We recommend that you place a fmud alert on your credit file. A fi'aud alert tells creditors to conUH.:t you befort:
they open any new accounts or change your existing accounts Call anyone of the three major credit reporting
companies. As soon as one credit reporting company confirms your fraud alert, the others are notified to place fralld
~Ier!s on your credit file. All three credit reports will be sent to you, frcc of charge, for you:' review

Equifax

800-685-111 J
\\'ww.equi fax .com

Experian

888-39n742
W\V\V. ex peri an. com

TransUn;oll Corp

800-680-7289
WWW.tr<lllSllI110Jl.C0l11

Even if you cia not find any suspicious a~livity on your initial credit repurts, the Federal Tradc CommIssion ("FTC")
:"ccommends that you check your credit reports periodically. Checking your credit rep on.'> pl::-Iudicaily can heir )'0,1

spot problems ,mo address them quickly.

Ir you find suspiciuus aClJvity un yOlll credit reports 01 have rCJson to believe YO'elr IllfOimatioll is heill&- )1liSl~<;ed.

cali your local len\' enfCll'ccment agency and file a police report. Ciet ~-j copy ofille report: lIlany creditors wanll:lc
i:lforll1atlon it cuntains 10 absolve you Gfthe fi"audulcn l, debts.

If you believe your information is being misused, yOll also should file a complaint with the FTC at
hltp://www.ftc.govlidtheft or at 1-877-ID-THEFT (877-438-4338). Your complaint will be added to the FTC's
ldentity Thcft Data Clearinghollse, where it will be accessible to law enforcers for their investigations.

Finally, we also recommend you visit the FTC website which provides 4l comprehensive guide to help yOll wi:h
security of your personal information 21lld guard agninst its llllsuse by others (It

hltp:!/www.ftc.£rov/be))/edu/pubs/consumerlidthefilidto4.s11tm

Again, we sincerely apologize that this incident has occurred. Tile action steps we are taking, and suggest you
consider taking, arc preventati,,'e. ]f you have any questions about this incident, please call us at 1-866-285-7669
(Monday through Friday, 8:00 a.1l1 - 5:00 p.m. ET).

Sincerely,

Cole Ni1tionaJ Group, Inc.
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