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We write to provide you notice pursuant to Va, Code 18,2-186,6, 
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Recently, a Baxter human resources employee baseci in the U,S, was allendlllg it human 
resuurces conference in Chicugo, llIinois, On June 24, :2008, a thief entered the hotel room of 
:he employee \1 III Ie that employee was attending the conference, and stole a laptop computer 
ilciollglllg to Baxter. Subsequently, we 1e'11l1cd that two dura flies on the laptop contuined 
person8llllformation, Illcluding names, social security numbers, encoded information regarding 
background checks, and addresses of cert3in current, former, and prospective U,S, employees. 
No customer or patient data was included in these cbta flies, The data files lIlciudeu personal 
information of TOughly (',f)()() people, of which 53 reside in Virginia, Baxter has notified and IS 

work!l1g closely with local law enforcement officials to investigate this matter. Additionally, we 
are developing policies and procedures to strengthen our dllta security policies to reduce, if not 

elil111!lllte, the risk that data losses of this type ever occur again, 

We are notifying our employees whose inform,rtion may have been or may be compromised of 
this incident on Monday, July 14th by writing to them at their last known addresses. By such 
communication. a sample of \vhich is att[(ched hereto as ExhiJ2iLA. we informed our c1l1ployi ecs 
of: (i) the cietails of this security incident; (ii) the ac:ions we are taking to help them monitor their 
'lccounts for allY unusual actrvity: (iii) a toll-free number they can call with inquiries; and (Jv) 
steps tlrey can take to protect against identity theft (including specific guidance on monitoring 

their creult reports), 

We thank you for YOllr time and consickrlltion of tlris Illancr. If you have any Cjllestions, please 

contact Jacob Springer: Corporate COllnsel, Data Privacy at 847-948-4806, 

Sincerely, 

.Jeanne K. h.1ason, Ph.D.
C:~'·~)c.·-a·.f; \/ic:; ~Ies:~_~:-;:t

Jillv I L 200S

OCfice of the ;-\!tornev GcIlCLil
00D East l\'l ~l1n Street
Richmond. V/\ 232J9

Rt:: Recent un'lllthorizcd Disclosure oj" Personal Infonnation

L.~Idics and Cle ntiemc 11:

We write to provide you notice pursuant to Va. Code 18.2-186.6.

Recently, a Baxter human resources employee based in the U.S. W,iS attending a humall
l~SOllrccs conference ill Chicngo, llJinois. On June 24, 20GS, a thief entered the hotel room of
;he employee wInJe that employee was attending the conference, and stole a laptop computer
belonging to Bnxter. Subsequently. we le'1ll1ed that two data hIes on the laptop contained
personal Information, including names, social security numbers, encoded information regarding
background checks, and addresses of certain current, former, and prospective U.S. employees.
No customer or patient data was included in these c1nta fJles. The data files included personal
information of roughly 6,900 people, of which 53 reside in Virglllia. Baxter has notified and is
working cJasely with local law enforcement officials to investigate this matter. Additionally, we
are developing policies and procedures to strengthen our data security policies to reduce, if !lot
eliminate. the lisk tlwt c1ata losses of this type ever occur again.

We are notifying our employees whose information may have been or may be compromised of
this jncident Oil Monday, July 14th by writing to them ,It their last known addresses. By such
cOlllll1unicalion, a sample of \vhich is <lttached hereto as ExhiQiL6. we informed our employees
of: (i) the details of this security incident; (ii) the ac:ions we are taking to help them monitor their
,tccounts for <in y unusual acti vi ty: (ii i) a tal] -frce number they can call wi th inqui ries; and (J v)
steps they can take to protect against identity theft (including specific guidance on monitoring

their credit reports).

We thank you for your Lime ~\J1d cOllsickratiol1 of this matter. If you have any CJuestions, please
contact ],Kob Springer: Corporate Counsel, Data Plivacy at S47-9Ll8-4806.

Sincerely,



t .~. SLlk '-i()tifiC'IliOIl Rl.:qllin'II1L'lItS 

For residents of Ji!lll'llii. iowa. :~larrhmd. Miclti!?all, North Carolilla, Ore!.!oll. Verll/om, Virgillia. JYest 
r 'irgiJli{l, and "fVvtJmil1g: 
Il IS reouired by st(lte laws to inform ~dlll that you Illay obtain a copy of YOllr credit report. free of charge, 
wlll'ther or not you suspect any unauthorized activity Ull your accOllll1. It is recom!1lended hv state Jaw that VOll 
ITlllaln vigil""t for il1cicicllts of fraud al1d iclel1tity theft by reviewing credit card account stat'ements alld . 
llloniton:lg your credit report for unauthorized {lctiVtly. Yew ma:.' obtain (l free copy nfy-our credit report by 
Cl11l{(lcting <Illy olle or more of the fllilowin~ national COIlSlll1l(::[" rcportin n Doencies: .... b I:l 

Eq uifa, 
PO Bo\ 740241 
Atlant{l, G~orgia 30348 
1-~O()-685-11 I 
_WW\\ .t:qllit:1~.com 

For residents of Imva: 

E\pcri<-lll 
P.O. Bo\ 2104 
Allen. TX 75013 
1-~88-397·3742 

\.v\\"w.cxperlrtll.com 

TransUnion 
P.O. Box 6790 
Fullerton. CA 92834·6790 
1-877·322-8228 
www.translInion.com 

State la\\ advises YOLI to repol1 any suspected identity theft to law enforcement or to the Attorney General. 

For residents of Oregon: 
Slate law acl\-ises YOll to report allY 5t1sp~cted identity then 10 law enforcement, n~ \\·ell as the Federal Trade 

COll1missinll. 

For residents of :vfarr/lIIl1/: 
YOLI call obtain iniclrIllation from the Maryland Office oftlw Attorney General and the Federal Trade 
COlllmission about steps )riDl! can take to avoil.! identity theft . 

.\Iarvland Oflice of the Atturney General 
CClnslInJcr Protection Division 

Federal Trade COIllmission 
Consumer Response Center 

200 SI. Paul Place 
[3,dtimore, MD 2 I 202 
1-888-743-0023 
www.oa!:tstate.rnd.lIs 

GOO Pennsylvania Avenue, "iW 
Washington, DC 20580 
1-877-IDTHEFT (438.4338) 
www.ftc.gov/bcp}edu/microsites/idtheft! 

For residents of Jl1(lS!iflcltllsel1s and fVesf Virginia: 
It is required by state law that you me informed ofyollr right to obtain a police report ifvoll arc a victim of 
identity theft. You also have the right 10 place a security freeze on your credit report. A security freeze is 
intended to prevent credit, loans and services from being approved ill your name without J'our consent; however. 
using a security freeze may delay your ability to obtain credit. 

To place n security freeze on your credit repOli., you need to send a request to a consumer reporting agency by 
certified mail, overnight mail, or regular stamped mail. The following information must be included when 
rt'(jllcsting a security freeze (note that if you arc requesting a credit report for your spollse, this information must 
be provided fnr him/her as well): (I) full name. with middle initial and any suffixes; (2) Social Security number; 
(11 Jale of birth; (4) currcnt address and any previous addresses for the past five years: and (5) any applicable 
incident report or complaint with a 1m\' enforcement agency or the Registry of:.Aotor Vehicles. The request must 
also include a copy of a government-issued identification card and a copy of a recent utility bill 01' bank or 
illSUlance statement. It is essential that each copy be legible, display your name and current mailing address, and 
the ciate of issue. The consumer repOlting agency may charge a fee of up to $5.00 to place a freeze or lift or 
remove a freeze) unless you arc a victim of identity theft or the spollse of a victim of identity theft, and you have 
sublllittt:c1 a valid police rcport relating to the identity theft incident to the CO!lsumer repot1ing Jgtllcy. 

Equifax Security Freeze 
P.O. Box 105788 
At13nta, Georgia 3034R 
_\vww.eguifax.com 

E:xperian Security Freeze 
P.O. Box 9554 
Allen, TX 75013 
w\Vw.e~perian.com 

TransLnion (FVAD) 
P.O. Box 6790 
Fullel1on. CA 92834·6790 
www.transullion.com 

t .s. SLltc ~()tiril':ili()1l Rl.:quin·!l1L'lI(S

For residents of H!Ill'llii. fIJII'II. :~!lIrrhmd. Micl,i!?lIl1, North Cllrolillll, Ore!?IJII. Verll/IJJI!. Virgillill. tYesl
r·irgiJlia, and fVvomil1g:
It IS reCluired by st;:lte laws to inform Y'Oll that you Illay obtain a copy of YOllr credit report. free of charge,
wlll'ther or not you suspect any unauthorized activity un your accOllll1. It is recoml1lended hy state );I\V that VOll

ITlnaln vigilJnt for incidents of fraud and idcntit)' theft by revicwing credit card account stat'ements and .
monitormg your credit report for unauthorized nctivrl}. Yew ma).' obtain a free COpy' ofy'our credit report h\'
CUlltClcting <IllY olle or more of the following national consumer reporting agencies: -

Eq uifa'
PO Bo\ 740241
Atlantn, Georgia 30348
1-~OO-685-11 I

.\V\VW.eq II it:1:\ .com

E\pcri<-lll
P.O. Bo\2104
Allen, TX 75013
1·~88-397·3742

\.vww.cxperlrtll.com

TransUnion
P.O. Box 6790
Fullerton. CA 92834-6790
1-877-322-822R
www.transuniofl.com

For residents of JOIva:
State law advises you to rep0l1 any suspected identity theft to law enforcement or to the Attorney General.

For residents of Oregon:
Slate law advises y011 to report allY 5t1sp~cted identity then 10 law enforcement, n~ well as the Federal Trade

COll1lll issjnll.

ror residents of :v!arv!llJli/:
You can obtain infclrInation from the Maryland Office of tile Attorney General and the Federal Trade
Commission about steps )riOl! can take to avoid identity theft.

.\Iarvland OfJice of the Atturney General
CflllslInJcr Prmcction Division
200 S1. Paul Place
B,dtimore, MD 21202
I~88R-743-0023
www.oa!:tstate.rnd.us

Federal Trade Commission
Consumer Response Center
GOO Pennsylvania Avenue, "iW
Washington, DC 20580
1-877-IDTHEFT (438-4338)
ww". ftc. govIbcpled u/m ieresites/idtheft!

For residents of il1aS!iac/tllsel1s and fVesf Virginia:
It is required by state law that you me informed of your right to obtain a police report ifyoll me a victim of
identity theft. You also have the right to place a security freeze on your credit report. A security freeze is
intended to prevent credit, loans and services from being approved in your name without :your consent; however,
using a security freeze may delay your ability to obtain credit.

To place n security freeze on your credit repOli., you need to send a request to a consumer reporting agency by
certified mail, overnight mail, or regular stamped mail. The following information must be included when
rt'(jucsting a sccmity freeze (note that ifyotl are requesting a credit report for your spouse, this information must
be provided for him/her as well): (I) full name, with middle initial and any suffixes; (2) Social Security number;
(1r Jate of birth; (4) current address and any previous addresses for the past five years: and (5) any applicable
incident report or complaint with a lmv enforcement agency or the Registry of:\1otor Vehicles. The request must
also include a copy of a government-issued identification card and a copy of a recent utility bill or bank or
insurance statemen!. It is essential that each copy be legible, display yom name and current mailing address, and
the clare of issue. The consumer repOlting agency may charge a fee of up to $5.00 to place a freeze or lift or
remove a freeze~ unless you arc a victim of identity theft or the spollse of a victim of identity theft, '-ind y'Oll have
submitted a valid police report relating to the identity theft incjdent to the consumer repot1ing <lgtllcy·.

Equifax Securit:y Freeze
P.O. Box 105788
At13nta, Georgia 3034R
_\VWW .eg II ifax.colll

Experian Security Freeze
P.O. Box 9554
Allen, TX 75013
www.experian.com

TransLnion (FVAD)
P.O. Box 6790
Fullel10n, CA 92R34-6790
www.transullion.com



Baxter EXH.A 

'Jrgfllt Mess2ge from Baxter. Please Open .rn1ITle-dieltcly. 

RE: Important Information Regarding the Security of Your Personal Information 

Dear 

I am writing to inform you of a recent situation that may affect you. We have discovered that, as a result of 
a data loss incident, some of your personal information may have become exposed. I want to assure you that 
we are taking this incident seriously and taking steps to ensure that all of our data is as secure as possible. 
We deeply regret that this incident occurred. 

WHAT HAPPENED? 

On June 24, 2008, a Baxter human resources employee based in the u.s. was attending a conference in Chicago, 
Illinois. A thief entered the hotel room of the employee and stole a laptop computer belonging to Baxter. 
Subsequently, we learned that two data files that were created for ongoing projects were stored on the 
laptop. These data files contained personal information, inclJding names, social security numbers, encoded 
information regarding background checks, and addresses of roughly 6900 primarily U.S.-based current and 
former employees and applicants. Your personal information was included in one of these files. 

On behalf o-f the entire Baxter organization and our dedicated human resources staff, I want to express our 
deepest regret for this unfortunate incident and let you know that we are doing everything we can to address 
the situation and assist you, as further detailed below. 

WHAT ARE THE RISKS OF THIS INFORMATION BEING ACCESSED AND MISUSED? 

We do not know that this information has been accessed and misused. The stolen laptop required a user to enter 
certain user credentials, such as a correct username and password, in order to access the laptop computer. Hotel 
security and law enforcement authorities were contacted, and they are undertaking a vigorous investigation to 
lee if they can identify the thief and locate the stolen laptop. However, because the laptop had personal informa­
tion, we believe it is important to assist you in taking all appropriate measures practicable to reduce the threat of 
any identity theft or other potentially resulting loss. 

WHAT STEPS IS BAXTER TAKING TO SAFEGUARD YOUR INTERESTS? 

Vve are committed to safeguarding your personal information, and we have taken immediate steps to assist 
you in protecting your identity and to fortify security measures that were already in place. Specifically, we 
have undertaken the following steps: 

(1) We are working with law enforcement to assist them in identifying the thief and recovering the stolen 
laptop. We will keep you informed of any additional information we receive on any access Or use of your 
personal irlformation. 

Baxter
'Jrgellt Message from Baxter. Please Open :n1/Tiedj(]\cly.

RE: Important Information Regarding the Security of Your Personal Information

EXH.A

Dear· ',~~ , :.-j 'r-'j\;:'~t

I am writing to inform you of a recent situation that may affect you. We have discovered that, as a result of
a data loss incident, some of your personal information may have become exposed. I want to assure you that
we are taking this incident seriously and taking steps to ensure that all of our data is as secure as possible.
We deeply regret that this incident occurred.

WHAT HAPPENED?

On June 24,2008, a Baxter human resources employee based in the u.s. was attending a conference in Chicago,
Illinois..~ thief entered the hotel room of the employee and stole a laptop computer belonging to Baxter.
Subsequently, we learned that two data files that were created for ongoing projects were stored on the
laptop. These data fjles contained personal information, including names, social security numbers, encoded
information regarding background checks, and addresses of roughly 6900 primarily U.S.-based current and
former employees and applicants. Your personal information was included in one of these files.

On behalf of the entire Baxter organization and our dedicated human resources staff, I want to express our
deepest regret for this unfortunate incident and let you know that we are doing everything we can to address
the situation and assist you, as further detailed below.

WHAT ARE THE RISKS OF THiS INFORMATION BEING ACCESSED AND MISUSED?

We do not know that this information has been accessed and misused. The stolen laptop required a user to enter
certain user credentials, such as a correct username and password, in order to access the laptop computer. Hotel
security and Jaw enforcement authorities were contacted, and they are undertaking a vigorous investigation to
see if they can identify the thief and locate the stolen laptop. However, because the laptop had personal informa­
tion, we believe it is important to assist you in taking all appropriate measures practicable to reduce the threat of
any identity theft or other potentially resulting loss.

WHAT STEPS IS BAXTER TAKING TO SAFEGUARD YOUR INTERESTS?

We are committed to safeguarding your personal information, and we have taken immediate steps to assist
you in protecting your identity and to fortify security measures that were already in place. Specifically, we
have undertaken the following steps:

(1) We are working with law enforcement to assist them in identifying the thief and recovering the stolen
laptop. We will keep you informed of any additional information we receive on any access Or use of your
persona I irlfo rmation.



(2) We have retained Kroll Inc., a New-York based risk consulting firm and a gioballeader in data security, 
who has worked with other large corporations under similar circumstances, to provide its ID ThettSmart· 
safeguards to you at no charge. Through Kroll, we have made the following services available to you. 

• Call C-"nter tlssistancs:: With Kroll's assistance, we have established a bilingual support center that is 
ready to take your questions and provide you with guidance about safeguarding your identity against 
misuse as a result of this incident. You can reach the call center, toil-free, at 1-800-588-9839, anytime 
Monday through Friday from 8 a.rn. to 5 pm. cernal stanclard time. 

• _UE_djt Monitoring Service: At no charge to you, we are providing you with 24-months of credit moni­
toring services provided through Kroll's ID TheftSmart service. If you choose to take advantage of this 
two-year memberlhip paid for by Baxter, Kroll will provide you with an initial copy of your credit 
report through Experian and then will continuously monitor your cred·,t file through all three national 
reporting agencies for changes in your credit file that could indicate the kind of unauthorized activity 
cornrnonly associated with identity theft and fraud. In order to activate this service, either fill out and 
return the enclosed Consumer Credit Report and Credit Monitoring Authorization Form or submit an 
online authorizaflon at www .. ldintg9ll1Y~com. Please be prepared to provide the membership nurnber 
included with this letter. 

• Proactive idINTE_GRITY scan: In addition to monitoring of your credit information, we have arranged 
with Kroll to provide its idlNTEGRITY scan, which routinely scans the Internet for unauthorized use of 
your personal information. If you choose to enroll in this program, you will be notified of any suspicious 
activity related ~o your personal information that is uncovered through an active 24n online monitoring 
prOCESS. If suspicious or fraudulent activity is discovered, Kroll's Licensed Investigators will be available 
to assist you. In order to enroll in these services, please visit www.idintegrityscanJ;om. 

• Enhanced Identity Theft Restoration Service: in the event that your personal data is misused as a result 
of this event, Kroll's experienced Licensed Investigators are available to you at no charge to assist you 
with comprehensive identity theft restoration services. 

ID Theft5mart is one of the most comprehensive programs available to help protect against identity theft. 
This package contains additional information about Kroll's services and how to enroll, and we urge you to 

take the time to review the safeguards now available to you. 

(3) We have formed an Information Security Assessment Team, which will assess our data security controls 
and recommend and ·,mplement steps to further strengthen those controls to appropriately reduce the 
risk of significant data loss, including restricting data access and requiring the use of encryption tools. 

WHAT ALTERNATIVE STEPS CAN YOU TAKE TO SAfEGUARD YOUR INTERESTS IF YOU CHOOSE NOT TO 

ENROLL IN KROLL'S SERVICES? 

Kroll will be taking the precautions described above on your behalf, if you choose to enroll with Kroll. However, 
in the event that you decide not to enroll in Kroll's services provided at no charge to you, we would urge you to 

take the following precautions to guard against identity theft: 

• Carefully review your financial account statements over the next 12-24 months, and report any unusual or 

unauthorized account activity to your financial institution. 

• In the event that you have been subject to an actual identity theft, please alert the Company to this fact 
by calling the Human Resources Call Center at 1-877-BAX-HR4U (1-877-229-4748)_ 

• Contact one of the three (3) nationwide credit reporting agencies and notify them that you have been the 
possible victim of identity theft and request that they place a fraud alert on your credit files. A fraud alert 
requires creditors to take reasonable steps to verify your identity before issuing credit in your name. You 
need call only one of the three nationwide credit reporting agencies at one of the numbers listed below 
and they will automatically place fraud alerts with the other two agencies: 

Experian 
www.experian.com 
888-397-3742 

Equitax 
www.equifax.com 
800-525-6285 

TransUnion 
www.transunion,(om 
800-680~ 7289 

(2) We have retained Kroll Inc., a New-York based risk consulting firm and a gioballeader in data security,
who has worked with other large corporations under similar circumstances, to provide its ID TheftSmart"
safeguards to you at no charge. Through Kroll, we have made the following services available to you.

• Call C-"nter ~ssistancs:: With Kroll's assistance, we have established a bilingual support center that is
ready to take your questions and provide you with guidance about safeguarding your identity against
misuse as a result of this incident. You can reach the call center, toil-free, at 1-800-588-9839, anytime
Monday through Friday from 8 a.m. to 5 pm. cernal standard time.

• .erE.djt Monitoring Service: At no charge to you, we are providing you with 24-months of credit moni·
toring services provided through Kroll's ID TheftSmart service. If you choose to take advantage of this
two-year membership paid for by Baxter, Kroll will provide you with an initial copy of your credit
report through Experian and then will continuously monitor your cred·lt file through all three national
reporting agencies for changes in your credit file that could indicate the kind of unauthorized activity
cornrnonly associated with identity theft and fraud. in order to activate this service, either fill out and
return the enclosed Consumer Credit Report and Credit Monitoring Authorization Form or submit an
online authorizaflon at www..ldintg9Ll1Y~com. Please be prepared to provide the membership nurnber

included with this letter.

• Proactive idINTE.G.RITY scan: In addition to monitoring of your credit information, we have arranged
with Kroll to provide its idlNTEGRITY scan, which routinely scans the Internet for unauthorized use of
your personal information. If you choose to enroll in this program, you will be notified of any suspicious
activity related to your personal information that is uncovered through an active 24n online monitoring
prOCESS. If suspiciOUS or fraudulent activity is discovered, Kroll's Licensed Investigators wil) be available

to assist you. In order to enroll in these services, please visit www.idintegrityscanJ;om.

• Enhanced Identity Theft Restoration Service: In the event that your persona) data is misused as a result
of this event, Kroll's experienced Licensed Investigators are available to you at no charge to assist you
with comprehensive identity theft restoration services.

ID Theft5mart is one of the most comprehensive programs available to help protect against identity theft.
This package contains additional information about Kroll's services and how to enroll, and we urge you to

take the time to review the safeguards now available to you.

(3) We have formed an Information Security Assessment Team, which will assess our data security controls
and recommend and ·,mplement steps to further strengthen those controls to appropriately reduce the
risk of significant data loss, including restricting data access and requiring the use of encryption tools.

WHAT ALTERNATIVE STEPS CAN YOU TAKE TO SAFEGUARD YOUR INTERESTS IF YOU CHOOSE NOT TO

ENROLL IN KROLL'S SERVICES?

Kroll will be taking the precautions described above on your behalf, if you choose to enroll with Kroll. However,
in the event that you decide not to enroll in Kroll's services provided at no charge to you, we would urge you to

take the following precautions to guard against identity theft:

• Carefully review your financial account statements over the next 12-24 months, and report any unusual or

unauthorized account activity to your financial institution.

• In the event that you have been subject to an actual identity theft, please alert the Company to this fact
by calling the Human Resources Call Center at 1-871-BAX-HR4U (1-871-229-4748).

• Contact one of the three (3) nationwide credit reporting agencies and notify them that you have been the
possible victim of identity theft and request that they place a fraud alert on your credit files. A fraud alert
requires creditors to take reasonable steps to verify your identity before issuing credit in your name. You
need call only one of the three nationwide credit reporting agencies at one of the numbers listed below
and they will automatically place fraud alerts with the other two agencies:

Experian Equifax TransUnion
www.experian.com www.equifax.com www.transunion,com
B88-397-3742 800-525-6285 800-680-7289



• When you contact these nationwide credit-reporting agencies, you should also request a free copy of 
your credit report. When you receive your credit report, look it over carefully. Look for accounts you did 
not open. Look for inquiries from creditors that you did not initiate. And look for personal information, 
such as horne address and Social Security number, which is not accurate. If you see anything you do not 
understand, call the credit-reporting agency at the telephone number on the report. The Call Center 
available through Kroll also is available to assist you in reviewing your credit reports and can be reached 
at 1-800-588-9839. 

If you do find suspicious activity on your credit reports, call your local police or sheriff's office and file a 
police report of identity theft. Get a copy of that police report. You may need to give copies of the police 
report to creditors to clear up you r records. Additionally, report the identity theft to your state's attorney 
general's office and the Federal Trade Commission . 

• Visit the Federal Trade Commission's ("FTC") website (www.ftc.gov), which contains a link to useful infor­
mation concerning identity theft and steps you can take to avoid identity theft. You can also contact the 
FTC at their toll-free number, 1-877-FTC-HELP (1-877-382-4357); ny: 1-866-653-4261. 

For residents of Hawaii, Maryland. Massachusetts, Michigan, North Carolina, Oregon, Vermont, West Vir­
giniEl, and Wyoming only: Regardless of whether you enroll in Kroll's services or take your own alternative 
precautionary steps, please refer to the included insert entitled "U.S. State Notification Requirements" for 
information that we are required to provide you pursuant to the laws of your state. 

Please be assLJred that we take this issue seriously_ We sincerely apologize for any inconvenience this may 

cause you. 

Sincerely, 

Jeanne K. Mason 
Corporate Vice President, Human Resources 

Im!heftSmarr 

."'.~' .: ...... ,., •. , ... '.'_"j~ I iX" .• ~~ .~ -'li;- !-;li·-U:'_'!f'I:lc~l> ,,_~ "_, . -'" 
Membership Number: d';~et i'~;er,;r.;p f\JuITlr~2r~~ j 

~;omob~e ~:~~~~ :8(~~:t~:'~~~:) Mond,y thcough feid,y I' 
If yO~l have questions or feel you may have an identity theft ! 

iss:;e, ()Iease ("II [0 TheftSrra't n~ernber services 

----------------.------~----~--------------~~--

Member Services: 1-800-588-9839 
8:00 a.m. to 5:00 p m (Central Time), Monday through Friday 

If you have questions or fpel you may have an identity thel: 

issue, please (all 10 ThcftSmClrt member services 

Please detach cards and keep in a convenient place for your reference 

• When you contact these nationwide credit-reporting agencies, you should also request a free copy of
your credit report. When you receive your credit report, look it over carefully. Look for accounts you did
not open. Look for inquiries from creditors that you did not initiate. And look for personal information,
such as horne address and SOc"lai Security number, which is not accurate. If you see anything you do not
understand, call the credit·reporting agency at the telephone number on the report. The Call Center
aVClilable through Kroll also is available to assist you in reviewing your credit reports and can be reached
at 1-800-588-9839.

If you do find suspicious activity on your credit reports, call your local police or sheriff's office and file a
police report of identity theft. Get a copy of that police report. You may need to give copies of the police
report to creditors to clear up you r records. Additionally, report the identity theft to your state's attorney
generClI's office and the Federal Trade Commission .

• V'lsit the Federal Trade Commission'S ("FTC") website (WWw.ftc.gov), which contains a link to useful infor­
mation concerning identity theft and steps you can take to avoid Identity theft. You can also contact the
FTC at thei r toll-free number, 1-877-FTC-H ElP (1-877-382-4357); ny: 1·866-653-4251.

For residents of Hawaii, Maryland, Massachusetts, Michigan, North Carolina, Oregon, Vermont, West Vir­
ginia, and Wyoming only: Regardless of whether you enroll in Kroll's services or take your own alternative
p recautiona ry steps, please refer to the included insert entit led" U.S. State Notification Requ irerne nts" for
information that we are required to provide you pursuant to the laws of your state.

Please be assured that we take this issue seriously. We sincerely apologize for any inconvenience this may
cause you.

Si ncere Iy,

Jeanne K. Mason
Corporate Vice President, Human Resources
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Membership Number: d·./i?,c''';;er,r;ip ~Jur:lbE:r>

Member Services: 1-800·588-9839

800 a.m. cO 5:00 pm (Cent';;! Time), Monday through Friday

If you have question$ or feet you may have an idenli:y theft

iss:.Je, ulease c,,11 ID TheftSrract ncernber $ervice~
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Member Services: 1-800-588-9839

8:00 a.m. to 5:00 p m (Central Time), Monday through Friday

If yOIl have questions or feEl you may have an identity theft

issue, please (all 10 ThcftSm~rt rf'.,mber services
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Please detach cards and keep in a convenient place for your reference




