
OffIce of the Attorney General 
9Llll East Main Street 
Richmond, VA 23219 

Dear Mr. A \tome)' General: 

October 6, 2008 

Highmark Inc. 
Privacy DepaI1ment 
1800 Center Street 
Camp Hill, PA 17089 

Please accept this JeIter as the notification required under Va. Codc § 18.2-186.6. 

011 September 17,2008. an encrypted Microsoft Excel file intended for a I-lighmark Inc. 
group account customer was mistakenly transmitted to the wrong group account 
customer. The unintended recipient of the file immediately notified Highmark Inc. ofthe 
error and was instructed to delete the file and destroy any paper copies of the same. 

The file contained names, addresses, Social Security numbers, type of insurancc contract, 
efTecti,'c dUIe, and group billing inj'Jnnation for three (3) Virginia residcnts. 

'\s this was a J1la:llIal errol', the employee rrsponsible for sending the information has 
received additional trainin.2 on the imp0l1ancc of "ppropriately handling confidential 
information. Further quality control measures have been implemented to ensure a similar 

incident will not n'DCCU(. 

\\"I1;le we strongly bc'hew that misuse oCUle information is highly unlikely, we 
nonetheless determined thai notification was in the hest interest of the impacted Virginia 
residents. i\ Silrnpk copy of the notificatjon leIter is attached hereto. 

Please direct any questions anri comments to me at 717-302-3602. 

Sincerely, 

Kimberly S. Gray, EsC]" CIPP 
Chief Privacy Officer 

Ene. SaJllple NotillcariCln Letter 

October 6, lOOg

Highmark Inc.
Privacy Department
1800 Center Street
CampI-hll,PA J7089

Office of the Attorney General
90U East Main Street
Richmond, VA 232] 9

Dear M1". Attomey General:

Please accept this leHer as the notification required under Va. Code § 1R.2-186.0.

On September 17,2008. an encrypted rvlicroson Excel file intended for a Highmark Inc.
group account customer was mistakenly transmitted to the wrong group account
customer. The unintended recipient of the file immediately notified Highmark Inc. of the
error and was instructed to delete the file and destroy any paper copjes of the same.

The file contained names, addresses, Social Security numbers, type of insurance contracl,
circe! i\"e Jute, and group bill ing ini'Jnnation for three (3) Virginia residents.

:\s this was a ma:lLlal errOL the employee responsible for sending the information l1as
received addilionaltrainin!:2 on the impOliancc of appropriately handling confidential
information. Further quality control measures have been implemented to ensure a similar
j DC ident wi IJ not rCl)CCuc.

\"-'hile we strongly believe that misuse of the infonrlation is highly unlikely, \ve
n~,nethelcss Jetermined thar notification was in the hest interest of the impacted Virginia
residents. ,i\ ,5(1]'l1Jlk copy of the notification letter is attached hereto.

Please direct any questions and comments to me at 717-J02-30()2.

Sincerelv.

Kimberly S. (Jray, Esq., C1PP
Chief Privacy Officer

Ene. Sample Notificmicln Letter

. I' ~ (



[name) 
raddress I] 
[address 2 J 

Dear [name 1: 

October 6, 2008 

Highmark Inc. 
Privacy Depanment 
1800 Center Strect 
Camp I-IiII. PA 17089 

Wc regret to inform you that an incident has occurred which may have compromised 
301;1~ (if yuuI' perEG;jul iliIOf!natioe. 

A secure file containing cmoliment informaticn intended for your group, Reed Smith, 
was received hy another J-iighmark Inc. group customer in crror. The group customer 
immediately notified IIighmark and was instructed to delete the file and destroy anI' . . " 

paper copies in their possession. The secure tile included your name. contract 
identification number (Social Security number), date of birth, type of contract effective 
date. and group hilling inic)!'mation. 

;\s this was a manual enor. the employee responsible for sending the file has received 
additiorlal training to reinforce the importance of handling confidential intonnalion 
appropriatelv. Further quality control and review procedures are being implemented to 
ensure similar events do not reoccur. 

While we have no evidence that your information has been misused and doubt that there 
is any reasonable risk of harm to you or your information, we believe il is prucient to 
notit~' you of the situation so that you can take steps to protect yourself. We recommend 
that you remain vigilant regarding your credit report and promptly report any incidents of 
suspected identity theft to us, the Federal Trade Commission, and to the proper law 
enforcement authorities. For additional information on how to protect your personal 
i /lIen 1 l1GHi en ~ ) 0 u call \' isi t ~~~\\"N .ftc.l2.ov/i cllhc[l. 

You may also consider contacting one ofthe tinee creel it reporting agencies at the lllunbcr 
below for more information about your credit tile. 

Equiiax 
800-525-6285 

Experian 
888-397-3742 

Trans Union 
800-680· 7289 

13ecausc your Social Security number was part of the potential breach, we are offering 
you the oppoT"tllnity to enrull, at no cost for a year, in a credit monitoring product 
intended to noti!,,· you of key changes to your credit rep0l1 activity. If you take 
advantage of the proeluct, you will ha\e free access to your credit report so YOll can 

..,-_.....~---- ~

"1~--..~~

October 6, 2008

Highmark Inc.
Privacy Department
1800 C~nter Street
Camp HilL PA J 7089

[name]
raddrcss 1]
[mldress 2J

Dear InameJ:

We regret to inform you that an incident has occurred which may have compromised
SOL1~, [';f yc~ur perEo;lnl irifor!11utioli.

A secure file containing enrollment informaticl1 intended for your group, Reed Smith,
\Vas recei ved hy another 1-1 ighmark Inc. group customer j 11 error. The group customer
immediately notified IIighmark and \\'::1S instructed to delete the file and destroy any
papn copies in their possession. The secure file included your name, contract
identification number (Social Security number), date of birth, type of contract effective
date. and group billing information.

1\5 this was 3 mc!l1ual eITor. the employee responsible for sending the file has received
additional [mining to n:inforce the importance of handling confidential information
ilppropriatcly hJnhcr quality control and rcvin\' procedures are being implemented to
ensure similar events do 110t reoccur.

While we have no evidence that your information has been misused and doubt that there
is any reasonable risk of harm to you or your information, we believe it is prudent to
J1oti(v yOll of the situation so that you can take steps to protect yourself. We recommend
that you rCl118.in vigilant regarding yoUI' credit report and promptly report any incidents of
suspected identity theft to us, the Federal Trade Commission, and to the proper lav./
er:;Jorccmcnt authorities. For additional information on how to protect your personal
; I 11\:lfll1(.l"Lion, ) 0 u calJ visit ~~~\\"'V.ftc. Q.ov/;eIthe1t.

'You may abo consider contacting one of the three creel it reporti ng agencies at the Hum bel"
bdow for more information about your credit file.

Eljuifax
800-525-6285

Expcrian
888-397-3742

Trans Union
800-680-7289

Because your Social Security number '-'vas part of the potential breach, \ve me offering
you the opponunity to enroll, at no cost for a year, in a credit monitoring prudllct
intended to notif): you of key changes to your credit repOJ1 activity. If you take
advantage> of the product, you will have free access to your credit report so you can



personally monitor your accounts. Please no(e that (his offer will expire in sixty days 

fi-om the date of this letter. 

If you need additional information or wish to enroll in the credit monitoring service, 
please call us toll-free at 866-228-9424 or you can call me directly at 717-302-3602. 

We at Highmark arc committed to maintaining our members' privacy and we hope that 
these actions offer you some !c\·cl of reassurance. We arc truly SOlTY for the 
inconvenience this situation may have caused. 

Sincerely, 

.--------- ---
Killlberly S. Gray, Esq., (,!PI' 
Chief Privacy Officer 

personally monitor your accounts. Pleasc notc that this offcr will expirc in sixty days

fi-om the date of this letter.

If you need additional information or wish to enroll in the credit monitoring service,
please call us toll-free at 866-228-9424 or you can call me directly at 717-302-3602.

We at Highmark arc committed to maintainiug our members' privacy and we hope that
these actions offer you some level of reassurance. We are truly SalTY for the
inconvenience this situation may have caused.

Sincerely,

Kimberly S. Gray, Esq., CIPI'
Chief Privacy Officer




