
~ALUMNI 
U:-.J I V 1: It ~ I '] Y () F :\.i CJ I~ I J I D;\ h: (l J .\ 

FOUNPdATION 

Bob McDonnell, Attorney General 
\' rrgini'l Office Dr Ihe Allomey General 
COJllputer CriJllc limt 
0()() East \1ain Street 
I{ilhmond. VA 232] 9 

Octobcr 7. 2()(lS 

1Jcar Attorney e,eneral J\1c[)ollnell: 

The purpose of this letter is to inform the Virginia Attorney General's office that a sccurit, 
hrc(!ch occurred III cOllnection \vith 8 crime involving our prill1~1rY software vendor. This CJ"lrnc 

')["(Jlrred un Septcrnbn ] 9. 2()()~ ill the SOlJtilc<1stcl"I1 Uniteci States. The \l'nclor subsequently 
Cried d puircc report \\ nh local I:!\\' enforcement officials where the incident tooK place. The thief 
.'mashecitile l'<1r windo\\" oLr supporl employee of the vendor (ilS well as pried inlo another car's 
trunk) anci stole a laptop computer. The information contained on the stolen computer \Vas 
protected by three layers or ,ecurity controls, including a data encryption system. Although 
inf()rmation clJnwincci within the stolen computer is Llnilkely to have resulted in LlJ1ilLithorizcci 
,ll'cess clue to the passwl))"d protection and other .'1l'cllrity me:1SUJ"CS \\"C arL~ l1(Jtif)'iIl~ ynur uflil'l' 
hL'l''-lLl.'-)l.' iJlj(·JrJl1~;tl011 Cllrllaillcd therein m~ly h,1\'(' included dat,-l with SOll1C of you!" resident:.;' 
PCL'1t1ll:l! inforJI1~lli()Il (such il~ 1l':11l1l': adcln:.:<-;. or social )l'Cllrity number), To dale, there h,b been 
rll) rndication th,(t any mislhc 01" this inJ(rlJnatiol1 hllS occurred in connectiol1 with the breach 

described abovl'. 

The University of North Dakota Foundation pro\·iclecl notification to the 919 affecteci Virginilr 
rcsidenb 111 the form of' a letter on or about October" 7 . .200f-; 'xhich i:-> ilttachcc! hereto fur yDllr 

Il:j'crcllcc. The letter int'orms customers of the C1TLlll1StclllCCS surrounding the br-':iich ('Inc] of the 
(Jpriun of L:l1!"olllllg ill <1 fret) car of credi( monitoring service. 

The university of North Dakot<r Foumiatlon intends to fully cooperate with law enforcement 111 

this ongoing criminal investigation and to assist cllstomers with concerns relating to this event. 

Should you have any questions or CQnccJl1s. please do not he.,rtatc 10 contact me. 

I~OI~ 
Tlill c.rI<eefc, '7 i 
[\ecutl\'t' \'ICC President ,!l1d C EO 
l.~D AlulllJli /~~sllci~1tioll ,lllel UND FULllld,nioll 
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FOUN~ATION

Bob I'vIcDonnell, Attorney General
Vlrginj'l Office urlhe Attomey General
Computer ClillIe U J11t
000 East .\1ai n Street
[{ichmol]{1. VA 2321 9

Uctober 7, 200S

Dear Atlorncv General j~lcDol1nel]:

The purpose of this letter is to inform the Virginia Attorney General's office tlw (1 security
hrc;lch occurred 111 connection \vith (l crime involving our prirn,lry software vendor. This erll]]C

O(TlllTCd un Scp tel 11 loCI 19, 2()()~ 111 t he SOUl hC,lstCrIl U11 i teel Stmes. Th c \cndor subsequent Iy
('lied ,I police rej)on with local law enforcemellt ufficials where the incident took plnce, The thief
;;Illa;;hec!tht' Cilr wIndo\\' of" support employee of [he vendor (as \vell a;; pried into another car's
trullk) and stole a laptop computer. The information contained on the stolen computer \Vas
protected by three layers or ::;ecurity controls, including a data encryption s;.'slem, Although
infc)rmation conwinccl within the stolen computer is unlikely to have resulted ill unauthorized
,ll'cess c1l1e to lh e passwlll'd protecti all and other security 111 C:1SlIrcs we llrL~ noti j'y! iI1g ynur ufTi L'C
bel' ,Ilhc i 11 l'mll);; 11 011 COil Iai 11 cd lIwrein l11~jY 11 a\'c inclllded datd \Vi til S0111l' 0 r YU llr res idCl] t<
pcrsnn:d in(or111,lt i011 (such ,IS n,\ 111l', addrts,s, ur soc inl sccllri ty number). To datc, there h;lS bccn
110 IIld ic (l! i011 t lJ:lt any misuse (l r this inf(lnnati 0 11 lws oce ul'l'ed in cOl1nect i011 wit h the bre<lc h
described above.

The UIJ ivcrsi ty of North Dakota Foundatiol1 provi ded notitic,lt ion to th c 919 affected ViIg illi~1
resident, lJ) the form or ,I ktter un 01' abOllt Octobei 7, 200S \vhich is ,It[,lchec! herl'w for YUIll'

IL:Jl.TCll CC, The lett CI' i 11 Corms customers of the ci:c llll1SLlllCCS Sll rIO lind ing the b1'<:,\ ell ,1ml 01' the
option of L:ll!'olllllg ill i1 free year of cledi( monitoring service,

The university of North Dakota Foundation intends to fully cooperate with 1<1w enforcement 111
! his 011 ~o in Q cri mina1invest il!,ati on and to assist Cllstome rs with concerns rcl::1ti nl!, to th is event.

,,-. ...... --- ----

Should you have allY questions or concems, please do not heSitate [0 contact me,

[]ill (rI<eetc, '/ i
beclItlVt' \' ]eL: Presidel1t <tnt! CEO
l)!l) i\IUllll1i A~SllCiJliul1 ,mel Ui'\'D FOlllld,lliull
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STREET ADDRESS 
CITY. STATE 7lP 

Tllcsclav. OCl. 7. 200S 

U"[\'FI(>I~'\' ,-,~; !'\Oi~'[!1 D,\I~(ll'\ 

FOUNl@ATION 

Important Notice abollt your Cont1dentiallnformation 

.\-; :lllltillbel (1ftht UND /\lulllni Associatiol1 [Inc! LIND Foundation YOLl arc our most important 
d:';S,-'t. BCCClLl.-;C we rc.sp~ct ;:mel \'aluc your l'OJllldel1c~ III LIS. \\c' wall! to <lkrt you to ,111 1.c.:SlIC 

l'xj!cricllccd by one of oLir corporate suppliers. 

On ScpLcll1h~r 26, w( were notified that <1 laptop COlllj)lItcT belonging to our pl"im;:iry software 
\\:'lltiO]' \\',1;:; stolen f!"Om a vehicle. Through a secured ll1dhod, we h3d :~cJ1t Ollr database to OLlr 

\'endor, all ~\pt'riellcl2c! leader, for (j specific matter OfSLlpport. The infornntion is protected by 
three byers ui'sccLlriry controls including a (bta encryption systt'l1l. The dat8base protected hy' the 
seclIrity' include.') :::ellsitlvc inforillation sllch (IS your credit card and .')oci31 security numbers, 
\\'hich \\'crc encrypted. \Ve h(lve se.ell no evidence suggesting the information on thie-> computer 
Iw:-, been Llsed in allY \vay. \\ie have worked swiftly rllld diligently with our vendor as well a::; a 
third party im·c.;.;[lg(110)" 10 COll1C to thi~ conclusion and give you the best information pos:"ible. 

AillwlI::;1l \\':;: 11(1\':..' ,C'~CJl Ill) :-;i':'!lh that (ili;; da18 ;l:IS heL':1 rC;ld 01' misLlsed, out of [\,1 (lhlln(],tlKL" nf 
L:llItion \\"C' \\'(1111 tu l1otif)! you oCtile )o::-:s so tlwt yO\! call monitor y'our persollnl infurmmioll 

relating to fillallcial trJIlSilCriolls. Your iJlforlll:ltion all the vendor's stolen computer j" hCJvily 
protcetl'd, a.:s indicated aboye. \Ve believe the chance of it being discovcn:d, ll'lllC]' less accessed, 
is c\.cec-dingly low, Nevertheless) we want to bring this to your attt'ntioll so YOII can pa.y ~pecial 
c'lttcnlion to monitoring your creelit accollnts for the next few months. 

If}'OLI nollcL' lIn~wthol"i:7.cd acti\'il), .'-,uch ;lS 11(>\\' <tCCOllnts opcned ill your name or slIsiJICICll::; 

activit}; l)ll } lllir creelit aCCPLltlb, you should I\':jlurt it illllllediately ,llle! c(mtnci the Federal Tt',lCk 

COilll11is:-;iull ;11 ~~\\'\\'.C().!h'~l!.D..~.r....g.!).2:::/icilltej: ur ,It :-S77-ID-lHEFT (:..j.38-~L).J~) Yuu shlluld also 
c;!l i yOllr loct! :.;ltcrirrs oftlcc ,mci filt ;1 police report of identity theft, keeping a copy of the 
PO:ICC I"epun. 

As described above, there is no indication of allY Illlproper access to your clata at this lime. 
HOWt.'\'CL (l~ ;1 prec(ll1tioll to hdp you detect ,my possibk misll~e of Y011[' data, we ;lrc offerill~~ you 
a free year of credit monitoring. The \Tllclor engaged Tr(lIlsUnion to pro\ ide you \\'1111 Ih:':11 
TrueCredit Ollli)lc~ Credit \Iloniloring sl'lyic('. which includes unlilllited ;lCCCS:-; to YOUl 
Tr:msL\lin!l cn:dit report. credit seQI C (1/11.1 ,lll:tl:'sis, daily TI'<lllSLnion credit l1lonitorlllg and other 
:ldditiunal SL'lyil:c's. For more' illforJllC!tIOIl, please "isil llltP://W\~_~\:J.njccre~!i.L.fon)/code. )"Oll 
1l:lvl..;' UJltil Jalluary ~ j, 2U09, to acti\'ate this c/'edit lllonitoring by lIsing the activation cock 
CODE. 
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NAivlE
STREET ADDRESS
CIT)'. STATE lIP

Tuesday. OeL 7,2008
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FOUNl@ATION

I III porta nt Not ice about your Connel etil ial III formatiOIl

Dear '-JMdE

'\ S ;\ III t: Illber of tht UND AIL1lllni Associ aliol1 illlci UND FOlll1t!ilt ion yOLi :lrC ollr mOSI Important

,isseI BeClllhe we respect ,md value yOllr cOllfidel1ct: ill LIS. \\t \Val1t 10 ,lkn you to <lll i~slIe

expL'rienccc! by one of OLlr corporate suppliers,

all September 26, we \Vere notified that a laptop compllter belonging to Ollr pl'il1l<lry software
\'tndor \\';\S stolen fmlll a vehicle. Through a secured method, we h3d sent our database to ollr
vendor, all c\periencccl1eMler, illr:l spceilic matter OfSLlpport Tbe in(onmltion is protecled by
three byers u1'scclll'ity controls includmg a data encryption system, The clat<lbase protected by the
security includes sensitive inforillation such (IS your crcdit carel and :'locial security !lumbcrs,
\\'h ich were encryptcd, \V e h(jvc .s~ell 110 ev idence suggcsti ng the in fonnat ion on this computer

h;ls been uscd in allY way, We h<lve worked swiftly and diligently with our vendor as Ilell as a
lhird party ill\C'lI!:';alOl' 10 CO\l1e to this conclusion and give you the best infonniltion possible,

AillwlIgh we hill'-' ,tell 110 si",ns Ilwl (hiS dalil :l,IS !wcn rcad 01' misused_ out at an ahUJ"icL,ncc ot'
c:Jution \\'C \\<1lil tu Iloti£)' you of the lo:-,s so tlwt you can 1110111(01' yom personill inJ'urJllmioll
rc lating 10 fi na!lC ial trans,lct ions. Your 'In forlll:lt ion on the vendor's stolen computer is hei! \' iIY
protected. as Indicated aboye. We believe the chalice of it being discovercd, much less accessed.
is excecc!lngly low. Nevertheless, we want to bring this to yOllr attention so y011 can pay special
attention to monitoring your credit <lccounts for the next few months,

[(VOL! ilot1C'C 11l1~:utlioli!cd activity, such ;IS nc\\' ;jCCOllilIS opened ill vOllr name or SliSPICI(l\iS
aClivilV on yom credit aCcoLlllts, yOll sholiid I'cpurt it Illlllledi:llely 'Illd conlnct the Federal TI',l(k
COillllllssiOll ill ~y:'\\\\,C(l101l!lJ~.:;~)~/icl(hcl:ur ,]( ) -877-1 D-lJ-1EfT (438-~i:;38) '{UlJ should also
c;1i i yOllr 10c,,1 shcri1T's orCicc and file a police r(;]10]'[ of identity theft, keeping a copy of rhe
police repOI-I,

As describcd abo\'c, there is no indication of allY i1JllJroper access to YOllr data ill this lime,

HOII'ever. as a precaution to help yOll dete'er ,lilY possible misuse or YOlll' data, we ;lIT offerillg yOll

a free year ofcredil monitoring, The \Tndor engnged Tr,1Il:sUnion to provide y011 \\Ith lhell

Tl'lleCreo 11 0111 i llC CIcdi [ ~l 011 i toring SClyicc. wh Ich inclu des un Iirnired ;1CCCSS to yOlil

Tr:msL'nin!l credit report. credit SCOIC ,11ld (\Il:tly'sis, clnily Tr'<lllSLnioll credit l1lollitorlllg and olhel'

,1dc!iliulln! SL']'\'ICcS, For morc inforJIICI!lOIl, please \isit 11Itp:/i\\\!_~~Jl.uecre~JiLi::omiCode, Y'Ol!
!l,lV<: l!ntil Jalluary ~ j. 2()09. to actJ\ate this Cl"edlt Illonitoring by using tlle ,lctlv;1tl011 code
CODE,
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vVe also etlL'Ollr,lge ~!Oll to personally tak~ precautionary' steps S11Ch as rcvie\\'ing your monthly 
billing sl<:Hements to ensure char'ges are accurate, 

lfypu ;:l'e l'l!rJOU::, ,IS to the ::-,,,'cllrilY l1le~;Sllrt's our orf:aniL:'8tiol1 n:C[Hlres. or 111())'C cIetJikd 
ll1fOml~ltiuIl Oil tills issue, please \ isil \\ \~~~[l10jl~!lD~lj.:.Q..!i!:, 'leO!! Ill',l)' ()1:-;0 COlll,lel liS clir;:;ctly ,ll 

Oll l' c\cd i c ated (oj 1- lIT:.' Ill! mbcl'. 866-4'+..2 -0 ! 73 or C-I )],1 i I iuJQ!l.D<ll i Ll!liJZ...!J.ilih! ~ .. !lCI. 

)lUll], privacy is extremely important to us. As your C'!\D AluJllni Association uncllJND 
FOLJI1(hltioll, we consistentl)' utiliL:c governmClll-JPProvccl, statc-of-the-J.rt technology to protect 
youl' infollll:llion, amI \\e ,-llso Lise indLlstry-lcllding data lllanagement velldors. Nonetheless. We 
t;lkc this \'cry seriuu:·;ly am! ,lI'C ;Iliditiollilily n."viC\\'illg <ll1 aspects of' our clala 'iLYlinty 

\Ve deeply regret rhot this hZlS occurred ,lIlO any ;:11l\iety' il causes yOll. '{Oil ~lrc the lifehlood of 
om Ul'g;]Ilil.Jtiol1 and your SllPPOI'l ;:lllows so I1lll(i1 good to be <--ll'coillplished at the Uiliversity of 
\.'ortlJ Dakota. \\'c will notify you with allY Ile\\' illfonm1tioJl should it arise ane! C<lLlse llS to 
re,lSScSS the situation. Th:-1Jlk you for your comillued trust and confidellce as we 1110V(' forward, 

Sll1cerely, 

Tim O'Keefe, '7t 
F\:eclItivc Vice Pr('side!lt (lnd CEO 
l::'-JD /\llIlllni A3s0ci,ltinll and lJf\O FOlllld;:ltioll 

We also encourage you to personally take precautionary steps SlICh as rcvie\\'ing your monthly
bill ing sta temen1;,; to ensure char'ges are aCClirate.

Ifyt1l1 ,:11:' l'l!J101lS ,IS cO the ~~'CIJl'jiY l1le,;SlIl't'S Ollr o)ganiziltioil n:qHlrcs. 01' I11UI'( detilikd
infOl!11~lti un all tim iSSlIC, please \ isi ( \\\~~ullgi1.hll1]l1i...()l};, '{ Oll III ay ,) 1::;0 contact liS cI ir'-:cl! y ,11

0\11 c1cd icareel toll- rre~' Illl mbcr. 866-44 L () I73 or c-Inai I iUJll1lDa1 iul1{,{J.lllihiilllllllL!)C!

Your priv:1cv is extremely iil1]Jol'tant to us. As your U1\D Alu11lni Association and UND
Foundation, we consistentl y uri IiLC governmcnt -approved, statc .. of·the-art technology to protect
YOUI' ill forlllal ion, ami we ;'1Iso 1I se industry-Jc acling (bra management vcndors. Nonetheless, we
l;~kc lhis \'cry sel'julL~ly alld ;lI'l~ dddilionally reviewing all aspects of our data SCl'llrity.

\Ve deeply regret tJizll this h<lS occurred ~lIld any ,11l\iet) it callses YOU.'{OIJ arc 111e lifeblood of
Oil) organiz;)tion and your SUppOl1 ,1110\\'5 so 11Hlcb good to be accomplished (It the Univehity or
'\'ortll Dakota. We will notify you with any new infonmltioll sholild it arise allc! C::JlIse us to
reaSSesS the situation. Th;lIlk yOll for your continued trust ,mel confidence as we move forward.

Sincerely,

Tim O"Keefe, 'jl
FxeClIlivl: Vice President and CEO
[j\!D /\.111 Il1n i A3soci,ltjoll and lJ!\D FOllndation

We also encourage you to personally take precautionary steps SlICh as rcvie\\'ing your monthly
bill ing sta temen1;,; to ensure char'ges are aCClirate.

Ifyt1l1 ,:11:' l'l!J101lS ,IS cO the ~~'CIJl'jiY l1le,;SlIl't'S Ollr o)ganiziltioil n:qHlrcs. 01' I11UI'( detilikd
infOl!11~lti un all tim iSSlIC, please \ isi ( \\\~~ullgi1.hll1]l1i...()l};, '{ Oll III ay ,) 1::;0 contact liS cI ir'-:cl! y ,11

0\11 c1cd icareel toll- rre~' Illl mbcr. 866-44 L () I73 or c-Inai I iUJll1lDa1 iul1{,{J.lllihiilllllllL!)C!

Your priv:1cv is extremely iil1]Jol'tant to us. As your U1\D Alu11lni Association and UND
Foundation, we consistentl y uri IiLC governmcnt -approved, statc .. of·the-art technology to protect
YOUI' ill forlllal ion, ami we ;'1Iso 1I se industry-Jc acling (bra management vcndors. Nonetheless, we
l;~kc lhis \'cry sel'julL~ly alld ;lI'l~ dddilionally reviewing all aspects of our data SCl'llrity.

\Ve deeply regret tJizll this h<lS occurred ~lIld any ,11l\iet) it callses YOU.'{OIJ arc 111e lifeblood of
Oil) organiz;)tion and your SUppOl1 ,1110\\'5 so 11Hlcb good to be accomplished (It the Univehity or
'\'ortll Dakota. We will notify you with any new infonmltioll sholild it arise allc! C::JlIse us to
reaSSesS the situation. Th;lIlk yOll for your continued trust ,mel confidence as we move forward.

Sincerely,

Tim O"Keefe, 'jl
FxeClIlivl: Vice President and CEO
[j\!D /\.111 Il1n i A3soci,ltjoll and lJ!\D FOllndation




