UNtveksity or Norrn Darora

UNPALUMNT FOUNRATION

Bob McDonnell, Atiorney General
Virginia Office of the Attorney General
Computer Crinte Unit

Wi East Main Street

Richimond. VA 23219

October 7, 2008
Decar Atterney General MceDonnell:

The purpose of this letter is to inform the Virginia Attorney General's office that a security
breach occurred i connection with a crime involving our primary software vendor. This crime
occurred on September 19, 2008 m the Southeastern United States. The vendor subsequently
filed a police report with local law enforcement afficials where the incident took place. The thief
smashed the car window of a support employvee of the vendor (as well as pried into another car’s
trunk) and stole a laptop computer.  The information contained on the stolen computer was
protected by three layers of security controls, including a data encryption system.  Although
information contained within the stolen computer is unlikely to have resulted m unauthorized
access due to the password protection and other security measwres we are notifying vowr office
hecatse information comtained therem may have mmcluded data with some of vour yesidents’
personal mnfornation (such as name, address. or social sceurity number), To date, there has been
no indication that any misuse of this informatien has occurred in connection with the breach

desceribed above.

Tiwe University of North Dakota Foundation provided notification to the 919 affected Virginia
residents in the form of o ictter on or about October 7, 2008 which is attached hercto for vour
reterence. The letter informs customers of the circumstances surrounding the breach and of the
option of cnroiling in a free year of credit monitoring service.

Ihe University of North Dakota Foundation intends to fully cooperate with law enforcement m
this engeing criminal investigation and to assist customers with concemns relating to this event.

Should vou have any questions or concerns. please do not hesitate 1o contact me.

sieerely,

=0

Tin O ' Keefe, '71
Executive Vice President and CEO
UND Alumni Association and UND Foundation
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NAME
STREET ADDRESS
CITY. STATE Z1P

Tuesday. Oct. 7. 2008

Important Notice about your Confidential Information

Dear NAME

As g member of the UND Alumni Association and UND Foundation you are our most impoitant
assel. Because we respect and value vour confidence i us, we want to alert you 1o an issue
experienced by one of eur corporate suppiiers.

On September 26, we were nottfied that a laptep computer belonging 1o our primary software
vendor was stolen from a vehicle. Through a secured method, we had sent cur database 10 our
vendor, an experienced leader, for a specific matter of support. The mmformation is protecied by
three lavers of security controls including a data encryption system. The database protected by the
security mcludes sensitive information such as vour eredit card and social security numbers,
which were encrypted. We have seen no evidence suggesting the information on tiis compuler
has been used in any way. We have worked swiftly and diligently with our vendor as well as a
third party investigalor to come te this conclusion and give you the best information possible.

Although wz have reen no stens that this data s been read or misused, out of an abundance of
caution we want to notfy you of the Joss so that you can momtor vour persenal information
refating 10 fiancial transactions. Your information on the vendor’s stolen computer s heavily
protected, as indicated above. We believe the chance of it being discovered, much less accessed,
is exceedingly fow. Nevertheless, we want to bring this to your atiention s0 you ¢an pay special
attention to menitoring your credit accounts for the next few months.

[ vou notice uneuthorized activity, such as new aceounls opened I your name or suspicious
aclivity on vour eredit accounts, vou should report it immediately and contact the Federal Trade
Commission at www . consumer,woyaadtheft ovat 1-877-1D-THEFT (438-42538}. You should also
calt vour local sherif{s office and file a police report of identity theft, keeping « copy of the

poiice report.

As described above, there is no indication of any improper access to your data at Lhis time.
However. as a precaution to heip vou detect any possible misuse of your data, we are offering you
a free vear of credit monitoring. The vendor engaged TransUnion to provide vou with therr
TrueCredit Online Credit Monttoring serviee, which meludes unlimired access to vouw
TransUnion credit report. credit score and analysis, daily TransUnion credit monttormg and other
additional services. For more information, please visit hiprswsw rueeredit.conveode . You
have unti! JTanuary 37, 2009, 1o activate this credit monitoring by using the activation code
CODE.




We also encourage vou to personally take precaetionary steps such as reviewing your monthly
Dilling statements 1o ensure charges are accurute.

[ you are curious as 1o the securiy messures our mgdmmt fon requires, or more detatled
. You may also contact us directly ar

nlmn.zsllum‘u undaluninnel.

mformation on tits issue, please visthwww . undalunmi
our dedicated toll-iree nuniber, 866-442-0173 or ¢-ml 1

Your privacy is extretzely important to us. As your UND Alunmi Association and UND
Foundation, we consistently utthze government-approved, state-of-the-art technelogy to protect
vour information, and we also use industry-leading data mmanagement vendors. Nonetheless, we
ke this very sertously wnd are additionally reviewing all aspects of our data sceunty.

We deeply regret that this has occurred and any anxiety it causes vou. You are the hicblood of
our organization and your support alows so much good to be accomplished at the University of
North Dakota. We will nolifv vou with any new information should 1t arise and cause us to

reassess the sitnation. Thank yvou for vour continued trust and confidence as we move forward.

Sucerely,

/L;,, O&V%{

Fim QO Keefe, 77
Executive Vice l’lc_al(]t.’lt and CEO
UND Alumni Association and UND Foundation





