
Decemoel 5, 2008 

Office ollhe Morney General 

ANn Jon Myel 

900 1:. MClin Sireel 

Richmond, VA 23219 

BleST lin.»)'; 

Subject: Notification Related to Virginia Code § 18.2·186.6(B) 

To Whom !t May Concern-

By UPS Express 

Best Buy wishes 10 n8tify the Attorney General of an incident tho! occurred the week of November 10, 2008 It 

does not uppem that the computer system security of Best Buy or its service provider was breached before, during 

or of'er :he incide"l, onci II may be Ihollhe provisions of Vrrglnio Code § 18.2·186 6(8) do nol apply. In keeping 

v,;ilh the spir-it of :hot ,law, however, we felt it appropriate 10 issue a notification concerning the iiKidenl 10 \he 3 

persmlS of[,<;ed 

hest Buy uses a service provider nClmed TALX Corporation ("IJ\LX") to r:1ol"loge our poymil, W2 and relnted 

services. These services by their Iluture require TALX to store the sociol security numbers ond, in son~e cases, the 

bonk deposit delods of our employees. On T uesdoy, November 19, 2008, TALX notified us thor they believed 

that the account information of three of our- employees~ 1 current and 2 former-was Clccessed by unknown 

persons using the account credentialS of the affected employees. The account infcrlTlcltion accessed copsisted of 
riO:1W, pay h,;story, social security number, Gild dir-ect deposit bonk aCCOLJnt infolrnotio)). The Illcic1ent V/:::15 

'eForled to federol iClw enforcemen~ cl~Jencies_ According to our employrnent rE'Y:o:d.s, one of the r:If~IS(fIS n~ect(;cI 

by the Irlciclent, _ is a resident of the COlTllnollweulth or VirginiCl 

Based on cur investigotion it does not oppem tho! the S8CUI ity of either Best Buy or T ALX computer systems VI(IS 

breached in allY woy_ This suggests that the account credentials of the Clffected employees were obtained through 

~ome type of Illolware or virus present all a computer thai was :.;sed by ern affected employee to access the TA~ 

site 

Since ri'e time the Inc:;de'1l0::':culrr:d, Br:st Buy Gild IALX have takell the fo:lowil19 actions 

• infell :'eci [cdel :::11 low el;forc8:l1enl aUlhorities 

• Conducted nil Investigation of the incident 

• Disabied uccess to the accounts o~ the aHected employees by forCing tile exp:!Ution of the ::::crlprOITiiSed 

password:, 

• AU911~el;lf';ci liFe existing pClSsword-bosed online (Iecess control mechallisr:l with nil oddilic!1ClI identity 

Clutile;;ticution lechnology Dosed on Experion's Authentication Services (for more informolioll see 
hHp. /1 WVfIN_ experil1n _ coml pi oductsl aut,~,enticotion _se:-vices_ html] 

• 1\~el'lptec1, beSJinni:l9 NOVelT,8cr 21, 2008 , to cOllloel the affected emp~oyees by pholle Cinu' u:(--;II thC:Tl 

ro ,',;le inciuellt, its 'l(lIure nnd potentiul effect, cme the steps thot can ue to.(en to pi-event or reduce the risk 
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Decemoel 5, 2008

Office of the Attorney General

Attn Jon Myer

900 I:: MClin Streel

Richrnol)(i, VA 23219

Subiect: Notification Related to Virginia Code § 18.2-186.6(8)

To Whom !t Moy Concen.".

By UPS Express

Best Buy wishes 10 n8tiFy Ihe Attorney General of an JIIciclent thot occurred the week of November 10, 2008 It
does not appem tho! the compuler system security of Best Buy or its service provider was breached before, during

or ohm ~he incident, and It may be that the provis"lons of Virginia Code § 18.2·186 6(8) do nol apply. In keeping

With the spil-II of thot ,'ow, however, we felt it appropriate to issue a notification concerning Ihe irKiclenl 10 the 3
persmls ClHlc~:;ed.

Rest Buy uses 0 service provider nClmed TALX Corporation ("TALX") to r,lanoge our paYIO!I, W2 and reloteej

Services. These services by 1heir nulure m'1 uire TALX 10 5:ore the sociol security numbers ond, in son,e cases, the

Donk deposit delails of our employees. On Tuesdoy, November 19, 2008, TALX notified us thar they believed

Ihat the account information of lhree of our employees- 1 current and 2 former-was occessed by unknown

persons using the account credentialS of the affected employees The account InfcrlT,cltion accessed cOl'sisted of
no:n~;, pay h.;story, soei 01 secu rily number, a Ild direct deposit banK account informotion The i IICI dent ViClS

'8porled to federul !ow enforcement cl~;encies. According to our employment rw:o:ds, one of Ihe persa:",s o'fectul

by the rllcldent, is a resident of the COlT\lIlonweullh or Virginici

Based on cur investigotion it does nol uppear tho! the security of eilher Best Buy or TALX com puler systems wels

breoched in OilY WCly This suggests that Ihe account credentials of Ihe offected employees were obtained through

sOlne type of nlalwore or virus present on a computer that was :Jsed by Cln affected employee to access the TA~

Since lioe llille Ihe Incde:ll ccculrr:d, Br:st 8uy Gild TALX have to<ell the fo:lowing aclions

• Infcll:'ed b.le/cd low el:~OIce:llenl oulhorilies

• Conducted ell, IIlv8sligolion of the Incldenl

• Disabied l1ccess to Ihe occounls o~ the affected employees by forCing the expi!ution of Ihe compraln,sed

passwords

• Augn:er~lf'ci the eXisting pClSswarci-bosed online clccess control mechallis~l wilh Oil oddiliuilol ideillify

oulhe;:ticulioll 18chnol09Y Dosed on Experion's Authentication Services Ifor more IllfOlinolioll see

hHp / I wwwexperiuncom/ploducts/outnenlicotion_serviceshtml)

• /'I.::elY'1 pled, begmni ng November 21 , 2008, to COlltocl the affected employees by phC'118 Ci no O,(-;It the:Tl

10 :he inc:uelll, ils 'lcJlure (Jnd potenliGi effect, clile Ihe steps 'hoI can ue 10':811 to prevent or reduce the rrsk
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By UPS Express
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Ihat the account information of lhree of our employees- 1 current and 2 former-was occessed by unknown
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breoched in OilY WCly This suggests that Ihe account credentials of Ihe offected employees were obtained through

sOlne type of nlalwore or virus present on a computer that was :Jsed by Cln affected employee to access the TA~

Since lioe llille Ihe Incde:ll ccculrr:d, Br:st 8uy Gild TALX have to<ell the fo:lowing aclions

• Infcll:'ed b.le/cd low el:~OIce:llenl oulhorilies
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of id(~ll:dy theft. This Ilollficotion was undel-t,Jken as soon as reasonably possible oher we learned that it 

would nol irlterfer-e with the inv8s!igotiv8 octlvities of federal low enforcement (Juthorilies 

• Sellt all November 25,2008, by UPS Next Doy Air, a wriHen notice of the Incident to each of ,he 
oHecteci empioyees, including Jimmy Hart. The notice sent to Jimmy Hart is enc!osed With this lette, fOI 

YOJr convenience. 

!f you have questions cOllCerninSl any matter contoined in this letter, please consider me ot your disposo,l 

Brad Bolin 

Global Informotlon Policy Coulisel 

BeSi Buy Le801 

(6121 29; ·6577 desk 

:9521430·49; /, fox 

brnd. bol i n@bcstbuy.cDrn 

818/no 
tnciosure 

Best Buy I~egol • PC1ge 2 of 2 
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:'-Iovember 25, 2008 

Dear_.1i 

Best Buy takes the security and privacy of your personal information extremely seriollsly. 

for this reason, we wish to notify you of an incident recently reported to us by one of our 

service providers. This letter is a follow-up to a phone call you should have received from 

ollr Employee Relations team. 

Best Buy uses a service provider named TALX to manage our ePayroll, W2 and related 

services. On Tuesday, November 19, TALX informed us that they believe your account 

information was accessed by unknown persons using your llscrname and password 

information. The account information accessed consisted of your name, pay history, 

social security number, and direct deposit bank account information. 

The incident occurred the week of November 10. We notified anected individuals as 

soon as reasonably possible when it was clear that such notification would not impede 

ongoing law enforcement investigations. 

Based on our investigation, it does not appear that the security of either Best Buy or 

T ALX computer systems was breached in any way. This suggests that your uscr 

credentials were gotten through some typc of malware or virus present on a computer that 

you usee! to access thc T ALX site. (NOTE: Accessing the TALX site ll'om a Best Buy 

oWllcd and issued computcr system-such as a work laptop- would NOT have placed 

your userna11le or password at risk, sincc these systems have continuously updated 

protective measures built into them.) 

It appears your direct deposit bank account information was modified, presumably to 

redirect your pay to a different account. Best Buy recommends you immediately follow 

the list of steps below. 

),fovember 25,2008

Dear

Best Buy takes the security and privacy of your personal information extremely seriously.

For this reason, we wish to notify you of an incident recently reported to us by one of our

service providers. This letter is a follow-up to a phone call you should have received from

our Employee Relations team.

Best Buy uses a service provider named TALX to manage our ePayroll, W2 and related

servlces. On Tuesday, November 19, TALX informed us that they believe your account

information was accessed by unkno\"vn persons using your username and password

information. The account information accessed consisted of your name, pay history,

social security number, and direct deposit bank account information.

The incident occurred the vieek of November IO. We notified afTected individuals as

soon as reasonably possible when it was clear that such notification would not impede

ongoing law enforcement investigations.

Based on our investigation, it does not appear that the security of either Best Buy or

TALX computer systems was breached in any way. This suggests that your user

credentials were gotten through some type of mahvare or virus present on a computer thilt

yOll used to access thc TALX sjte. (NOTE: Accessjng the TALX site from a Best Buy

owned and issued computeT system~such as a work laptop- would NOT have placed

your username or password at risk, since these systems have continuously updatcd

protective measures built into them.)

It appears your direct deposit bank account information was modified, presumably to

redirect your pay to a different account. Best Buy recommends you immediately follow

the list of steps below.

),fovember 25,2008

Dear

Best Buy takes the security and privacy of your personal information extremely seriously.

For this reason, we wish to notify you of an incident recently reported to us by one of our

service providers. This letter is a follow-up to a phone call you should have received from

our Employee Relations team.

Best Buy uses a service provider named TALX to manage our ePayroll, W2 and related

servlces. On Tuesday, November 19, TALX informed us that they believe your account

information was accessed by unkno\"vn persons using your username and password

information. The account information accessed consisted of your name, pay history,

social security number, and direct deposit bank account information.

The incident occurred the vieek of November IO. We notified afTected individuals as

soon as reasonably possible when it was clear that such notification would not impede

ongoing law enforcement investigations.

Based on our investigation, it does not appear that the security of either Best Buy or

TALX computer systems was breached in any way. This suggests that your user

credentials were gotten through some type of mahvare or virus present on a computer thilt

yOll used to access thc TALX sjte. (NOTE: Accessjng the TALX site from a Best Buy

owned and issued computeT system~such as a work laptop- would NOT have placed

your username or password at risk, since these systems have continuously updatcd

protective measures built into them.)

It appears your direct deposit bank account information was modified, presumably to

redirect your pay to a different account. Best Buy recommends you immediately follow

the list of steps below.



• Contact LiCcLoek, or other credit monitoring service of your choice, and enroll for 
their services. This service will provide you with a copy of your credit repol1 in 
addition to placing fraud alerts on your file at all three major credit bureaus. The 
fraud alert signals creditors to take additional steps to verify your identity prior to 
granting credit in your name. This service can make it more difficult for somEone 
to get credit in your name, though it may also delay your ability to obtain credit 
while the agency verifies your identity. Best Buy will reimburse the cost for up to 

2 years of credit monitoring services. 

• Contact your bank to close the account used for your direct deposit to ensure 

future fraud does not occur. Best Buy will reimburse the cost to open a new 

banking account and additional fees you may have as pal1 of this process. 

• To ensure your personal computer is free of the malwarc that may have caused 
this issue, you should have an anti-virus program implemented and running, make 
sure the anti-virus/spyware definitions are current and run a full scan. If you need 
help with these activities, we recommend you bring your personal computer into 
Geek Squad or llilOther technical assistance company. 

• For additional information on how to further protect yourself against identity 

theft, visit the website of the U.S. Federal Trade Commission at 

www.consumer.govlidtheft or reach the FTC at 1-877-382-4357 or 600 

Pem1sylvlli1ia Avenue, NW, Washington, DC 20580. 

If you have any questions or concerns as you take action to protect your identity, please 

contact Mindy Kirschman at 612-291-5644. 

Again, we deeply regret any inconvenience or concern this incident may cause you. 

Sincerely, 

c ( . ( 

Sara Wood 

Director of Entcrprise Privacy 

Best Buy 

• Contact LifcLock, or other credit monitoring servicc of your choice, and enroll for
their services. This service will provide you with a copy of your credit repOI1 in
addition to placing fraud alerts on your file at all three major credit bureaus. The
fraud alert signals creditors to take additional steps to verify your identity prior to
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UPS CampusShip: Shipment Label Page I of I 

UPS CampusShip: View/Print Label 
1. Print the label(s): Select the Print button on the print dialog box that appears. Note: If your browser does 

not sUPiJ'Jrt this function select Print from the File menu to print the label. 

2 FCi:d the printed label at the dotted line. Place the label in a UPS Shipping Pouch. If you do not have a 
pouch. affix the folded label using clear plastic shipping tape over the entire label. 

3. GETTING YOUR SHIPMENT TO UPS 
Customers without a Daily Pickup 

o Schedule a same day or future day Pickup to have a UPS driver pickup all your CarnplisShip 
packages. 

o Hand the package to any UPS driver in your area. 

o Take your package to any location of The UPS Store®. UPS Drop Box, UPS Customer Center, UPS 
Alliances (Office Depot® or Staples®) or Authorized Shipping Outlet near you. Items sent via UPS 
Return Service SSM (including via Ground) are accepted at Drop Boxes. 

o To find the location nearest you, please visit the Resources area of CampusShip and select UPS 
Locations. 

Customers with a Daily Pickup 
o Your driver will pickup your shipment(s) as usual. 

FOLD f--:ERE 

H i 

'" 
:E 
~ 

0 0 ~ 
M 

N 
I 

0\ 0\ ~ '" 
~ 0 '" 

N 0 
f-" C"l " ...l ..d-

e-

M "- 0 
M ~ 

M £ '" C"l N ~ 
0 
00 

M '" - 8 C"l 

~ 
~ ~ 

~ 

~ ~ 
~ '" '" 0 c 

.~ .=-

~ '" = '" § ::; 0 ~ '" ~- >-' -' 

Z >' 
C) 

;ll::; " ~;, 

0 :to .;.. •• ..:.." •• ,;~. 8 : :uO N 0 ~ r ~V".o:"') i4i~: 0" : .. :. '''!o~} 

I ;25~ ~ :. °1;': .0':;': : • 
0 

·Ii .~ s • !::.';::;. ..... ~ :{;; 
u 

= OZIll 

~ 
~.Mf; : - .. i I.:.!o " =-:.;.J_ f.l'. @ .... .y~ 0 o =-=~,..:... Z '" .~ .... g~~ ;:..-:4 @) w. l:: "- 8 U :« 0 ;..; Z 2: '<l:l':;~~3 

~ :r~;"$: ....:t ... ,~ ~ :;;;: ~ g:-- ::i;.:J <; 
-;:~:"1:: ... ::0 _° 0.".. .. U 
;r: "lE- ...... ::: ; .... s-t :~ ... ~-.: ........ : P; 

~ '" E ..;. • .... ~.:: ,r:.. 
;:;~~~S2 ~Y: .... t( ... n" •• 1= •.... ;:J :-i 
~'..=l::Q ...... O:: .. .. '" .' 2i ii5 

'. 11!7 ((' 

UPS Call1pusShip: Shipment Label

UPS CampusShip: View/Print Label
1. Print the label(s}: Select the Print button on the print dialog box that appears. Note: If your browser does

not sUPIJ'..lIi this function select Print from the File menu to print the label.

2. FCi,d the printed label at the dotted line. Place the label in a UPS Shipping Pouch. it you do not have a
pouch, affix the folded Jabel using clear plastic shipping tape over the entire label.

3. GETTING YOUR SHIPMENT TO UPS
Customers without a Daily Pickup

o Schedule a same day or future day Pickup to have a UPS driver pickup all your CarnpusShip
packages.

o Hand the package to any UPS driver in your area.
o Take your package to any location of The UPS Store®, UPS Drop Box, UPS Customer Center, UPS

Alliances (Office Depot® or Staples®) or Authorized Shipping Outlet near you. Items sent via UPS
Return Service SSM (inCluding via Ground) are accepted at Drop Boxes.

c To find the location nearest you, please visit the Resources area of CampusShip and select UPS
Locations.

Customers with a Daily Pickup
o Your driver will pickup your shipment(s) as usual.
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UPS Call1pusShip: Shipment Label

UPS CampusShip: View/Print Label
1. Print the label(s}: Select the Print button on the print dialog box that appears. Note: If your browser does

not sUPIJ'..lIi this function select Print from the File menu to print the label.

2. FCi,d the printed label at the dotted line. Place the label in a UPS Shipping Pouch. it you do not have a
pouch, affix the folded Jabel using clear plastic shipping tape over the entire label.

3. GETTING YOUR SHIPMENT TO UPS
Customers without a Daily Pickup

o Schedule a same day or future day Pickup to have a UPS driver pickup all your CarnpusShip
packages.

o Hand the package to any UPS driver in your area.
o Take your package to any location of The UPS Store®, UPS Drop Box, UPS Customer Center, UPS

Alliances (Office Depot® or Staples®) or Authorized Shipping Outlet near you. Items sent via UPS
Return Service SSM (inCluding via Ground) are accepted at Drop Boxes.

c To find the location nearest you, please visit the Resources area of CampusShip and select UPS
Locations.

Customers with a Daily Pickup
o Your driver will pickup your shipment(s) as usual.
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