December 5, 2008

Office of the Attorney General

Aln: Jan Myer '
Q00 E. Main Sirest By UPS Express
Richmond, VA 23219

Subject: Notification Related to Virginia Code § 18.2-186.6(B)

To Whom It May Cencern:

Best Buy wishes 1o notfify the Attorney General of an incident that occurred the week of November 10, 2008. 11
does not appear that the computer system security of Best Buy or its service provider was breached belore, during
or after the incidert, and it may be that the provisions of Virginia Code § 18.2.186.6(B) do not apply. In keeping
with the spirit of that faw, however, we felt it appropriate ko issue a nofification concerning the incident to the 3

hersons aflecied.
f

Best Buy uses o service provider named TALX Ceorporation ["TALX"} 1o manage cur payroll, W2 and relatec
services. These services by their nature require TALX to stere the social security numbers and, in some cases, the
bank deposit details of our employees. On Tuesday, November 19, 2008, TALX nolified us that they believed
that the account information of three of our employees— ! current and 2 tormer —was accessed by unknown
persons using the account credentials of the offected employees. The account informalion accessed consisted of
name, pay history, sociel security number, ond direct deposit bank account information. The incident was
reporied lo federal law enforcement agencies. According lo aur employment records, ane of the persons affectod

fy the inciclers, SR i o resident of ihe Commonweclth of Virginia,

Based on cur invesligation il does not appear that the secuiity of either Best Buy or TAIX computer systems was
brecched in any way. This suggests that the account credentials of the affected employees were oblained through
some lype of malware or virus present on o computer that was used by an offected empicyee to access the TALX

she

Since the time the incident accurred, Best Buy and TALX have taken the following achions:
o Inforred lederal low enforcement authorities.
+  Conducted an investigation of the incident.

»  Disabled aecess 1o the accounts of the alfected employees by forcing the expiration of the compromsaci

passwords

e Augmented the exisling password-based online access conlrol mechanism with an additional identity
authentication lechnology based on Expericn’s Authentication Services (for more information see
hiic. / /weew. expenian.com/products/authentication _services html).

o Atempted, beginning November 21, 2008, to conlect Ihe affecled employees by phone and aeit them
1o the incicent, its nature and potential effect, anc the steps that can be taken 1o prevent or reduce the sk
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of identity thek. This notification was underiaken as soon os reascnably possible aber we learned that it
would not interfere with the invesligotive aclivities of federal law enforcement authorities.

o Senton November 25, 2008, by UPS Next Day Air, o written nolice of the incident to each of ihe
alecled employees, including Jimmy Hart. The notice sent to Jimmy Hart is enclosed with this letter for
YOUr CONVENIBNCE,

IF you have queslions concerning any matter contained in this lefier, please consider me at your disposal

Brad Balin
Global Infermahon Policy Counsel
Bes: Buy Legal

(612} 291.6577 desk
1952} 4

]
524 43049716 fox
brad.bolin@bastbuy.com

BTR/no
Enclosurs
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BEST BUY.

November 23, 2008

Dear (R,

Best Buy takes the sceurity and privacy of your personal information extiemely seriously.
For this reason, we wish to notify you of an incident recently reported to us by one of our
service providers. This letter 1s a foilow-up to a phone call you should have received from

our Employee Relations team.

Best Buy uses a service provider named TALX to manage our ePayroll, W2 and related
services. On Tuesday, November 19, TALX informed us that they believe your account
information was accessed by unknown persons using vour username and password
mformaticn. "The account information accessed consisted of your name, pay history,
social security number, and direct deposit bank account mformation.

The ncident occurred the week of November 10. We notified affected individuals as
soon as reascnably possible when 1t was clear that such notification would not impede

ongoing law enforcement investigations.

Based on our investigation, it does not appear that the security of either Best Buv or
TALX computer systems was breached in any way. This suggests that your user
credentials were gotten through some type of malware or virus present on a computer that
vou used 1o access the TALX site. (NOTE: Accessing the TALX site from a Best Buy
owned and 1ssued computer system—such as a work laptop— would NOT have placed
your username or password at risk, since these systems have continuously updated

protective measures bunlt into them.)

[t appears your direct deposit bank account information was modified, presumably to
redirect your pay 1o a different account. Best Buy recommends you immediately foliow

the list of steps below.
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e Contact LifeLock, or other credit monitoring service of your choice, and enroll tor
their services. This service will provide you with a copy of vour credit report in
addition to placing fraud alerts on your fite at alf three major credit bureaus. The
fraud alert signals creditors to take additional steps to verify your identily prior to
granting credit in your name. This service can make 1t more difficult for someone
to get credit in your name, though it may also delay your ability to obtain credit
while the agency verifies your identity. Best Buy wiltl reimburse the cost for up to
2 vears of credit monitoring services.

+ Contact your bank to close the account used for your direct deposit to ensure
future fraud does not occur. Best Buy will reimburse the cost to open a new
banking account and additional fees you may have as part of this process.

¢ To ensure yvour personal computer is free of the malware that may have caused
this issue, vou should have an anti-virus program implemented and rumning, make
sure the anti-virus/spyware definitions are current and run a full scan. If you need
help with these activities, we recommend you bring your personal computer inte
(Geek Squad or another technical assistance company.

e For additional information on how to further protect yourself against identity
theft, visit the website of the U.S. Federal Trade Commission at
www,consumer.gov/idtheft or reach the FTC at 1-877-382-4357 or 600
Pennsylvania Avenue, NW, Washington, DC 20580.

If you have any questions or concerns as you take action to protect your identity, please
contact Mindy Kirschman at 612-291-5644,

Again, we deeply regret any inconvenience or concern this incident may cause you.

Sincerely,

Sara Woed
Director of Enterprise Privacy
Best Buy



UPS CampusShip: Shipment Label Page 1 of'1
UPS CampusShip: View/Print Label
Print the label(s): Select the Print button on the print dialog hox that appears. Note: If your browser does
not support this function select Print from the File menu to print the label.

2 Foid the printed label at the dotted line. Place the label in a UPS Shipping Pouch. If you do not have a
pouch, affix the folded labei using clear plasiic shipping tape over the entire label.

2. GETTING YOUR SHIPMENT TO UPS

Customers without a Daily Pickup
o Schedule a same day or fulure day Fickup tc have a UPS driver pickup all your CampusShip

packages.
o Hand the package to any UP& driver in your area.

o Take your package to any location of The UPS Store®, UPS Drop Box, UPS Customer Center, UPS
Aliances (Office Depot® or Staples®) or Autharized Shipping Outlet near you. Items sent via UPS

Return Services®™ (inciuding via Ground) are accepted at Drop Boxes.
o Tofind the location nearest you, please visit the Resources area of CampusShip and select UPS

Locations.

Customers with a Daily Pickup
o Your driver will pickup your shipment(s) as usual.
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