
State Farm Insurance Companies 
August 21. ::COOH 

Mr. Bob \leDonneil 
.\ltorne) (jeneral 
Unlee oj the Attornc\ General 
'.IO() East \13in Street 
Kiehmond. V;\ 23219 

DCilr (jeneral McDonnell: 

Corporate HeadquRrtcrs 
O~e Slate Farm Plaz2 
B!oomlngton IllinOiS 61710"000; 

State I'arlll "·lutual Autolllobile Insurance Company beilcves personal inj()J'Jl1ation was or is reasunably 
belie\'Cd to hale been accessed by an unauthorized person or persons. We plan 10 mail the notices 
enclosed in this letter beginning the week of August 25. 2()Og. I am proliding you this notice of our 
intended comlllunication to your state residents as the Chief Privacy Officiaillt' State Farm. 

'C(\ mUle them 461 residents or 1(\\11 state will recei\'e the enclosed Icl1ers. 

I \\(J matters prompt this notice. \\hile not related the\ in\ol\e the need to comlllunicate with those 
impClcted ncxt week. 

EmplfJ\nH'nt Application Onlinc. State [-'arm confirmed a problem \Iith its online employment 
,1ppLc;:lliplJ ~ys!C::111 which may 11(1\ t.:' led to the ZlCC~SS of rer~oI1al inCornwtion. \\'hilc there i::; no 
l11(JicallCll1 that information \vas l1liSllSt..'d in any way. Slale I arm is sending letters to the app[icant~ llnd 
\\ill orlC! thelll lree credit monitoring. The portion orth" application at risk lIas disahbl and the 
problem resolved. 

/\rizon~ State Farm Agent Employee. State Farm Agent Lisa Ro Grant (Surprise, Arizona) employed 
an individllal who fraudulently used customer information to apply for State Farm Bank Visa Crcdit 
C'areb Three Arizona residents \lere contacted, remedial action taken and \I ere afTered free credit 
l1lullitorillg_ \Vhilc this ageI1l's l'IllploycC' has been terminalcJ and We know there \\"as an ill\'l:sllgation 
h lutai authorities. State Farm considers it possible that uther customcrs' personal infrll'llwtion may 
l"l\e been accessed by this terminated employce. This notice is being directed to all cllstomers of State 
Farm Agent Lisa Ro (irant. They "ill also receive a free offer of credit monitoring. 

Vc]'\ trllh \"our:-: - -
I 

, (i \ / _>-AYo" V Cl-<J~ 1J+-
Ucbra Vase) 
Vice President Operations - BTiO 
:'hief Privacy and inf(Jrtmllion Securitl Ot1icial 
)«lIe Farm Insurance Cum panics - (-
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State Farm Insurance Companies
August 21: 200S

1\11 Bob \lcDoJ1nell
,\tlorne) (Jeneral
Utrice of the t\110rne\ (Jenera]
(jOO East \1ain Street
R.ichmomL Vi\ 23219

Dear (jenera! McDonnell:

Corporale HeadquRriers
One Slate Farm Plaze
Bloomington 1lllno;s G1710·00()~

SUlc farm !\'1utuaJ Automobile [nsurancc Company believes personal information was or is reasonably
belie\'cd to have been accessed by an unauthorized person or persons, \Vc plan to mail the notices
enclosed in this Jetter beginning the week of August 25, 200~, ] am providing )'01.1 this notice of our
intended communication to your slZlte residents as the Chief Privacy Official of State Farm,

\:0 murl' than 46] residenls of vour sUtt: will receive the enclosed letters,

') \\ () matters prompt 111'15 notice, \vbile nol related the) involve the need to communicate wilh lhose
impacted next week.

Employmcnt Application Online. State hlfm confirmed a problem \\ith its online employmenl
dppl:c'llipJ} ~)S!(;,r11 which may hmt' led to the access of personal information Whi!c there is no
imliUl1 ion 11m! information \\3.S misused in any v\'ay. Slale Farm is sending letters to the applicants ,1m!
\\ ill ork! them free credit l1lol1ltoring. The portion ofthc application al risk was disabled and the
problem resolved.

ArizorHl State Farm Agent Employee, Slate Farm Agent Lisa Ro Grant (Surprise, Arizona) employed
an individll,d who fraudulently used customer information to apply for State Farm Bank Visa Credit
Canis Three Arizona residents were contacted, remedial action lakl:n and were offered free credit
monitoring While this agem's l'Jl1P]Oycc has been lerminated and we kJ10W the::re \\a5 lill in\'t'sligalion
by local authorities, State Farm considers il possible lhat uther custoillers' personal information may
have been accessed by this terminated employee, This notice is being dirccted to (ll! customers of' State
Farm AQent Lisa Ro (iran/. They \\ill also receive a free offer of credit monitoring
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:)£k__ VtM;va jJ+-
IJCbld Vasey
Vice Presidcnt Operations - 13T10
"hief Privacy and ]nl()rJ11atioll Securit) Onicial
~UJ1c Farm] nSllrill1Cl' Compani es f!", '-.'
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xxxxxxx 
xxxxxxx 
xxxxxxx 

; , , ~ , , ,,(-' 

CorporalG HeiJdquarters 
One S:ate Farm Plaza 
Bloo,'TIington, IllinoIs E~710-0G()1 

Dear Customer. 

As a valued pOlcyllolder we would like to take a moment to thank you for your continued loyalty Keeping our 
pror:1ise to you is something V./8 take very serio~sly, and wil) continue to do in the years to come In dodltlon to 
provlolng the utmost protection for your family we feel It IS our duty to keep you abreast of any circumstances 
tl12t cou'cJ possibly affect you 

It has come to my attention that your personal Information may have been Inapproprrately accessed by my 
former employee At tilis point. there is no eVidence that your personal Information has been a' w,,1 be 
misused ThiS employee has been terminated and there has been an investlgatior. by the authorities The 
personal informat:on that could have been accesseo includes your ~;ocial secunty number, driver's licensE 
rumber, or financial account numbers 

At our expense. State Farm IS offering you a 12~month subscrrptlon to a credit monltorrng and Identity thefl 
protection service called TrueCredit~ ThiS service will prOVide you With a copy of your credit repon, monitor 
your credit files at the three major credit reponing agencies and notify you of cenaln sUSplCiOLIS activities that 
could Indicate potential identity theft ThiS program IS provided by TransUnlon. Inc, a leading provider of 
identity thefi protection and recovery services 

You haVe until November 1 2008 to active the credit monltorrng by uSing :he gift certificate code XXXX~XXXX~ 
XXXX~XXXX To learn more about TrueCredit" and to enroll. go to htto//www.truecredll corr,/code and fOllow 
the Instructions provided on the website To email by phone, please contact TranUnlon·s Call Center toll~free at 
'1~800~354~1036. Monday - Friday, 630 am - 530 pm. Mountain Time Provide thiS 6~dlglt Offer 10. XXXXXX 
to the customer service representative 

Ir 3c1ditrorL you may \f,rant to conSider the fal/o\lving 

.:. Continue to regularly review all charges on your monthly biillngs and other accounts yo~ are ellolble 10 
receive a freE copy of your credit report annually, u:)on request from eaerl of the credit reporting 
agencies below 

• Equifax: 1~800~525-6285, wwwegulfaxcom PO Box 740241. Atlanta, GA 30374 
• Experian: 1~888~397-3742i www.expenancom: POBox 9532. Allen, TX 75013 
• TransUnion: 1~800~680~7289i www.transunion.com: Fraud Victim ASSistance DIVISion. 

PO Box 6790. Fullenon, CA 92834~6790 
.;. To receive your free credit report, you may also request It IIlfoU9h one of the follOWing three methods 

• Phone: toll free rlUmber - 1 ~877 ~322~8228 
• Online: wvvw annualcreditreport,corl 

U.S. Mail: Annual Credit Repon Request Service. PO Box 105281 Atlanta.GA. 30348~ 
5281 

.:. VISit the Federal Trade Commission's (FTC) website (www.ftcgovIlDTheft) to obtain addlt!onal gUidance 
on what identity theft IS and how to repon suspected fraudulent transactions 

I :ruly regret the inconvenience and concern this situation may cause you, If you have additional questions, 
please do not heSitate to contact me at 623~974~2600. Monday ~ Frrday 9 00 am - 500 pm Mouctaln Time if 
you \\"sh to speak 'NII.r. someone eise, you may contact Agen-:::y Field Executive, Elay Martinez, at 623-583 
6945. Monday ~ Friday 900 am - 430 pm Mountarc Time 

Sincerely 

Lisa Ro C3ran: 
State Farm Agent 

xxxxxxx
xxxxxxx
xxxxxxx

Dear Customer.

.-' ~- ~ ~,. - j-, :

CorporalG HeJoquarters
One S:ale Farm Plaza
Bloo.'Tlington, IllinoIS 6171 O-GOD 1

As a valued pOlcyllolder we 'Nould like to take a moment to thank you for your continued loyalty Keeping our
pror:llse to you is something we take very senoClsly, and will continue to do in tile years to come In addition to
provlolng the utmost protection for your family we feel it IS our duty to keep you abreast of any circumstances
th2t COulcJ possibly affect you

It has come to my attention that your personal information may have been Inappropriately accessed by my
former employee At tllis paine there is no eVidence that your personalmformatlon has been 0' wiil be
misused This employee tlas been terminated and there has been an investigation by the author/lies The
personallnformaLon that could have been accesseo ;ncludes your ~;oc!al security number, drivers licenSE
number, or financial account numbers

At our expen se, State Farm IS offering you a 12~month subscription to a credit monlton ng and id enllty theft
proteclion service called TrueCredit~ This service will provide you with a copy of your credit repon, monitor
your credit files at the three major credit reporting agencies and notify you of certain suspicioLIS activities that
could Indicate potential identity theft ThiS program is provided by TransUnlon Inc, a leading provider of
ide ntlty theft protection ard recove ry services

You have until November 1 2008 to active the credit monitoring by uSing ,he gift certificate code XXXX-XXXX­
XXXX-XXXX To learn more about TrueCredit(!'.' and to enroll go to httDI/wwwtruecredllcom/code and fo:iow
the Instructions provided on the website To enroll by phonE, please contact TranUnion's Call Center toll-free at
'1-800354-1036, Monday - Friday, 630 am - 530 pm Mountain Time Provide this 6-dlgit Offer ID, XXXXXX
to the cllstorner service representative

In addition you may ,vant to consider the follov/ing

':. Continue to regUlarly review all charges on your monthly biillngs and otf,er accounts. You are eliGible 10
receive a free copy of your credit report, annually u::JOn request from eacrl of the credit reponing
agencies below

• Equifax: 1-800-525-6285, wwwequifaxcom PO Box 740241, Atlanta, GA 30374
• Experian: 1-888-397-3742~wwwexpeflancom; PO Box 9532, Allen, TX 75013
• TransUnion: 1-800-680-7289; WWW.transunion.com: Fraud Victim Assistance DiviSion,

POBox 6790. Fullerton, CA 92834~6790

',' To receive your free credit report, you may also reqt.:est it through onE of the follov/lng three methods
• Phone: toll free rlUmber - 1-877~322-8228
• Online: vrww an nualcrea itreport com

U.S. Mail: Annual Credit Report Request Service, PO Box 105281 Atlanta.GA 30348­
5281

':. VISit the Federal Trade CommiSSion's (FTC) website (www.ftcgovIlDTheft) to obtain additional gUidance
on what identity theft IS and how to report suspected fraudulent transactions

I truly regret the inconvenience and concern this situation may cause you If you have additional questions
please do not heSitate to contact me at 623-974-2600, Monday - Friday 9 00 am - 500 pm Mountain Time if
you wish to speak With someone else you may contact Agency Field Executive, Elay Martinez, at 623-583
0·945 Monday - Friday 900 am - 4 30 pm Mountan: Time

Sincerely

Lisa Ro C;ran:
State Farm f,gent

Hnu~ nF~,rFc::' P.I nnUJN~I{)t" lr I 11\.1(l1c.:: r:.~7,n.()()Il'



State Farm Insurance Compailies 
August 25, 2008 

Name 
Address 
Address 

Dear (Applicant Name) 

'r' 

i i-'.O ,! L t. r (, 

CC·,·porale NE2dll;arte~~ 
One Sta:e Farm Pial" 
Bloom!notol~, i']ino:s Gi7:(J oorn 

We wani to Inform you of an Incident we recently became aware of that Invotved your personal rnfonnatlon 

State I'arm confirmed a problem within our employment application on statefarm com® This may have lea to 
the access of your personallnrormatlon by md,viduals external to State Farm The Information Included your 
current address, social security number, driver'S license, and any previous names you provided, but did not 
Include your current name. Please be assured that thiS problem has been corrected, and your information IS 
now secure At thiS pOint there IS no evidence that your personal Information has been or Will be misused 

At our expense, State Farm IS offering you a 12-month subscription to a credit monitoring and Identity theft 
protection service called TrueCredlt". This service will proVide you with a copy of your credit report monitor 
your credit files at the three rlajor credit reporting agencies. and notify you of ceria in sl;spicious activities that 
could Indicate potential Identity theft. This program is provided by TransUnloc Inc, a leading provide' 0' 

Ident:ly theft protection and recovery services 

ror Illore Information. please VISI! our website www.statefarlll.com/appilcation!.i.sue. You have unlll November 1, 
2008 to activate the credit monitoring by uSing the gift certificate code XXXX-XXXX-XXXX-XXXX This code IS 
unique 'or your use and shOUld not be shared. To learn more about TrueCredlt"and to enroll. go to 
http I/www truecredit.com/code and follow the instructions provided on the webSite. To enroll by phone, please 
contac: TransUnion's Call Center toll-free at 1-800-354-1036, Monday - Fllday 730 am - 630 piT' (Ce.ctral 
Time) PrOVide your unique 6-d191t OHer 10 XOOOO to the customer service representative 

In addll~on YOL may want to conSider the follOWing 

.:. Continue to regularly review all charges on your monthly billings and other accounts You are eligible to 
receive a free copy of your credit report, annually, upon request from each of the credit reporting 
agencies below 

• Equifax: 1-800-525-6285; WWVI eoulfax.,qlll, POBox 740241. Atlanta. GA 30374 
• Experian: 1-888-397-3742, www experiancom, POBox 9532 Allen, TX 75013 
• TransUnion: 1-800-680-7289; www'ransunioncom Fraud V,ctlln ASSistance D,VISion PO 

Box 6790 Fullerton, CA 92834-6790 
.:. To receive your free credit report. you Illay also request It through one of the fotlowlng three methods 

• Phone: toll free number - 1-877-322-8228 
• Online: wwwannuatcredltreportcom 
• U,S, Mail: Annual Credit Report ReauestService. PO Box105281,Allanta,GA 30348-

528'1 
.;. V,Sit the Federal Trade CommiSSion's (FTC) webSite (www ftcgov/lOTheft) to obtain add,t,onat gUidance 

on What Identity theft is and hovl to report suspected fraudulent transactions 

i trulY regret the inconvenience and concern thiS situation may cause you State Farm is committed to working 
With you as necessary. If you have additional questions. please contact tr,e State Farm Human Resources 
Services Center toll free at 1-866-454-4107. between the hours of 800 am and 400 pm (Central Time) 

S:ncerr~ly 

Laura Haas 
Assistant Vice President - Human Resources 
State Farm Insurance 

State Farm Insurance Companies
August 25, 2008

Name
Address
Address

Dear (Applicant Name)

'( ,

Cc,,'porale HE2dll;arte~s

One Sta:e Farm Piali'
Bloominotol~, i']ino:s 6171 (J 0001

We wani to Inform you of an Incident we recently became aware of thai Involved your personal rnfonnatlon

State I'arm confirmed a problem within our employment application on statefarm com® This may have led to
the access of your personallnformallon by mdlviduals external to State Farm The Information Included your
current address, social security number, driver's license, and any previous names you provided, but did not
Include your current name. Please be assured that thiS problem has been corrected, and your information IS
now secure At thiS pOint there IS no evidence thai your personallnformalion has been or Will be misused

At our expense, State Farm IS offering you a 12-month subscription to a credit monitoring and Identity theft
protection service called TrueCredlt" This service will proVide you with a copy of your credit repon monitor
your credit files at the three major credit reporting agencies. and notify you of ceria in sl;spicious activities that
could Indicate potenllalldentlty theft. This program is provided by TransUnlon Inc, a leading provide' 0:
luent:ty theft protection and recovery services

For more Information. please VISit our website www.statefarm.com/appllcation!...-sue. You have until November "
2008 to activate the credit monitoring by uSing the gift certificate code XXXX-XXXX-XXXX-XXXX This code IS
unique 'or your use and should not be shared. To learn more about TrueCredlt"and to enroll. go to
!}ttpl/wwVl truecredit.com/code and follow the instructions provided on the webSite. To enroll by phone, please
contact TransUnion's Call Center toll-Iree at 1-800-354-1036, Monday - Friday 730 am - 630 pm (Ce.1tral
1,me) PrOVide your unique 6-dlglt OHer 10 XOOOO to the customer service representative

In addll~on, you may want to conSider the follOWing

.:. Continue to regularly review all charges on your monthly billings and other accounts You are eligible te
receive a free copy of your credit report, annually, upon request from each of the credit reponing
agencies below

• Equifax: 1-800-525-6285; wwweoullaxgqlll, P a Box 740241 Atlanta. GA 30374
• Experian: 1-888-397-3742, www experlancom, P a Box 9532 Allen, TX 75013
• TransUnion: 1-800-680-7289; wwwtransunioncom Fraud V,ctlln ASSistance DIVISion PO

Box 6790. Fullerton, CA 92834-6790
.:. To receive your free credit report. you may atso request II through one 01 the follOWing three methods

• Phone: toll free number - 1-877-322-8228
• Online: wwwannualcredltreportcom
• U,S, Mail: Annual Credit Report ReauestService. PO Box105281,Allanta,GA 30348­

528'1
.;. VISit the Federal Trade CommiSSion's (FTC) webSite (WVlW ftcgov/lOTheft) to obtain additional gUidance

on What identity theft is and hO'l1 to report suspected fraudulent transactions

i truiY regret the inconvenience and concern thiS situation may cause you State Farm is committed to working
With you as necessary If you have additional questions, please contact tr,e State Farm Human Resources
Services Center toll free at 1-866-454-4107 between the hours of 800 am and 400 pm (Central Time)

S:ncen~ly

Laura Haas
Assistant Vice President - Human Resources
State Farm Insurance




