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| e writing o inform rou that the names. addresses, and Sociul Security Niumbers of up
33 pesidents of vour state may be aftected by an regularity we discovered m the security of our

business operaueis.

My name is Guy Gamett and 1 am a senior associate with Macro International Ine.. a U5
company providing rasearch, technical seprov, and management consalting services lor hoth
public and privaie sector clients. 1o the conduct of our research work, we have l[egiimuie nocess
o nationwide databases containing confidential personal information.

An individual or individuals used credentials (such as user names and passwords) assigned to
Macro International in g manner that was not authorized. These credentials were used to access
4 database that contains infermation on most people in the United States. The database is
compiled and maintained by onc of our business partners. and is used by many companies
nationwide,  Macro International uses this datebase to verify and update infermation aboul
individuals who are alrcady in our records.

A review of the database usage found an unusual pattern of search activity. We mmmediately
suspended the credentials that were used, and beyan a thorough Investigation. The nvestigation
has determined that the unauthorized use had occwrred between December 2007 and March 2008
because searches were performed on individuals who were not in our records,

Ninero deeply regiets this incident, and we have taken additonal technical and administrative
steps W improve our operational security and ensure that this does not recur. We have no
evidence that anv of this information was downloaded, retained, or misused, and we beheve the
Gielhood of such actions is Iow. Nevertheless, we have informed credit reporting bureay

Faquilax of the sinanon,

As A precautionary measure and 1o satisty State statutory requirements, Macro International will
inform cach individual who mav be affected by this incident in writing by mail. The notice will
include a description of the information that may have been accessed. information about fraud
alerts and other necessary disclosures, as well as contact information for Equifax, Experian.
TransUnion. and the United States Federal Trade Commission.  We are alse offering cach
aftected individual one vear of Equitax Credit Wateh with 3-m-1 Momitoring at no charge. A

copy of our form notice is enclosed.



[T vou oeed any additional information or have questions about this Incident. please do not

hesitate to contact me at (301)-272-8318.

sineerely,
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Cruy Garnet
Vice President

[nelosure - form notice
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Dear “NAMI>.

[am writing o inform yeu that you may be aliected by the disciosure of certam personal ifformation

relating 1o vou due e an irregularity thar Macre International Ine. discovered n the security of its

husiness operations.

My name s Guy Garnett and Fam a senior associate with Macro, a ULS company providing reseuarch,
technical support. and management consulting services for both public and private sector chients.

Unfortumately. we recently detected that credentials belonging to Macre were used without proper
authorization between December 2007 and March 2008 to scarch for and retrieve information from a
database maintained by one of our business partiers. Your name. address. and Sacial Scewrity
number may have been included in the information that was accessed. Macro deeply regrets this
incident. and we have 1aken additional technical and administrative steps to umprove owr operational
security and ensure that this does not recur,

We have no evidence that vour personal information was downloaded. retained. or nususced. and we
believe the likelihood of such actions is low. Nevertheless. we are informing evervone who may be
aifected by this incident as a precautionary measare and to satisfy certain state law requirements.

The United States Pederal Trade Commission (FTC) provides information about preventing,
deteeting. and responding to identity theft ¢n treir wehsile at
hipyavea e eovibep/edu/micresites/idthefi/consumers/compromised.himl. Please review  this
! = F

Drormation and decide what acdons. if anveo vou wish o take i response o this incident,

To further assist vou, Macro has cngaged Equitin (o feading credit burcauy 1o provide sou with |
vear of credit monitoring AT NO COST TO YO This service. Equitax Credit Watch with 3-in-t
Manitoring, includes:

e A 3-in-| credit report showing your credit history as reported by the three major credit reporting

Aot
o Daily manitoring of vour Equitax, Experian, and TransUnion credit fifes
o Alerts i key changes are detected in vour eredit file
s Accessto vour Eqguifax credit report
e Knowledgeibie customer care available 24 hours a day. 7 davs a week
o $20.000 in ilentity theft insurance coverage”
We encourage vou te activate your credit monitoring service as soon as possible. Again, this credit
monitoring scrvice ts being offered by Macro to vou at no cost to you, You may register onlime or by
elephone using the contact imformation and code below. Please keep in mind that once activated. the
cotle cannot be reused. The code is valid tor 90 duvs and will expire on October 31, 2008,

" ledentiny thelt insurance coverapd is provided by iravelers Casualiy and Surety Company of America. Coveraze
depends on actual policy provisiors and is subject to limitations and exclusions. ldentity theft insurance is not
available in New York.



Vour activation code 1s <CODE>.
PO reeister online, visithtps//wwwomyservices equifax.coin /tri
Hvou prefor o register by phone, call 1-866-937-3432.

You are also entitled to a free copy of yvour credit report from each ol the three leading credit
buresus. You can obtain these free reports. awtomatically place a fraud alert on your credit file. and
access other services, by calling each of the three credit burcaus. You will receive a letter from each
credit bureau confirming the fraud alert and telling you how to arder a free copy of vour credit report.
These ¢redit bureans can be contacted at:
. Fauitax: [-877-478-7625

PO Box 740247, Adanta, GA 30374-0241

hup:/wwaw exquifax.com
. [ xperian: [-888-397-3742

P.O.Box 9337, Allen, TX 75013

hitp:/Avaav experian.com
. FransUiion:  1-800-680-7289

PO, Box 6790, Fullerton, CA 92834-67%)

BItps W ransunion.com

You may also be entitled to additional free or low-cost services under your state’s laws. such as the
ability to lack vour credit file, to place a security freeze on your credit, or o obtain a pulice report.

Although we believe that the risk of any misuse of vour personal data as @ vesult ol this incident s
loav, vou shonld remain vigilant by reviewing your account stalenients and monitoring vour free
credit reports. H vou believe that your identity has been stolen or your personal data has been
fravdulenty used, vou should contsct yowr local law enforcement. the Virginia attorney general at
(S04 786-2071 (or visit hitp/Avwaw.oag state.va.us), or the FIC at [1-877-1D-THERT (438-4338) (or
visit hitpriwwa fie govshep/edu/microsites/idihelty T1Y: 1-866-653-4261. You can also wrile 10
the Identity Thett Clearinghouse, Federal Trade Commission. 600 Pennsylvania Avenue. NW.

Washington. DC 20580, From these sources, you can also obtain information about the steps vou
can take to avoid idenuty thelt.
On behalt of Macro, | apologize for this situation and any inconvenience 1o you. 117 you have

additional questions or concerns, please contact <FAQNUMBER> ar write me at Macroe
International lne.. 73135 Wiscansin Avenue, Suite 400W ., Bethesda MD 20814,

Shwerely.
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Guy Garnett
Vice President



How to Enroll in Equifax Credit Watch™ Gold with 3-in-1 Monitoring
Equiray Credit Watel will provide yvou with an “early warning system’™ o changes o your credit
file and help vou o understand the content of your credit file at the three major credit-reporting
acencies. The Key features and benetits are histed below.

Fquifax Credit Wateh provides you with the following benefiis:

Comprehensive credit 11le monitoring of veur Equilax. Experian, and TransUnion credit
reports with daily notification of key changes to vour credit files from any of the three
agencies,

Wireless alerts and customizable alerts available

One 3-in-1 Credit Report and access to vowr Equitax Credit Report™

$20.000 in identity theft insurance with $0 deductible, at no additional cost 1o vou'

24 by 7 hive agent Customer Service w assist vou n understanding the content of vouwr
Eguifax credit information, to provide personalize identity theft victim assistance and in
mitiating an investigation of Inaccurate information.

Internet Enroliment
Equifax has a simple Internet-based verification and enrollment process.
Visit wwwomyservices.equifix.cony/tr
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Consumer Information: complete the form with vour contact information (nanie.
address and e-mail address) and click “Contimue™ button. The information 1s provided in
a securad environment.

Identity Verification: complete the form with youwr Social Security Number. date of
birth. telephone #s, create a User Name and Password, agree to the Terms of Use and
click “Continue™ button.  The system will ask vou up to two security questions to verify
vour identity.

Pavment Information: During the "check out” process, provide the following activation
code: <CODE= in the “Lnter Promotion Code™ box. Do not use spaces, but include the
dash.  After emtering vour code press the “Apply Code™ button and then the “Subnut
Order”™ button at the bottom of the page. Yu will not need to provide a ¢redit card
number for pavment.

Order Confirmation: Click "View My Product™ to access vour 3-in-1 Credit Report and

other product features.

U ldentity Fraud Expense Reimbursement Master Policy undersritien by Travelers Casualiy and Swrety Conpany of
America and s properiv casualty atfiliates. Hartford. CT 06183 Coverage for all claims or Josses depends on
actual policy revisions. Availebility of coverage can depend on owr underwriting qualifications and stale

reculations, Coverage not mvailable for residents of New Yark,

Thig product is not intended for mirors (under |8 vears of age). Equifax's credit monitoring products are prolected
By US Patent 7,028,032,



Telephone Enrollment

To sign up for US Mait delivery of the product, dial 1-866-937-8432 tor access to the Fquifax

Credit Watch automated enroliment process. Note that all credit reports and alerts will be sent to

vou via US Mail only.

I Promation Code: You will be asked o enter your promotion code as shown above, Do
not use spaces and do not use the dash when entering the code over the phone,
2o Customer Information: You will be asked to enter vour home telephone number. home
address. name. date of birth and Social Security Number.

Permissible Purpose: You will be asked to provide Equifax with your permission to

access your eredit file and to monitor vour file, Without veur agreement. Equilay cannol

process vour enroliment.

4. Order Confirmation: Equitax will provide ¢ conlirmation number with an explanaiion
that vou will receive your Fulfillment Kit via the US Mail (when Eqguifax is able to verily
vour identityy or a Customer Care letter with further mstructions (f vour identity can not
he verified using the information provided).
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