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He: Security Breadl Notiilcatioll 

I (l \\hol1l It 'V!d)' C llnccrn. 

PursU3111 to VA Code 18.2-186,6, \\c arc writing to notifv vou of a reccnt data sccuritv 
'--- .. . . 

brcach event imohing certain information held by om client Harold's Stores, Inc, ("I farold's") 

:Ind by Gordon Brothers. 

On 1\(l\cmher 21, 2008, 1larllld's learned aiJuut dn unduthorizcd disclosure of Ilarold's 
Siores clllploycc social security numbers. An electronic employee roster that included each 
cmplovee's social security number \\as i()r\\arded to a representative of Gordon Brothers, 
Harold's consultant that is conducting going-out-oj~business sales j(;,- lIarold's. for its usc in 
connection "ith the liquidation sales. An employee of Gordon I3rothers inadvertently J()]'\varded 
the file \yith tllC socia] security numbers to sever.::! or I farold's .;..;lore3 and posted it on n (Jordon 
}lrolilers' inkrn,r[ database site. Although the persons 10 whom this inJ(lrmation "as disclosecl 
~encrally have authorized access to some of this infurlllation, liley have not in the pasl had 
access 1ll the sClci,r[ security llLul1hers of all emplo\'ees, 

Upon learning of this clisclosure, Harold's immediately directed the stores and Gordon 
Ilrothcrs to clelete this jilc Ji'Oll1 their systems and provided instruction 1cl prevent any fUrl her 
discl(,.sure \)f this :nformeltion. lelcphonc calls \verc pLrced to celch reciplenl of the file, eeleh 01' 
\\"hLl'i1 \\'('lS instructed 10 delete the file. 

We are sending this notice to you because tbere were twenty-four (24) Virginia residenls 
whose social security numbers were included in the disclosed employee roster. 

A eopv of the fimn of notice that is being sent to Virginia resicient' is attached for \'our 
rc~LTC!lCe. 
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Decl'lnb~r 4, 2008

Via Federal E.\IJI"tSS

Virginia Office or the Attorney General
(jOO East Main Stred
Fichmond, VA n219

Hc: Security Brc;Jch Notificatioll

I(\ Whom It [vby CIJl1ccrn.

Pursuant to VA Code 18.2-186.6, we are \\Titing to notify you of a recent data security
brcach c\'Cnt involving eertai n information held by om c] ient Harold' s Stores. Inc. ("Harold' s'")
:lI1d by Gordon Brothers.

On i\ovemher 21, 2001\. llarolcl's learned ahl1ut an unauthorized disclosure of Ilarold's
Stores employcc socia] security numbers. An eJectr'Ol1ic employee roster that included each
employee's social security number \\as fon\arded to a representative of Gordon Brothers,
j-Lnolcl's consultant tlwt is conducting going-out-of-business sales for llarold's. for its lise in
(onJ1ccti 011 wi tll the Iiq ui dation sales. An employee 0 f Gordon I3 !"Others inadvertently J()]"\vClrcl ed
the file with tJ]C socia] security numbers to seve]',:] oj' I farold's .~tOl'CS and posted it on a (Jordon
HmllJe rs' inkrned dala base si tt:. A Itho ugh the persons to whom th is i 11 formation was disclosed
gencrally have authorized access to some of this inf()]"l1lation, tlley have not in the past had
clCCCSS tll the soci,d security numbers of all emplnyees.

Upon learning of thi s cllsclo sure, Ham! d's imilled iatel.y directed the stores and (Jordon
Hrothers to cklde 1his jilc from their systems and provided instruction to prcvcl1l uny further
discll',sur..: \)f this ;nrorI1lClliol1. Telephone calls were pbced to c{tell rc:clrncnt of the nle, e~dl of
\\hidl \\<1S instructed to delete the JJlc.

\Ve ale sending this notice to you because tbere ,vere twenty-four (24) Virginia residents
whose soc ia! sec uri ty 11 um bel'S were inc Iuclecl in the disclosed employee roster.

A copy of 1he Corm of notice that is being sent to Virginia residents is attached f(H your
re!c'lcllce
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Virginia Office of the Attorney General 
December 4, 200g 
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Please do not hesitate to con\8ct llarolcl's representillive l'vls. I\'on Pearce at g()()-949-
3)33, Extension 146 or 214-366-0600 should you require any additional inf(1[Jl1ation or if you 
should have any further questions regarding this notiflcation. 

cc: Ms. lyon Pearce 
\\/ ellcl()Sllr~ 

Virginia OJlicc of the Attorney General
Decemlx:,r"l- 200R
Page 2

Please do 110t hesitate to cont::lct lIaroJd's represcnt(l1j"e I'v1s. lyon Pearce <1t ~OO-949­

3533, Extension 146 or 214-366-0600 should you require any additional information or if you
should have any further questions r-::garding this notification.

cc: \15. lyon Pearce
wi enclosure



Form 1 

ICOll1plIlI), Letterhelldj 

IDlltej 

ICI/stomer NII111elCOlllplillyiA ddress J 

Dear [Ilame]: 

()n )\0\ ember 21. 200S. we learned abom an unauthorized disclosure of employee social ,ecuril), 
numbers. i\n electronic crnplo)'ee roster that included each employee's social security number 
\las forwarded to a representative of Gordon Brothers, Harold's consultant that is conductinu the 
going-out-oJ~business sales, for its use in connection with the liquidation sales. An employee of 
Gordon Brothers inacivertently forwarded the tile with Ihe social security numbers to several of 
Harold's stores and posteci it on a Gordon Bruthers' internal database site. Although the persons 
to \\'110111 t1~is information \"'as disclostcl generally have authorized access to some uf this 
informmi(l]l. lhey ha\'e lln! ill the past had access In the social security numbers of all cmp!oycl'S. 
I am coni<lcting you became your social security number is one of those disclosed in this 
IllanJ1CT. 

\:POll learning of this disclosure, the company immediately directed the stores and Gordon 
Brothers tn delete this tile ii'om their systems and provided instruction to prevent ,my f1lI1hcr 
cii.selosurc ,)1' Ihis inforillation. Telephnne calls were placed \() each rccip:ent of the 'ik. each of 
\\ hich \las in.slrucled 10 delele the tile . 

. \lthnugh \\c do not hme aliY evidence that your information lIas been misused, anci we believe 
that the likelihood of such misuse is low, particularly since all of the recipients of the tile are 
subject to confidentiality agrecmcnb) and are among a group that rOlltinely has access to a 
vmiet)' of cOlllpany confidential information, for your prntection and in an abundance of 
caution. \\\? are informing y()U about this incident so that you may properly cv.iluatc what actioll,'; 
YOll \\ ish tn take in this !l1811tT. 

To help you deice I the possible misuse of your personal information, Gordon Brothers is paying 
to provick you \lith a one year m~mbcrship in E"perian's Triple Alert'" credit monitoring 
product at no cost 10 you. Triple AlertS'1 will monitor your creelit reports at the three national 
credit reporting cOlllpanies: Experian"'. Equifax" and TransCniun"J, and notify YOII of key 
chclilges. Triple Alert"l is a to(]1 that will help you identify potentiall\' ii'auJulent usc oj' your 
int(lI'Illation. Your Triple Alert"l membership will be paid je)r the flrsl year. If you \vi.sh to 
conlinue your mcmbership ;n Ihis service beyond the end of the first lcar. YOII will need III 
contact Expcrian to make arrangements: including paying any costs. for any t.:xtcllded period. 

YOII have ninetv (90) days ii'om the dilte of this :etter to activate this membership. \\hich will 
thl'n continue fi)r 12 full lll(]nths. We encollr'.gc you to "elivate vom credit monitoring 
1l1l'lllll~r.ship as sonn as possible. 

Form 1

ICom/1all)' Lel/erheadj

IDatej

ICI/stomer Nl/l1zelCOlllpall)'/A ddressJ

Dear Illume]:

()n )\ovember 21. 200S. we learned abom an unauthorized disclosure of employee social securilY
numbers. /\n electronic ernplo)ee roster that included each employee's social security number
\las forwarded to a representative of Gordon Brothers, Harold's consultant that is conductinu the
going-out-orbusiness sales, for its use in connection with the liquidation salcs. An employee of
Gordon Brothers inadvertently forwarded the tile with the social security numbers to several of
Harold's stores and posted it on a Gordon Brothers' internal database site, Although the persons
to \\'110111 this in{C)rmillion \\'(lS disclosed generally have authorized access to some ut' this
informatiun. lhey have nnt ill the past had access to the social security numbers of all cmp!oycl'S.
I am contacling you became your social security number is one of those disclosed in this
Illanner.

Upon learning of this disclosure, the company immediately directed the stores and Gordon
Brothers tn dclete this tile hom lheir systems and provided instruction to prewnt any f1lI1her
di.'c!osurc Ilf this information Teleph()nc calls were plaecd 10 each recip:ellt of the iik. each of
,\hich was ilhlr!lcled 10 delete thc file.

"\lthllugh we do not have any evidence that yoor information has been misused, and we believe
that the likelihood of such misuse is low, particularly sincc all of the recipients of the tile are
subject to confidentiality agreel11cnts~ and are among a group that rOlltinely has access to a
variety of company confidential information, for your prntection and in an abundance of
caution, \\"l: are informing )T\ll abollt this incident so that you may properly cv,llualc what actio!l,';
you \\ish to take in this n1811tT.

To help you delccl the possible misuse of your personal information, Gordon Brothers is paying
to proviclc you with a one year m<:mbcrship in Experian's Triple Alert'" credit monitoring
product at no cost to you, Triple AlertS'1 will morlitor your creelit reports at the three national
credit reporting companies: Experian"'. Equifax "" and TransCniun")' anel notify you of key
changes. Triple Alert'SI is a tool that will help you idcntify potentially [i'audulent usc of your
inllJrll1ation. Your Triple Alert Sl1 mcmbership will be paid ji)r the lirst year. If you wi.'h 10

continue YOllr membership ;n this service beyund the end o( the first year. you will need III

contact [xpcrian to make arrangements: including paying any costs, for any t.:xtended period.

You have ninetv (90) days ii'or]] the dilte of this letter to activate this membership, which will
then continue fi)r 12 full months. We encollr~.ge you to <letivate vom credit monitoring
membership as sonn as possible.



The web site to enroll in Triple /llert and your individual activation code are both listed belo\\'. 
To sign up. please visit the web site and enter your individual activation code. Plcase keep ill 
mind that once acti,atcd, the code cannot be re-used for another enrollment. The wcb site \l'ill 
guide you through the' process nf enrolling II~ Triple Alert. If you need technical assistance. 
please call (866) 252-0121. 

Triple Alert Web Site: http//partner.consumerinfo.com/tnple 

Your Activation Code: linset"t Activation Code] 

If vou "ish to enroll over the phone J(lr deliver\' of vour membership via L;S mail. plcase call 
(~66)252-()121. 

We have also included. for your reference as Attachment 1. additional int()J'Jl1ation relating to 
steps that the U.S. Fedenli Trade Commission suggests tbat individuals can take to cl1mbat 
iclentity theft and instructiollS on \\here yl1l1 can locate additional information. 

Plcase accept our sincerest apologies fur any inconvenience and concern that this situation may 
cause. Should tbere be any questions regarding tbis notice and this incident. plcase call 1-366-
~6]-O()43 or \\rite Ille at lvon Pearce. 5919 Maple Avenue. Dallas. Texas 75235: 800- 949-3533. 
h tension 146 or ~ I cf- 3 ClC)-()(iOO 

Sincerely. 

Ivon Pearce 

The web site to enroll in Triple /llert and your individual activation code are both listed belo\\'.
To sign ujJ. please visit the web site and enter your individual activation code. Please keep in
mind that once activated, the code cannot be re-used for another enrollment. The web site will
guide you through the process of enrolling II~ Triple Alert. If you need technical assistance.
please call (866) 252-0121.

Triple Alert Web Site: http//partner.consumerinfo.com/lnple

Your Activation Code: linset"t Activation Code]

If vou wish 10 enroll over the phone J()r deliver\' of y'our membership via L;S mail. please call
(866)252-0121.

We havc also included. for your refercnce as Attachment J. additional int()J'Jl1ation relating to
steps that the U.S. Federal Trade Commission suggests that individuals can lake to cl1mhat
identity theft and instructions on where Yl1U can locate additional information.

Please accept our sincerest apologies for any inconvenience and concern that this situation may
cause. Should there be any questions regarding this notice and this incident. please call 1-866­
262-0048 or wTite me at 1von Pearce, 5919 Maple Avenue. Dallas. Texas 75235: 800- 949-3533.

h tension 146 or 214·3M)-(J600

Sincerely.

Ivon Pearce



Attachment I 

Additionallnfol"matioll 

In addition to monitoring your credit through the Experian service and remaining vigilant 
by reviewing accolInt statements, you may request a fraud alert, which initially stays :lctive Jell" 
C)(l days anci which tells creditors to take reasoiWhJe steps lCl verify your ielcntitv herorc opening 
lIL'IV accounts. Tn dn this, you will neeel to contact Expcrian at (888) 3'i7 3742, ami the\' \\111 
nOlit)' the other two credit reporting agencies. \\'hu will also place a fraud alert on your credit 
lik. You \Iill then receive letters li'oll] all of them, \lith instructions on Ill''' to get a Ji'ee cop)' or 
),,'ur credit report from each. If you nced to contact any of these agencies, you lllay do so at the 
j()llowing numbers: 

EgllilJx: 

1-888-397-3742: w\\,w,cxperiaIHom: PO. Box 9532, Allen, 'IX 75013 

1-800-525-6285: vnvw.cquit'rx.coI11: P.U. Box 7402-1 I, Atlanta, CiA 
30374-0241 

II1111sl)nion: 1-800-680-7289: \\·v\v\.transunion,com: Fraud Victim Assistance Division. 
P.O. !lox 6790, Fullerton, C'A 92834-(J'790. 

Yelll Illav also take additional steps to protect yourse!I' against jlotcntinl misuse of claw 
thm has been the subject of a data security incident. The Federal Trade Commission (FTC) 
discusses sl:veraJ steps, including obtaining and reviewing your credit rcp0I1, filing a fraud alert 
(as discllssed abov'e) and requesting a "credit tleeze." The most CU!Tent and detailed information 
on protecting v oUhclf against potential m:suse of data is available online (sec 
\\\\'V\.ftc.gov,/idthe/l il)r general inliJrl11mion), but if YOll nre not able ro access the online 
lllatc:riaL you :mrl' contact the FIe: hy mail at Fedeml Trade Commission, CRC-}'iO, 
Washington, D,C, 21J580, or by toll-hee number, 1-877-FTC-J-IELP (382-4:;57) or 1-1:77-11)­
TlflT) (438-4.'3~), 

Attachment 1

Additional Information

In addition to monitoring your credit through the Experian service and remaining vigilant
by reviewing account statements, you may request a fraud alert, which initially stays active for
q() days aile! which tells creditors to tnkc reasonahJe steps to verify your identity hefore opening
llL'W accounts, To do tll is, yo u will need to contact E\perian at (888) 31)7 374:2, and they w11 I
notij~' the other two credit reporting agencies, wIll) will also place Q fraud alen on your credit
liit'. You will then receive letters 1'1'0111 all oflhelll. \\ith instructions on how to get a hec copy or
)'nur credit report from each. If you need to contact any of these agencies, you may do so at the
following numbers:

E\]Jerilln: ] -888-397-3742; www.c\perian.com: P.O. 13m; 9532, Allen. TX 75013

EglliJJx: ] -800-525-628.5: W\vw.cquibl\.eom: P.O. Box 740241, Atlanta. CiA
30374-024J

Iz.ill1SUnion: 1-800-680-7289: www.transunion.com; Fraud Viclim Assistance Division.
p ,0. Box 6790, Fullerton, CA 92834-(f,790.

\\w mil) also take additional steps to protect yourself against potential misuse of daw
til,,', has bten the subject llf a data security incident. The Federal Trade Commission (FTC)
discusses several steps, inc Iuding obtaining and rcviewi ng your credit rep0l1, fil ing a fraud alert
(as discLlssed abo\'e) and lHjllesting a "credit freez~." The most CUlTcnt and detailed information
on protecting yourself aguinst potential m:suse of data is available online (sec
\\ww.ftc.gO\"/idtlwtt for gLllLraJ il1rorJ11ntion). but jf yOLl are not able to access the online
Il1Merial. you may contacl the rIC by mail at Fedcmj Trade Commission. CRC-240.
Washington, D.C. 2rJ580. or by toll-ti"ee number. 1-877-FTC-HELP (382-4357) or 1-877-11)­
Tf [u:r (438-4-;:Hil.




