
July 15. 2008 

Office of tile ,.\ttorne\· General 
'lOCi LIst \1ain Street 
Richmond, VA 2321 () 

Re: 

Ladies and Gentlemen: 

l'ursuant to Va. ('()Lie 18.2-1 8C).6. we arc writing to notit,: you of a potentiaillnauthorizcd use of 
persoJlal injelr!natioll il1,"o]ving ~9 Virginia residents. 

On July I. 2U(JS, liuron disco\ercd that an employee lllay l18vc stolen paychecks and 
lj·audulelltly endorsed and cashed/deposited them. lluron has terminated the employee. Huron 
has not been able 10 locate the employee, but the employee had an associate return the company 
laptop CllIllJluter to Huron on Tuesday, July 8, 2008. Forensic review of the laptoJl computer 
re\Caled that the employee, who had authorized 'lecess in the course of employment to personal 
financial information Dr Huron current and [(lrmCr cmpluvees, had downloaded a full set of 
l.'ll1pioyt.'t \V-2 C(nms in a text lik on to h~r laptop. \Vc have no inforl11(ltion of any usc 
(malicious or otherwise) of this information by thc elllployce. While this is not necessarily a case 
of improper access, we intend to inform our employees that personal information may not have 
been fully secmed so that they can take steps to protect their personal information and credit. 

While this is not necessarily a case ofimpropcr access to personal information or of data security 
breach sllch 11S cldlned under state la\\', we intend to infol111 om present and former employees so 
that they can protect their pers0/1l11 information and credit. We have reported this matter to local 
Jim eni(lrCcment (Chicago Police Department) and lhe FBI. 

We are noti1)'i11g employees of this incident as expeditiously as possible by email and by letter 
selH TO thenl at their last knO\\'il addresses. A. s3lTipJe ur the c...-;rrll11i..l.iiicat~on lO cmplcyees is 

atli:cheJ hereto as Exhihit A 

We thank you for your time and consideration of this matter. If you have any questions. please 
ccmtact me at 312-880-3189. 

Sincerely. 

Steven Ginsburg 

I 
- " ~-'-~( -- "/ 

Steven Ginsburg 
Assistant General Cou,'lse! and Direc:cr 

(312) 280·3',89 direct 
(3',2) 380-32S0 oirt:c! fax 

sgin sbu rg@hLlranee:llsultm';El,'OUP com 

July 15. 200~

Offlcc ofthc t\ttorney General
900 Fast Main Street
Richmond, V/\ 232] ')

Re:

Ladies and Gentlemen:

Pursuant to Va. Code] 8.2-] 86.6, we me writing to notif~ you uf a potcnti,d unauthorii'.cd usc of
persona! in!'orl11ation involving ~9 Virginia residents.

On July 1,200;,), Huron discovcred that 011 employee may l18vC stulen paychecks ,~nd

fi'Cludulel1tly endorsed and cashed/deposited them. !luron has terminated the employee. Huron
has not been able to locate the employee, but the employee had an associate return the company
laptop cnmputer to Huron on Tuesday, July 8, 2008. Forensic review of the laptop computer
revealed that the employcc, who had authorized Clccess in the course of employment to personal
tinanci:d inform:l1iol1 or Huron current and former emplnyees, had downloaded a fllll set or
employee \\1-2 1'011115 in a text file on to her laptop. 'I'Ve have 110 inforJ11dtion of any usc
(malicious or othelwisc) of this information by the employee. \Vhik this is not necessarily a case
of improper access, we intend to inform our employees that personal information may not have
been fully secured so that they can take steps to protect their personal information and credi t.

While this is not necessarily a case of improper access to personal information OJ' ofdara security
brt:ach such as ddlncd under state law, we intend to infolll1 Ollr present and former employees so
that they can protect their personal information and credit. We h8\'e reponed this m8tter to loezl!
1cm enforcement (Chicago Police Department) and the F81.

We are nOlif)'ing employees of this incident as expeditiously as possible by email and by letter
seth TO them at their last kno\vn addressts. A sample or Ihe UilYlJllLmication ,0 employees is
attached hereto as Exhihit A.

Vy'e thank you for your time and consideration of this matter. If you have any questions. please
contact me at 312-880-:J 11:\').

Sincerely,

L. I <,
(.--". ·-'"t..'.-?"t_~.~.~·j ,.~~" -:-:::/·{ __r/~:'

Steven Ginsburg

Sleven Ginsburg
A~sjslant General Counsel and Direc:cr

(312) 860·3',89 direct
(3",2) 320-3250 liirecl fax

sglnsburg@huroncsllsultln'JJ:OUP calli

July 15. 200~

Offlcc ofthc ,.\ttorney General
900 Fast Main Street
Richmond, V/\ 232] ')

Re:

Ladies and Gentlemen:

Pursuant to Va. Code] 8.2-] 86.6, we me writing to notif~ you uf a po1cnti,d unauthorii'.cd usc of
persona! in!'orl11ation involving ~9 Virginia residents.

On July 1,200;'), Huron discovcred that 011 employee may l18vC stulen paychecks ,~nd

fi'Cludulel1tly endorsed and cashed/deposited them. !luron has terminated the employee. Huron
has not been able to locate the employee, but the employee had an associate return the company
laptop cnmputer to Huron on Tuesday, July 8, 2008. Forensic review of the laptop computer
revealed that the employcc, who had authorized Clccess in the course of employment to personal
tinanci:d inform:l1iol1 or Huron current and former emplnyees, had downloaded a fllll set or
employee \\1-2 1'011115 in a text file on to her laptop. 'I'Ve have 110 inforJ11dtion of any usc
(malicious or othelwisc) of this information by the employee. \Vhik this is not necessarily a case
of improper access, we intend to inform our employees that personal information may not have
been fully secured so that they can take steps to protect their persona] information and credi t.

While this is not necessarily a case of improper access to personal information OJ' ofdala security
brt:ach such as ddlncd under state law, we intend to infolll1 Ollr present and former employees so
that they can protect their personal information and credit. We h8\'e reponed this m8tter to loezl!
1cm enforcement (Chicago Police Department) and the F81.

We are nOlif)'ing employees of this incident as expeditiously as possible by email and by letter
seth TO them at their last kno\vn addressts. A sample or Ihe UilYlJllLmication ,0 employees is
attached hereto as Exhihit A.

Vy'e thank you for your time and consideration of this matter. If you have any questions. please
contact me at 312-880-:J 11:\').

Sincerely,

L. I <,
(.--". ·-'"t..'.-?"t_~.~.~·j ,.~~" -:-:::/·{ __r/~:'

Steven Ginsburg

Sleven Ginsburg
A~sjslant General Counsel and Direc:cr

(312) 860·3',89 direct
(3",2) 320-3250 liirecl fax

sglnsburg@huroncsllsultln'JJ:OUP calli



Huron 
Exhibit A 

July 16, 2008 

Dear . '. 
-- '. 

I am writing to Inform you of a recent incident that may affect you. We have discovered that personal 
Illfol'nlation about you, including your Social Security number and bank account Information used for 
p3)'roll prOCeSSlnC, may have befen exposed through a recent data pri'.lacy violation. An internal 
investigation has initially indicated that a former employee may have stolen from the company. In the 
course of employment, this Individual had access to your personal information, and may have 
downloaded or improperly removed it prior to termination. We care for and take great pride in our 
employees, and we are taking this issue very seriously. 

We do not have any evidence that your information has been misused. and we believe the likelihood of 
SUcil misuse is low. However, out of an abundance of caution, we are informing all current and forme I 
Huron employees who may be affected by this incident so that they may properly evaluate what actions 
- If any - they wish to take in this matter. 

We have also engaged Consumerlnfo.com, Inc., an Experian® company, to provide you with one full 
year of credit monitoring, at no cost to you. This credit mO.1itoring product known as Triple Advantage SM 

Premium will Identify and notify you of key changes that are detected on any of your credit reports from 
the three credit reporting companies Experian, Equifax':3> and TransUnion®. This credit monitoring 
product is a powerful tool that you can use to help you identify possible fraudulent use of your 
Infcrmation Generally, individuals are not responsible for unauthorized activity on their accounts: 
however, it IS up to you to identify any unauthorized activity and report it to the appropriate financial 
institution. This service will greatly facilitate monitoring your accounts and credit rating. 

Your complimentary 12-month Triple AdvantageSM Premium membership includes 

III One, free 3-Bureau Credit Report and Score upon enrollment 
iii Daily monitoring of your three credit reports Il'Om Experian, Equifax" and TtansUnion" 
/I Email alerts if key changes are detected on any of your three credit reports 
\I Monthly 'No Hit' alerts, if applicable 
• Toll-free access to a dedicated team of Fraud Resolution Representatives if you should 

detect any fraudulent activity on your credit report or become a victim of identity fraud 
\I S25,000 in identity theft insurance provided by Virginia Surety Company, Inc. with no 

deductible' 

'Due to New York state law restrictions, identity theft insurance coverage cannot be offered to 
residents of New York, 

550 \/Vest Van Duren S:reet 
C.r:.icago JI,'irlOlS G0507 

P 312-5-53-8700 312-5-33-8701 

'.'Jww,huroncorlsultinggroLJp com 

U~ n
July 16, 2008

Dear

Exhibit A

I am writing to inform you of a recent incident that may affect you. We have discovered that personal
Information about you, including your Social Security number and bank account Information used for
pClyro!1 processing, may have bet?n exposed through a recent data prl\/acy violation An internal
investigation has initially indicated that a former employee may have stolen from the company. In the
course of employment, this Individual had access to your personal information, and may have
downloaded or improperly removed it prior to termination, We care for and take great pride in our
employees, and we are taking this issue very seriously

We do not have any evidence that your information has been misused. and we believe the likelihood of
suctl misuse is low, However, out of an abundance of caution, we are informing all current and former
Huron employees who may be affected by this incident so that they may properly evaluate what actions
- if any - they wish to take in this matter.

We have also engaged Consumerlnfo.com, Inc., an Experian® company, to provide you with one full
year of credit monitoring, at no cost to you. This credit mO.1itoring product known as Triple Advantage SM

Premium will Identify and notify you of key changes that are detected on any of your credit reports from
the three credit reporting companies Experian, Equifax® and TransUnion®. This credit monitoring
product is a powerful tool that you can use to help you identify possible fraudulent use of your
Information. Generally, individuals are not responsible for unauthorized activity on their accounts;
however, it IS up to you to identify any unauthorized activity and report it to the appropriate financial
institution. This service will greatly facilitate monitoring your accounts and credit rating.

Your complimentary 12·month Triple AdvantageSM Premium membership includes:

III One, free 3-Bureau Credit Report and Score upon enrollment
iii Daily monitoring of your three credit reports from Experian, Equifax~ and TlansUnion'<;
III Email alerts jf key changes are detected on any of your three credit reports
II Monthly 'No Hit' alerts, if applicable
• Toll-free access to a dedicated team of Fraud Resolution Representatives if you should

detect any fraudulent activity on your credit report or become a victim of identity fraud
&I 525,000 in identity theft insurance provided by Virginia Surety Company, Inc with no

deductible*

*Due to New York state law restrictions, identity theft insurance coverage cannot be offered to
residents of New York.

5:·() 'Nest Vall Duren Street
Chicago WinOI$ 60507
P 312-553·8700 t 312-533-8701

www.hurOnCOrl5ultinggrOlJpcom

U~ n
July 16, 2008

Dear

Exhibit A

I am writing to inform you of a recent incident that may affect you. We have discovered that personal
Information about you, including your Social Security number and bank account Information used for
pClyro!1 processing, may have bet?n exposed through a recent data prl\/acy violation An internal
investigation has initially indicated that a former employee may have stolen from the company. In the
course of employment, this Individual had access to your personal information, and may have
downloaded or improperly removed it prior to termination, We care for and take great pride in our
employees, and we are taking this issue very seriously

We do not have any evidence that your information has been misused. and we believe the likelihood of
suctl misuse is low, However, out of an abundance of caution, we are informing all current and former
Huron employees who may be affected by this incident so that they may properly evaluate what actions
- if any - they wish to take in this matter.

We have also engaged Consumerlnfo.com, Inc., an Experian® company, to provide you with one full
year of credit monitoring, at no cost to you. This credit mO.1itoring product known as Triple Advantage SM

Premium will Identify and notify you of key changes that are detected on any of your credit reports from
the three credit reporting companies Experian, Equifax® and TransUnion®. This credit monitoring
product is a powerful tool that you can use to help you identify possible fraudulent use of your
Information. Generally, individuals are not responsible for unauthorized activity on their accounts;
however, it IS up to you to identify any unauthorized activity and report it to the appropriate financial
institution. This service will greatly facilitate monitoring your accounts and credit rating.

Your complimentary 12·month Triple AdvantageSM Premium membership includes:

III One, free 3-Bureau Credit Report and Score upon enrollment
iii Daily monitoring of your three credit reports from Experian, Equifax~ and TlansUnion'<;
III Email alerts jf key changes are detected on any of your three credit reports
II Monthly 'No Hit' alerts, if applicable
• Toll-free access to a dedicated team of Fraud Resolution Representatives if you should

detect any fraudulent activity on your credit report or become a victim of identity fraud
&I 525,000 in identity theft insurance provided by Virginia Surety Company, Inc with no

deductible*

*Due to New York state law restrictions, identity theft insurance coverage cannot be offered to
residents of New York.

5:·() 'Nest Vall Duren Street
Chicago WinOI$ 60507
P 312-553·8700 t 312-533-8701

www.hurOnCOrl5ultinggrOlJpcom



uron 

You have ninety (90) days to activate this membership, which will then continue for 12 full months, We 
encourage you to activate your credit monitoring membership as soon as possible, 

A To sign up online, please visit http://partner,consumerinfo.com/huron and enter your individual 
activation code provided below. Please keep in mind that once activated the code cannot be re­
used. You will be instructed on how to enroll in your complimentary credit monitoring product If 
you sign up online, all credit reports and alerts will be delivered via email. 

B. To sign up by telephone, dial 866-252-0121. If you sign up by telephone, all credit reports and 
alerts will be delivered via U.S mail. 

Your Single Use Credit Monitoring Activation Code: i:'>:'. 

Please accept our sincerest apologies. Since this incident, we have taken steps strengthen our internal 
controls and audit our records. We are committed to fully protecting all of the information that is 
entrusted to us If you should have any additional questions about this incident, please contact the data 
privacy email box at INSERT EMAIL BOX once set up. 

Sincerely, 

Mary Sawall 
IJice President of Human Resources 

550 West Van Buren Street 
Ct1lcago Il!mois 60507 
'; 312-583-8700 ~- 312-583·8701 

1/,f\,..,Vi rurollconsu,t,nggroup cc:n 

n

You have ninety (90) days to activate this membership, which will then continue for 12 full months. We
encourage you to activate your credit monitoring membership as soon as possible.

A To sign up online. please visit http://partner.consumerinfo.com/huron and enter your individual
activation code provided below. Please keep in mind that once activated the code cannot be re­
lIsed. You will be Instructed on how to enroll in your complimentary credit monitoring product If
you sign up online, all credit reports and alerts will be delivered via email.

B. To sign up by telephone, dial 866-252-0121. If you sign up by telephone, all credit reports and
alerts will be delivered via U.S mail.

Your Single Use Credit Monitoring Activation Code: [i:>:c , /'\i.u' " C~, "

Please accept our sincerest apologies. Since this incident, we have taken steps strengthen our internal
controls and audit our records. We are committed to fUlly protecting all of the information that is
entrusted to us. If you should have any additional questions about this incident, please contact the data
privacy email box at INSERT EMAIL BOX once set up.

Sincerely,

Mary Sawall
Vice President of Human Resources

550 West Van Bure" Street
CI,icago tUlnais 60507
:; 312-583-8700 '312-583·8701

1//\\i''N.rurollconsudinggroup cc:n

n

You have ninety (90) days to activate this membership, which will then continue for 12 full months. We
encourage you to activate your credit monitoring membership as soon as possible.

A To sign up online. please visit http://partner.consumerinfo.com/huron and enter your individual
activation code provided below. Please keep in mind that once activated the code cannot be re­
lIsed. You will be Instructed on how to enroll in your complimentary credit monitoring product If
you sign up online, all credit reports and alerts will be delivered via email.

B. To sign up by telephone, dial 866-252-0121. If you sign up by telephone, all credit reports and
alerts will be delivered via U.S mail.

Your Single Use Credit Monitoring Activation Code: [i:>:c , /'\i.u' ,I C~, "

Please accept our sincerest apologies. Since this incident, we have taken steps strengthen our internal
controls and audit our records. We are committed to fUlly protecting all of the information that is
entrusted to us. If you should have any additional questions about this incident, please contact the data
privacy email box at INSERT EMAIL BOX once set up.

Sincerely,

Mary Sawall
Vice President of Human Resources

550 West Van Bure" Street
CI,icago tUlnais 60507
:; 312-583-8700 '312-583·8701

1//\\i''N.rurollconsudinggroup cc:n




