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- June 27, 2008

Stephen H. Levins

Executive Director

State of Hawai'i Office of Consumer Protection
Leiopapa A Kamehameha Building

235 South Beretania Street, Suite 801
Honolulu, Hawai'i 96813

Re:  Data Breach at Colt Express Outsourcing, Inc.
Dear Director Levins:
This is to inform you that on June 24, 2008, the enclosed notice and attachments were mailed to
2,067 participants and beneficiaries in Punahou School employee and retiree benefit plans.

(Attachments describing the credit monitoring service were not inciuded in the notices sent to
minors.)

Punahou School has also notified all consumer reporting agencies (Experian, Equifax, and
Transunion).

Please contact Eric Chang in Punahou School’s Office of Human Resource at 943-3273 if you
would like any more information about this matter.

Very truly yours,

CReclts e le,
Pauline Lo Bailey

Director of Human Resources
and Cocurricular Programs

Enclosure



VIA Secuie Processing Center
PO Box 37420 | Oak Park, Mi 48237

Urgent Message from Punahou School. Please Open Immediately.

<FirstName> <Middlelnitial> <LastName> <Suffix>
<Address> (Line 1)}

<Address> {Line 2)

<City> <State> <2ip>

<POSTNET BARCODE>

Dear <FirstName> <Middlelnitiai> <LastName:> <Suffix>,

We are writing to inform you of a recent incident that may affect you. We were notified on June 9th, 2008 of a
security breach at Colt Express Outsourcing Services, Inc., our employee and retiree benefits administrator, that
personal information, including yours and/or your dependents, may have been compromised. We immediately
began the process of identifying potential affected participants while developing an aggressive plan of action
to protect your personal information.

On May 26, 2008, a break-in and theft occurred at Colt’s office, where various computer equipment, some of
which contained personal information, was stolen. This information includes names, relationships, birthdates,

addresses, and Social Security numbers.

while we cannot confirm that your personal information has been improperly accessed or misused, we want
to make you aware of the incident and inform you of precautionary measures that have been taken in response,
Colt immediately reported the break-in and has been cooperating with local law enforcement in an investi-
gation. Colt is also transferring its functions under our agreement to Ceridian Corporation, which has extensive
security procedures.

As an additional safeguard, Punahou has engaged Kroll Inc., the world’s leading risk consulting company, to
provide you access to its ID TheftSmart™ Enhanced Identity Theft Restoration and Continuous Credit Monitoring
service, all at no cost to you. ID TheftSmart is one of the most comprehensive programs available to help protect
against identity theft. We urge you to take the time to read about the safeguards now available to you.
Details about these services are enclosed.

If you have questions or feel you may have an identity theft issue, please call ID TheftSmart member services
at 1-800-588-9839 hetween 8:00 a.m. and 5:00 p.m. {Central Time), Monday through Friday. If you have specific
questions about the incident itself, please call Eric Chang in Punahou’s Human Resources Office at 943-3273,

In the meantime, we want to emphasize that it is very important for you to remain vigilant by reviewing all
of your account statements and monitoring credit reports, to make sure that any of the personal information
that may have been disclosed by this incident is not misused.

We are concerned about your personal securlty, especially in light of this incident, and hope that you wilt find
the ID TheftSmart services of Kroll Inc. helpful,

Sincerely,
bt ¥ 4
John D. Field Pauline L. Bailey
Vice President and Treasurer Director of Human Resources

974492LKRO-0608
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<FirstName> <Middlelnitial> <LastName> <Suffix>
Membership Number: <Membership Number>

Member Services: 1-800-588-9839
8:00 a.m. to 5:00 p.m. (Central Time), Monday through Friday
If you have questions or feel you may have an identity theft

issue, please call ID TheftSmart member services
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<FirstName> <Middlelnitial> <LastName> <Suffix>
Membership Number; <Membership Numbers>

Member Services: 1-800-588-9839
8:00 a.m. to 5:00 p.m. (Central Time), Monday through Friday
If you have questions or feel you may have an identity theft

issue, please call 1D TheftSmart member services
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Please detach cards and keep in a convenient place for your reference

N e = ————— =



_EQLM ] A FYs - - { TIAE E - g H

It is required by state laws to inform you that you may obtain a copy of your credit report, free of charge,
whether or not you suspect any unauthorized activity on your account. It is recommended by state law that
you remain vigilant for incidents of fraud and identity theft by reviewing credit card account statements and
monitoring your credit report for unauthorized activity. You may obtain a free copy of your credit report by
contacting any one or more of the following natlonal consumer reporting agencies:

Experlan Equifax TransUnion

P.O. Box 9554 P.O. Box 105788 Fraud Victim Assistance Department

Allen, TX 75013 Atlanta, Georgia 30348 P.O. Box 6790

www.experian.com www.equifax.com Fuilerton, CA 92834-6790
www.transunion.com

For residents of Oregon and Maryland:

State laws advise you to report any suspected identity theft to law enforcement, as well as the Federal
Trade Commission.

You can obtain information from the Maryland Office of the Attorney General about steps you can take to
avoid identity theft.

Maryland Office of the Attorney General Federal Trade Commission

Consumer Protection Division Consumer Response Center

200 St. Paul Place 600 Pennsylvania Avenue, NW
Baltimore, MD 21202 Washington, DC 20580

1-888-743-0023 1-877-IDTHEFT (438-4338)
www.oag.state.md.us www. ftc.govbcp/edu/microsites/idtheft/

It is required by state law that you are informed of your right to place a security freeze on your credit report.
A security freeze is intended to prevent credit, loans and services from being approved in your name without
your consent; however, using a security freeze may delay your ability to obtain credit.

To place a security freeze on your credit report, you need to send a request to a consumer reporting agency
by certified mail, overnight mall, or reqular stamped mall. The following information must be included when
requesting a security freeze (note that if you are requesting a credit report for your spouse, this information
must be provided for him/her as weil): (1) full name, with middle initial and any suffixes; (2) Social Security
number; (3) date of birth; (4) current address and any previous addresses for the past two years; and (5) any
applicable incident report or complaint with a law enforcement agency or the Registry of Motor Vehicles.
The request must also incdude a copy of a government-issued identification card and a copy of a recent utility
bill or bank or insurance statement. It is essential that each copy be legibie, display your name and current
mailing address, and the date of issue. The consumer reporting agency may charge a fee of up to $5.00 to
place a freeze or lift or remove a freeze, unless you are a victim of identity theft or the spouse of a victim
of identity theft, and you have submitted a valid police report relating to the identity theft incident to the

consumer reporting agency.

KRO* 84-106-0408
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2NAME>

<<ADDRESS 125
<cADDRESS 2>>

<eCiTY, STATE JIP CODE>>.

374 1234 5678 3102 <<Package Code and Membership iD>>

Do not make any address changes to the top half of this authorization form.
IMease use the Change of Address Request section below.

Consumer Credit Report and Credit Monitoring Authorization Form

Personal Informatlon

DamofﬁlﬂhDD DD DDDD

Emall Addressﬁ _ |
(for monitoring alerts.— PLEASE PRINT CLEARLY)
Printed Name:4 |
SRR F:rst Mrddlelmtlak Last: "
Signature

and credit file monitoring. for [ TheftSmart, to obtain my consumer,
report/credit information from one or more of the thiee- natnonai crednt
repositories (Equn‘ax, Experian, TransUnion). - :

Signature:

Current Date: EI I;_] / 'l_;[ Ld—__l / 1;' ;I g [;] ;

Socal Securty DDD DEI D[j[“j *

ewuum DDD DDDD'""

[v] 1 authorize First Advantage Credco, prcvrder of the cred:t report '

Change of Address Request
Do not complete this section if your address printed above is correct.

Street Address:

Suite/Apt #: -

City:

State: ZIP Code:*

Instructions

Step 1. Personal Information
Complete all of the personal information required
using black or blue ink only. Please print clearly.

Step 2. Signature
Sign your name and date in the signature box.

Step 3. Verify Printed Address
Please verify that your address printed above
is accurate.

if the address above is not your residential address,
please provide your residential address in the box
titled "Change of Address Request.”

Step 4. Return Authorization Form
Return this completed form using the postage-paid
return envelope we've supplied.

if you do not have your postage-paid return
envelope, mail your authorization form to:

Plan Administrator
PO Box 14524
Des Moines, 1A 50306-9332

ilinais Resudenti Credit reporting agencies are required by
law {0 give you a copy of your credit record upon request at
no charge of. for a nominal fee. . - .

Consumers residing in the states of Colorado, Massachuset(s.
Maryland; New Jersey and Vermont may receive a free copy:

“of their consumer credit report once per year, and residents of

the state of Georgia may receive twa copies per year.

KRO1184-43-0107




Frequently Askad
Questi Ons

i What s identity thefx?

A, ucnutymcﬁuammmuwcmwmmemh'

‘ your personal information and uses it (o obtain false -
<redit, It often begins with the theft of a Social Security
_'numbetcwdumdpumhudnhnwdorphwmd :

yf.ffmmdoesan.dmmytmefgetms . Coatinuays Cradit Mositoriag /T ]

personal information? . e SMRRCHIRAERRY ol o : Your Guide to

Hdcnity thieves sial intommaion from » varity of Membership Benefits

places. They take it from stolen wallets or purses that
contain credit and bank cands. Or they help themseives

' aohankandmdncardmumu,mduwdoﬁmmd

-tax' information that's in your own mailbox of trash can.

- They'may evea file a “change of address fosm” in yoyr - -
'mandhaveaﬂyourmaﬂmmmbcm }
. Some thieves fraudulently obtain g credii reportinyour . 0 -

: mmmwmmmm o

+ How do they use the persoml
information they steal? Y —
A- Itsconumnfotan ideatity lhleftocallynurmaducud L .wmwmmmpmswmu
company and ask that the mailing address an your. credit U m&ﬂmumm&“wm

' wdbechmxed'lbaymnupchngesmmmum R
_ .. and then have the bill sent to apother address. .
._.Olhathn\nsnpmnnwmdncxdorbqkmm
using your name, dage of birth and Social Security :
Numbe:Sawhnndtbdlauen’tpudaehec!mh
_- bounce, it's reported on your credit report. Still other -
'tmevesuaeyoutnamemdcmdimukcmulomfur
:wmmmwmkywmwm%

. What should I do if1 : amavxcumof

‘identity theft? -
As & member, nllyouiuvcmdounukememcau )
to the Toll-Free number shown gn the enclosed letter. -

anofthepmfessmlsnnowmﬁwmmﬂdom
thh mp-by~5tzp asumme

| Mamberst Suions g et cover oty Smacinl onsas sirivmnd it
T mmmhmwgmmiupw




Ways We Guard You Against ldentity Thett

Your membership with ID TheftSmart™ gives you easy
access to the resources you need to fight back if an identity
thief threatens your financial standing. Our services are
designed 1o monitor your credit activity and help restore
damage to your credit history.

Enhanced [dentity Theft Restoration
Lot the axperts do tha work for you

If you have identity thefi or fraud issues related o the event
discussed in the cover letter included in this packet, you will
have access to Enhanced Identity Theft Restoration to help
restore your ideatity to pre-theft stams.

You will also be assigned an experienced Licensed Invesligator
who will work on your behalf w0 belp resolve your identity
theft issues.

Your Licensed Investigator will work on your behaif o help
address or correct the identity theft issues you have with

affected agencies and institutions, including (but not limited to).

« Credit card companies;

+ Financial instimtions;

+ All three credit repositories;

« Federal Trade Commission;

« Social Security administration;

« Department of Motor Vehicles;

» US. Postal Service;

Law enforcement personnel; and

+ other organizations that may be affected.

Your Licensed Investigator will also perform non-credit

searches of applicable local and national databases. We'll look

for additional issues you may not be aware of, including:

+ Criminal activity in your name in your couaty’s records,
certain national databases and federal watch lists;

+ Department of Motor Vehicle records in your state;

= Unknown addresses affiliated with your Social Security
Number; and

« Checking account activity in your name reporied as fraudulent.

Continuous Credit Monitoring
Early detection is key

A professional thief can assume your identity in just a few
bours. But it can take years for you to restore your credit
standing. Early detection is key to minimizing the damage
caused by thieves who steal your name.

Continuous Credit Monitoring will alent you to specific activity
in your Experian credit file that may be associated with
fraudulent activity, such as:

+ Companies who have received a copy of your credit report;
* New account information;

* Change of address;

* Pyblic records: and

+ Derogatory information.

Upon receipt and review of your monitoring alert, if you feel
that you have an identity theft issue, our licensed investigators
are available 1o help restore your name and credit.

Your credit monitoring service cannot be provided without
your authorization. You must complete and return the enclosed
authorization form to begin the process.
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Privacy Policy

General

Kroll Background America, Inc. (“Kroll”) respects your concerns regarding maintaining the privacy of your personal data that is

submitted to us. This Privacy Policy covers alf the information practices of Kroll and describes the principles Kroll will follow with

regard to all information submitted to Kroll in connection with the services we provide. These principles will be implemented by

ofl Kroll personnel regardless of their location, Alf data shall be collected, stored and used in compliance with the Fair Credit

Reporting Act ("FCRA™) and other state and federal applicable law. This Privacy Policy applies only to Kroll Background America,

JI:C. and dloes not apply to data collected by Kroll Inc. or by any of the subsidiaries of Kroll Inc. other than Kroll Background
merica, Inc.

Kroll Is Committed to Protecting your Personal Information

Kroil acknowledges both the duty of trust and care in maintaining the privacy of your personal information which we collect and
store and our legal obligations as a consumer reporting agency.

+ Application Information
+ Information From Qutside Sources
+ Consumer Report Information

Use and Transfer of information

Kroll is provided with personal information in connection with
preparing a report for you. In connection with our providing
these services, Kroll may, in some instances, employ other
companies and individuals, as our subcontractors, {o perform
functions on our behalf. All such contractors are contractually
obfigated to use and maintain the confidentiality of personal
information in a manner consistent with this Privacy Policy.
These companies may not share any such information with any
third party. Except as described in this Privacy Policy, we will not
use or atherwise disclose any of the personal data that you
provide or that we collect from third parties or other sources.

Confidentiality

Kroll will use our best efforts to insure that no unauthorized
parties have access to any of your information. We will never
sell or provide your persona data to a third party, except as
stated in this Privacy Policy, without your express consent.
We may, however, disclose personal data in response 10 a
court order or other legal obligation.

Accuracy

Kroil makes every effort to ensure that the data we receive,
collect, and store about you is as accurate as possible.
However, Kroll does not vouch for, and is not responsible for,
incomplete, inaccurate or not current data about you that
may be supplied to Kroll by a third-party source.

Access

You have the right to access any reports Kroll produces and
maintains about you. You may contact Kroll at any time to
determine whether we hold any personal information about
you and to obtain access to that information. We will onfy
afford you access to your data upon proof of identification
that you are the individual who is entitled to request access.
We will mail a copy of such information within 7 days as
mandated by the FCRA.

Security

Protecting your confidential information is our business;
therefore, Kroll takes ail appropriate measures to assure the
security of your personat data. Kroll uses advanced encaryption
technology — 128-bit Secure Socket Layer (SSL) - to keep
personal information and data secure from unauthorized
access. All data is stored on our servers in a seaure, encrypted
manner. Access to those servers is strictly limited to network
administrators and other authorized personnel of Kroll, who
have been trained to protect against loss, misuse, unauthorized
access, disclosure, alteration or destruction of personal data
under Kroils control. We take pride in our technology and our
security policies.

Kroil is a member of the Better Business Bureau and the
Better Business Bureau Online Privacy Seal Program. The
Better Business Bureau is available for resolving disputes
between you and Kroil. To file a complaint with respect to
the privacy practices of Krofl, you may visit the Better
Business Bureau web site at www.bbbonline.com

KROLL

KROH 184-40-0906



Know Your Rights
A Summary of Your Rights Under the Fair Credit Reporting Act

e federal Fair Credit Reporting Act (FCRA) promotes the accuracy, faimess,
and privacy of information in the files of consumer reporting agencies, There
re tany types of consumer reporting agendes, including credit bureays and
specialty agencies {such as agendes that sell information about check writing
histories, medical records, and rental history records), Here is & summary of
your major rights under the FCRA. For more information, induding
infermation about additional rights, go to www.ftc.govicredit or write to:
Cansumer Response Center, Room 130-A, Federat Trade Commiission, 600
Pennsylvania Ave. N.W., Washington, D.C. 20580,

You must be toid if information in you file has been used against you.
Anyone who uses a credit report or another type of consumer report to
deny your application for credit, insurance, or employment — or to take
another adverse action against you — must tefl you, and must give you
the name, address, and phone number of the agency that provided the
infermation.

You have the right to know what is in your file. You may request and
obtain all the information about you in the files of a consumer
reporting agency {your “file disclosure”). You will be required to provide
proper identification, which may include your Social Security number, In
many cases, the disclosure will be free. You are entitled to a free file
disclosure if:

* 2 person has taken adverse action against you because of information
in your credit report;

* you are the victim of identify theft and place a fraud alert in your file;

* your file contains inaccurate information as a result of fraud;:

* you are on public assistance;

* you are unempioyed but expect to apply for empioyment within 60 days.

In addition, as of September 2005 ail consumers are entitled to one free

disclosure every 12 months upon request from each nationwide credit

bureau and from nationwide specialty consumer reporting agencies,

See www.ftc.govicredit for additional information.

You have the right to ask for a credit score, Credit scores are numerical
summaries of your credit worthiness based on information from credit
bureaus. You may request a credit score from consumer reporting agencies
that create scores or distribute scores used in residential real property loans,
but you will have to pay for it. In some mortgage transactions, you wili
receive credit score information for free from the mortgage lender.

You have the right to dispute incomplete or inaccurate information.

if you identify information in your file that is incomplete or inaccurate, and
report it to the consumer reporting agency, the agency must investigate
unfess your dispute s frivolous. See www.ftc.govicredit for an explanation
of dispute procedures.

Consumer reporting agencies must correct or delete inaccurate,
incomplete, or unverifiable information. Inaccurate, incomplete or
unverifiable information must be removed or corrected, usually within
30 days. However, a consumer reporting agency may continue to report
information it has verified as accurate,

Consumer reporting agencies may not report outdated negative
information. In most cases, a consumer reporting agency may not report
negative information that s mare than seven years ofd, or bankruptcies
that are more than 10 years old.

Access 10 your file s limited. A consumer reporting agency may provide
information about you only to people with a valid need — usually to
consider an appiication with a creditor, insurer, employer, landiord, or other
business. The FCRA specifies those with 2 valid need for access.

You must give your consent for reports to be provided to employers.
A consumer reporting agency may not give out information about you to
your employer, or a potential employer, without your written consent given
to the employer, Written consent generally is not required in the trucking
industry. For more information, go to www.fic.govicredit,

You may limit "prescreened” offers of aedit and insurance you get based
on information in your credit report. Unsalicited *prescreened” offers for
credit and insurance must include a toli-free phone number you can cail if
you choose to remove your name and address from the lists these offers
are based on. You may opt-out with the nationwide credit bureaus at
1-888-5-OPTOUT (1-888-567-8688).

You may seek damages from violators. if a consumer reporting agency,
r, in some cases, a user of consumer reports or a furnisher of information
to a consumer reporting agency violates the FCRA, you may be able to sue
in state or federal court.

Identity theft victims and active duty military personnel have
additional rights. For more information, visit www.ftc.govicredit.

Para informacion en espano, visite www.ftc.govicredit o escribe a la
FTC Consumer Response Center, Room 130-A, 600 Pennsylvania Ave. NW,
Washington, D.C. 20580

States may enforce the FCRA, and many states have their own consumer reporting laws, In some cases, you may have more rights under state
law. For more information, contact your state or local consumer protection agency or your state Attornay General. Federal enforcers are:

Type of Business:

Contace

Consumer reporting agengies, creditors and others not listed below

federal Trade Commission: Consumner Response Center — FCRA,
Washington, DC 20580
877-382-4357

National banks, federal branches/agencies of foreign banks
{word “National™ of initials "N.A.~ appear in or after bank's name)

Office of the Comptrolier of the Currency, Compliance Management,
Mail Stop 6-6, Washington, DC 20219
800-613-6743

Federal Reserve System member banks
{except national banks, and federal branches/agencies of foreign banks)

Federal Reserve Board, Division of Consumer & Community Affairs,
Washington, DC 20551
202-452-3693

Savings associations and federally chartered savings banks
(word "Federal” or Initials “F.5.B.” appear In federal instrtution’s name)

Office of Thyift Supervision, Consumer Complaints,
Washington, DC 20552
800-842-6929

Federal credit unions
(words “Federal Credit Union” appear in institution's name)

Nationat Credit Union Administration,
1775 Duke Street, Alexandria, VA 22314
703-519-4600

State-chartered banks that are not members of the Federal Reserve System

Federal Deposit Insurance Corporation, Consumer Response Center,
2345 Grand Avenue, Suite 100, Kansas City, Missourt 64108-2638
877-275-3342

Air, surface, or rail common carriers regulated by former Civil
Agronautics Board or Interstate Commerce Commission

Department of Transportation, Office of Financial Management,
Washingtan, DC 20590
202-366-1306

Aclivities subject to the Packers and Stockyards Act of 1921

Department of Agricuiture, Office of Deputy Administrator - GIPSA,
Washington, DC 20250
202-720-7051




