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June 27,2008 

Stephen H. Levins 
Executive Director 
State of Hawai'i Office of Consumer Protection 
Leiopapa A Kamehameha Building 
235 South Beretania Street, Suite 801 
Honolulu, Hawai'i 96813 

Re: Data Breach at Colt Express Outsourcing, Inc. 

Dear Director Levins: 

) 
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..... , ..... 

This is to infonn you that on June 24, 2008, the enclosed notice and attachments were mailed to 
2,067 participants and beneficiaries in Punahou School employee and retiree benefit plans. 
(Attachments describing the credit monitoring service were not included in the notices sent to 
minors.) 

Punahou School has also notified all consumer reporting agencies (Experian, Equifax, and 
Transunion). 

Please contact Eric Chang in Punahou School's Office of Human Resource at 943-3273 if you 
would like any more information about this matter. 

Very truly yours, 

~~ ..... ~I/~'- \ 
Pauline Lo Bailey - - - r 
Director of Human Resources 

and Cocurricular Programs 

Enclosure 
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PUNAHOU SCHOOL 
VIA Secure Processing (enter 
PO Box 37420 I Oak Park. MI48237 

Urgent Message from Punahou School. Please Open Immediately. 

<FirstName> <Middlelnitial> <LastName> <Suffix:> 
<Address> (Line 1) 
<Address> (Line 2) 
<City:> <State> <Zip> 

<POSTNET BARCODE> 

Dear <FirstName> <Middlelnitial> <LastName> <Suffix>, 

We are writing to inform you of a recent incident that may affect you. We were notified on June 9th, 2008 of a 
security breach at Colt Express Outsourcing Services, Inc., our employee and retiree benefits administrator, that 
personal information, including yours andlor your dependents, may have been compromised. We immediately 
began the process of identifying potential affected participants while developing an aggressive plan of action 
to protect your personal information. 

On May 26, 2008, a break-in and theft occurred at Colt's office, where various computer equipment, some of 
which contained personal information, was stolen. This information includes names, relationships, birthdates, 
addresses, and Social Security numbers. 

While we cannot confirm that your personal Information has been improperly accessed or misused, we want 
to make you aware of the incident and inform you of precautionary measures that have been taken in response. 
Colt immediately reported the break-in and has been cooperating with local law enforcement in an investi-
gation. Colt is also transferring its functions under our agreement to Ceridian Corporation, which has extensive 
security procedures. 

As an additional safeguard, Punahou has engaged Kroll Inc., the world's leading risk consulting company, to 
provide you access to its 10 TheftSmart- Enhanced Identity Theft Restoration and Continuous Credit Monitoring 
service, all at no cost to you. 10 TheftSmart is one of the most comprehensive programs available to help protect 
against identity theft. We urge you to take the time to read about the safeguards now available to you. 
Details about these services are endosed. 

If you have questions or feel you may have an identity theft issue, please call 10 TheftSmart member services 
at 1-800-588-9839 between 8:00 a.m. and 5:00 p.m. (Central TIme), Monday through Friday. If you have specific 
questions about the incident itself, please call Eric Chang in Punahou's Human Resources Office at 943-3273. 

In the meantime, we want to emphasize that it is very important for you to remain vigilant by reviewing all 
of your account statements and monitoring credit reports, to make sure that any of the personal information 
that may have been disclosed by this incident is not misused. 

We are concerned about your personal security, especially in light of this incident, and hope that you will find 
the 10 TheftSmart services of Kroll Inc. helpful. 

Sincerely, 

~(/~f2,O 
Pauline L. Bailey 

"1-$. ".:t? 
John D. Field 
Vice President and Treasurer Director of Human Resources 

974492lKRO-0608 
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;---------------------------------------------~ , , . , , ,,.1. heftSmarf 

<FirstName> <Middlelnitial> <LastName> <Suffix> 
Membership Number. <Membership Number> 

Member Services: 1·800-588-9839 
8:00 a.m. to 5:00 p.m. (Central Time), Monday through Friday 
If you have questions or feel you may have an Identity theft 
issue, please caUID TheftSmart member services 

~---------------------------------------------~ 

, , , , , , 
-' 

;---------------------------------------------, , , · , 

, 
• • • • • 

I Itl. heftSmarf 

<FirstName> <Middlelnitial> <LastName> <Suffix> 
Membership Number. <Membership Number> 

Member Services: 1-8()()'588-9839 
8:00 a.m. to 5:00 p.m. (Central TIme). Monday through Friday 
If you have questions or feel you may have an identity theft 
issue, please calllD TheftSmart member services 

, , , , , , , , , , , , , , , 

\ . 
~----------------------------------------------' 

Please detach cards and keep in a convenient place for your reference 
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U.S. State Notification Requirements 

fQr.mjd,ots of Hawaii. Mary/and. MIchigan. Nqrtb Carolina. Oregon. V.."".",t and ~lI$ 
It is required by state laws to inform you that you may obtain a copy of your credit report. free of charge. 
whether or not you suspect any unauthorized actMty 00 your account. It is recommended by state law that 
you remain vigilant for incidents of fraud and identity theft by revieWing credit card account statements and 
monitoring your credit report for unauthorized activity. You may obtain a free copy of your credit report by 
contacting anyone or more of the follOWing national consumer reporting agencies: 

Experlan Equifax lI'ansUnlon 
P.O. Box 9554 P.O. Box 105788 Fraud Victim Assistance Department 
Allen. TX 75013 Atlanta. Georgia 30348 P.O. Box 6790 
www.experlan.com www.equifax.com Fullerton. CA 92B34-679O 

www.transunion.com 

fg[ wldlDiI gf 0lR1t"" IIlII MllJdiloz 
State laws advise you to report any suspected identity theft to law enforcement. as well as the Federal 
Trade Commission. 

fg[ nosidants gf MiIlJt/JIlz 
You can obtain information from the Maryland Office of the Attorney General about steps you can take to 
avoid identity theft. 

Maryland OffIce of the Attorney Gener.1 Federa'lI'ade Commission 
Consumer Protection Division Consumer Response Center 
200 Sl paul Place 600 Pennsylvania Avenue. NW 
Baltimore. MD 21202 Washington. DC 20580 
1-888-743-0023 1-877-IDTHEFT (438-4338) 
www.oag.state.md.us www.ftc.govlbcpledulmicrositeslidtheftJ 

fg[ rMfdeotl at MlpachllJlUC 
It is required by state law that you are informed of your right to place a security freeze on your credit report. 
A security freeze is Intended to prevent credit. loans and services from being approved in your name without 
your consent however. using a security freeze may delay your ability to obtain credit. 

To place a security freeze on your credit report. you need to send a request to a consumer reporting agency 
by certified mall. overnight mail. or regular stamped mall. The follOWing information must be included when 
requesting a security freeze (note that if you are requesting a credit report for your spouse. this information 
must be provided for himlher as well); (1) full name. with middle initial and any suffixes; (2) Social Security 
number; (3) date of birth; (4) current address and any previous addresses for the past two years; and (5) any 
applicable incident report or complaint with a law enforcement agency or the Registry of Motor Vehicles. 
The request must also include a copy of a government-issued identification card and a copy of a recent utility 
bill or bank or insurance statement. It is essential that each copy be legible. display your name and current 
mailing address. and the date of issue. The consumer reporting agency may charge a fee of up to $5.00 to 
place a freeze or lift or remove a freeze, unless you are a victim of identity theft or the spouse of a victim 
of identity theft, and you have submitted a valid police report relating to the identity theft incident to the 
consumer reporting agency. 
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·U.lheftSmarf 
Consumer Credit Report and Credit Monitoring Authorization Form 

<·~NAME» 

«,\DDRESS b> 
«ADDRESS 2» 
<·-Clr(. SfAfE i:IP CODE>:>. 

')74 llJ4 ',678 9102 «Package Code and Membership ID» 

Do not make any address thanges to the top half of this authorization form. 
Ph~ase use the Change of Address Request section below. 

Personal Information 

Social Security 1/: 000 -'DO-~OD 0 
Date of Birth: D 0"00 ,oDd tJ 

m ct' d y 

Telephone II: OOO~.OO·O-OOOO 

Email Addressli __ -:-_______ --:-__ ,...,.----:-
(for monitoring alerts.- PLEASE PRINT CLEARl" . " , 

Printed NameH __ =,-..,_--:-...",..,."...-,.--:-__ :-:-:-. .,.,. La-' st,.-. ,.... •. __ ..,.-;-. 

nrst· Middle In~ia~' 

Signature 
. 

o I authorize First Advantage C redco, provider of the credit report 
and credit file monitoring for 10 TheftSmartto obtain my consumer 
report/credit information from one or more of the thr~nationalcredit 
repositories (Equifax. Experian, TransUnion). 

Signature:' ___________________ _ 

Current Date: 0 0 '0 0 '0 0 0 0 
m m d d y y y y 

Change of Address Request 
Do not complete this section if your address printed above is correct. 

Street Address: 

SuitelAptll: __________________ _ 

City: ______________________ _ 

State: _____________ ZIP Code: 

Instructions 

Step 1. Personallnfonnation 
Complete all of the personal information required 
using black or blue ink only. Please print clearly. 

Step 2. Signature 
Sign your name and date in the signature box. 

Step 3. Verify Printed Address 
Please verify that your address printed above 
is accurate. 

n the address above is not your residential address, 
please provide your residential address in the box 
titled "Change of Address Request" 

Step 4. Return Authorization Fonn 
Return this completed form using the postage-paid 
return envelope we've supplied. 

If you do not have your postage-paid return 
envelope, mail your authorization form to: 

Plan Administrator 
PO Box 14524 
Des Maines, IA 50306-9332 

Illinois Resident>: Credit reporting agencies art! required by 
law to give you a copy of your credit record upon request at 
no charge or for a nominal' fee. 

Consume" residing in thestate5 of Colorado, Massachusetts. 
Maryland. New Jersey and Vermont may receive a free copy 
of their consumer credit report once per year. and resident> of 
the state of, Georgja may receive two copies per year. 

KR01184-43-o107 



FrequentlY,Ask",d 
QuestIOns 

1il'i..;£;f~~ Wha~ ~ identity theft? 
A . ~')' theft is a crime tbIt OCCIltS when SQIDCODC ucaIs 

your personal intPrmaaioD and U&CS it (0 obtain false 
<tediI. k ollen "",m. willi the theft of. Social SecuriIy 
1III!JlIIe<, <tediI<:are! -"'<r, debil <:are! or pboao...-d. 

,j;"i."£J~ Wbl're does an identity tbil'f get this 
pen;onaJ infonnation? 

A. Identity thieves ACaI informatioo from Ii v.ariel;y of 
p_. They take it from _ wal.lolo or ....... Ibo1 
COIl"",, cn:dit and _ cards. Or they help ........ ... 
10 baQk and CP;dit cud s"ltmevr." Qldit~ offen .ad 
tax iofoana.rion dW'a in your own' ID!liIbm or trasb eq,. 
Theymay cv ... file • "cIoaoge of~ foIm" ia YGW' 
...,. and bove aU your maiI .... , •• ~ ......... 
Soolc __ Y --. a<tedil'_ ia your 
::",~---por..,..J ~~ ... 

f,~;::,',;<:.::"Q~ How do they _ the pe!"SONl 
information they steal? 

A, 11", common for an identity Ihief .. c.n ..... cn:di. <:are! 
company and uk Ibo1 the mallin, _ ... your.<tediI 
<:are! be cbaopd. They lIUI up ............ mII<_ 
... and _have the biB""" ~ -... .. 
OIbe<tbloveo opeD .. w CIOdit <:are!or __ 
1IIin& your ...... _of ...... and s.icioI ~ 
Number. SQwboa the _ """," Fd'" the cbocb 
bounce. i .. , "'PQIIOd .. your aoditropoR. StiIl_ 
!hie ...... your IIIUIlO and cn:di'''' ~ "'" Ioaa& ~ which ~ _ you'", ""fO".Q>!e' . 

,-.; A~:JQ.~ What should I do if IIIID 11 YictjQt of 
i«Ie«tity the,ll? 

A, AI • member. aU you have .. do;' nuokc _ pboae caU 
"'!be Toll_ .umber shown .. !be ... Ioocdlcaor. 
Que of the profeo&iooa\s COl our f/Of!. '«ill Pl\Wi~... . 
.... 111 step-bY'OIPj> ~IIaDCO, . .' 

.:~ . 

-e,''';' • -'i' .:;"~~", 

. 
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n 

~:~-.. ,-~_, ,,_' .. ;W., ':k.::~·-.,_:_~~,-:L~::';-'~'~fi ::-~~~~..:.-_"· .• (~:..ii$~~~;~: 

Your Guide to 
Membership Benefits 



-"yays We Guard Vou Against Identity Theft 

Your membership wi!h ID TheftSmart" gives you easy 
access to !he resources you need to fight back if an identity 
thief threatens your fInancial standing. Our services are 
designed to monitor your credit activity and help restore 
damage to your credit history. 

Enhanced Identity Theft Restoration 
Let the 8xpens do the work for you 

If you b.ave identity theft or fraud issues related to the event 
discussed in the cover letter included in this packet, you will 
have access to Enhanced Identity Theft Restoration to help 
restore your identity to pre-theft staws. 

You will also be assigned an experienced Licensed Investigator 
who will work on your behalf to belp resolve your identity 
theft issues. 

Your Licensed Investip.tor will wO£k 0Jl your behalf to help 
address or correct the identity theft issues you have with 
affected agencies and institutions, including (but not limited to): 

Credit card companies; 
Financial institutions~ 
All three credit repositories; 
Federal Trade Conunission; 
Social Security adminiSb'atioo; 
Deportment of Motor Vehicles; 
US. Postal Service; 
Law enforcement personnel: and 
olher organizations that may be affected. 

Your Licewed m.estiptor will also perform DOD-credit 
searches of applicable local and national databases. We'U looI; 
for additional issues ),ou may not be aware of, including: 
• Criminal activity in)'out name in your county's records, 

certain national dalabascs and federal wa1clllists; 
Department of MotOl' Vehicle records in your ~; 

• Unknown addresses affiliated with your Social Securily 
Number; and 

• Cbeeking account activity in yoor name reponed as fraudulent. 

Continuous Credit Monitoring 
Early detaction is kay 

A professional thief can assume your identity in just a few 
hours. But it can take years for you to restore your credit 
standing. Early detection is key to minimizing !he damage 
caused by thieves who steal your name. 

Continuous Credit Monitoring will alcn you to specific activily 
in your Experian credit file that may be associated with 
fraudulent activity. such as: 
• Companies who have received a copy of your credit report~ 
• New account information; 
• Cbange of address; 
• Public records; and 
• Demgntory information. 

Upon receipt and review d your monitoring alert. if you feel 
that you have an identity theft issue. our licensed in"e5tigators 
are available to help restol'e your name and credit. 

Your credit monitoriD& ....,.; .. canaot be provided without 
your authorization. You must complete ..... reIurn the enclosed 
.uthorizatioD form to be&ia the process. 
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Privacy Policy 

General 

Kroll Background America, Inc. ("Kroll") respects your concerns regarding maintaining the privacy of your personal data that is 
submitted to us. This Privacy Policy covers all the information practices of Kroll and describes the principles Kroll will follow with 
regard to all information submitted to Kroll in connection with the services we provide. These principles will be implemented by 
.. II Kroll personnel regardless of their location. All data shall be collected, stored and used in compliance with the Fair Credit 
Reporting Act nCRA") and other state and federal applicable law. This Privacy Policy applies only to Kroll Background America, 
Inc. and does not apply to data collected by Kroll Inc. or by any of the subsidiaries of Kroll Inc. other than Kroll Background 
America, Inc. 

Kroll Is Committed to Protecting your Personal Information 

Kroll acknowledges both the duty of trust and care in maintaining the privacy of your personal information which we collect and 
,tore and our legal obligations as a consumer reporting agency. 

• Application Information 
• Information From Outside Sources 
• Consumer Report Information 

Use and Transfer of InformatJon 
Kroll is provided with personal infoonation in connection with 
preparing a report for you. In connection with our providing 
these services, Kroll may, in some instances, employ other 
companies and individuals, as our subcontractors, to perform 
functions on our behalf. All such contractors are contractually 
obfigated to use and maintain the confidentiality of personal 
infoonation in a manner consistent with this Privacy Policy. 
These companies may not share any such infoonation with any 
third party. Except as described in this Privacy Policy, we will not 
use or otherwise disclose any of the personal data that you 
provide or that we collect from third parties or other sources. 

Confidentiality 
Kroll will use our best efforts to insure that no unauthorized 
parties have access to any of your information. We will never 
sell or provide your personal data to a third party, except as 
stated in this Privacy Policy, without your express consent. 
We may, however, disclose personal data in response to a 
court order or other legal obligation. 

Accuracy 
Kroll makes every effort to ensure that the data we receive, 
collect, and store about you is as accurate as possible. 
However, Kroll does not vouch for, and is not responsible for, 
incomplete, inaccurate or not current data about you that 
may be supplied to Kroll by a third-party source. 

Access 

You have the right to access any reports Kroll produces and 
maintains about you. You may contact Kroll at any time to 
determine whether we hold any personal infoonation about 
you and to obtain access to that information. We will only 
afford you access to your data upon proof of identification 
that you are the individual who is entitled to request access. 
We will mail a copy of such information within 7 days as 
mandated by the FCRA. 

Security 
Protecting your confidential infoonation is our business; 
therefore, Kroll takes all appropriate measures to assure the 
security of your personal data. Kroll uses advanced encryption 
technology - 128-b~ Secure Socket layer (SSt.) - to keep 
personal infoonation and data secure from unauthorized 
access. All data ~ stored on our servers in a secure, encrypted 
manner. Access to those solVers is strictly limited to network 
administrators and other authorized personnel of Kroll, who 
have been trained to protect against loss, misuse, unauthorized 
access, disclosure, a~eration or destruction of personal data 
under Kroll~ (ontrol. We take pride in our technology and our 
security policies. 
Kroll is a member of the Better Business Bureau and the 
Better Business Bureau Online Privacy Seal Program. The 
Better Business Bureau is available for resolving disputes 
between you and Kroll. To file a complaint with respect to 
the privacy practices of Kroll, you may visit the Better 
Business Bureau web site at www.bbbonline.com 

KROLL 

KR0118440-0906 
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Know Your Rights 

A Summary of Your Rights Under the Fair Credit Reporting Act 

l11e federal Fair Crook Reporting Act (FCRAl promotes the accuracy, fai~ 
"nd privacy of information in the files of consumer reporting agencies. There 
."e mJny Iypes of consumer reportlng agencies, including credit bureaus and 
',pecialty agencies (such as agencies that sell information about check writing 
hIStories. medical record$, and rental history records). Here is a summary of 
your major rights under the FCRA For more information, induding 
information about additional rights. go to www.ftt.gov/credit or write to: 
(onsum .. RP.5pOnse Center, Room 110-A, Federal Trade Commission, 600 
l'enn,y!vania Ave. NW., Washington, D.C. 20580. 
You must be told if informatlon in your file has been used against you. 
Anyone who uses a credit report or another type of consumer report to 
deny your application for credit, insurance, or employment - or to take 
.lnother adverse action against you - must tell you, and must give you 
the name, addres~ and phone number of the agency that provided the 
information. 
You have the right to know what is in your file. You may request and 
obtain all the informatiion about yoo in the files of a consumer 
reporting agency (your "file disclosure"). You will be required to provide 
proper identification, which may indude your Social Securily number. In 
many cases. the disclosure will be free. You are entitled to a free file 
disclosure If: 
• a person has taken adverse action against you because of information 

in your credit report; 
• you are the victim of identify theft and place a fraud alert In your frle; 
• )001 file contains inaccurate information as a result of fraud; 
• you are on public assistance; 
• )00 are unemployed but expect to apply for employrrent .. thin 60 days. 
In addition, as of September 2005 all consume~ are entitled to one free 
disclosure every 12 months upon request from each nationwide credit 
bureau and from nationwide Sjl<Ciaky consum .. reporting agencies. 
See www.ftc.gov/credlt for additional information. 
You have the right to ask for a credit score. Credn scores are numerical 
summaries of your credn worthiness based on information from credit 
bureaus. You may request a credn score from consumer reporting agencies 
that create scores or distribute scores used in residential real property loa~ 
but you will have to pay for it In some mortgage transaction~ you will 
receive credit score infonmation for free from the mortgage lende!. 

You have the right to tflSpUl\! incomplete or inaccurate information. 
If you identify infonmation in your file that ~ incomplete or inaccurate, and 
report It to the consumer reporting agency, the agency must investigate 
unless your dispute is frivolous. See www.ftC.gov/creditforan explanation 
of dispute procedures. 

Consumer reporting agencies must correct or delete inaccurate. 
incomplete, 0( unverifiable information. Inaccurate, incomplete or 
unverifiable information must be removed or corrected, usually within 
10 days. However, a consumer reporting agency may continue to report 
information it has verified as accurate. 
Consumer reporting agencies may not report ootdated negative 
informatlon. In most ca~ a consumer reporting agency may not report 
negative information that Is more than seven jears aid, or bankruptcies 
that are more than 1 0 yea~ old. 
Access to yoor file is limned. A consum .. reporting agency may provide 
information about you only to people with a valid need - usually to 
conside! an application with a creditor, insurer. employer. landlord, or other 
business. The FCRA specifres those with a valid need for access. 
You must give your consent for reports to be provided to employers. 
A consumer reporting agency may not give out infonmation about you to 
your employer. 0( a potential employer. without your written consent given 
to the employer. Written consent generally is not required in the trucking 
industry. For more infonmation, go to www.ftc.gov/cred~. 
You may limit "presaeened" offers of ored'rt and instnnce you get based 
on information in 'fOOl cte<it report Unsolkned "prescreened" offe~ for 
croon and insurance must indude a tol~free phone numbel you can call ~ 
you choose to remove your name and address from the lists these oft ... 
are based on. You may opt-out with the nationwide credit bureaus at 
1-888-5-0PTOUT (I-aag. 567-8688). 
You may seek damages from violalOB. If a consumer reporting agency, 
or. in some ca~ a user of consumer reports or a fumisher of information 
to a consumer reporting agency violates the FCRA, you may be able to sue 
in slate or federal court. 
Identijy theft viaims and active duty military personnel have 
additional rights. For more information, visit www.ftc.gov/credit 
Para infonmadon en espano!, visite www.ftc.gov/credn a escribe a la 
FTC Consumer Response Center, Room 11D-A, 600 Pennsylvania Ave. NW., 
washington, D.C. 20580 

States may enforce the FCRA.. and many states have thel, own consumer reporting laws. In 50IM cases, you mIIy have mont rights under state 
law. For more Information. contad your state or local consumer protection agucy or YO1M' state Attorney G ..... I. FedeI'alentorcen are: 

1'yptl of Busl ..... : Contact: 
Consumer reporting agenOl"S. creditors and others not listed below 

NLitional banks. federal branches/agencies of foreign banks 
(word ~National~ or initials wNA" appear in or after bank's namE!) 

Federal Reserve System member banks 
(except national banks, and federal branches/agencies of foreign banks) 

Savings associations and federally chartered savings banks 
(word "Federal- or initials ~F.s.B.- appear in federal institution's name) 

Federal credit unions 
(words ~Federal Credit Union- appear in institution's name) 

State-chartered banks that are not members of the Federal ReseNe System 

Air; surface, Of rail common carriers regulated by former Civil 
Aeronautics Board or Interstate Commerce Commission 

Activities subjea to the Packers and Stockyards Act of 1921 

Federal Trade Commission: Consumer Response Center - FCRA. 
Washington. DC 20580 
877-382-4357 
Office of the Comptroller of the Currency. Compliance Management. 
Mail Stop 6-6, Washington, OC 20219 
800-613-6743 
Federal Reserve Board. Division of Consumer & Community Affairs, 
Washington, DC 20551 
202-452-3693 
Office of Thrift SupeNision. Consumer Complaints. 
washington, DC 20552 
8011-842-6929 
National Credit Union Administration, 
1775 Duke Street. Alexandria, VA 22314 
703-519-4600 
Federal Deposit Insurance Corporation, Consumer Response Center, 
2345 Grand A1Ief1UO. Suite 100. Kansas City, MOsouri 64108-2638 
877-275-3342 
Department of Transportation, Office of Financial Management. 
Washington, DC 20590 
202-366-1306 
Department of Agriculture, OffICe of Deputy Administrator - GIPSA, 
Washington. DC 20250 
202-7211-7051 


