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Stephen H. Levins SIECRERIE
Executive Director, State of Hawaii CONG By v E

Department of Commerce and Consumer Affairs
Oftice of Consumer Protection

[.ciopapa A. Kamehameha Building

235 South Beretania Strect, Suite 801

lHonolulu, Hawaii 96813

Re: Notification of Security Breach Incident

Pear Mr. Levins:

LendingTree, LLC is writing to notify you of an information security breach involving the
personal information of LendingTree’s mortgage loan customers.

As you may be aware, LendingTree is an online mortgage lead aggregator; consumers complete
loan request forms on LendingTree’s website (or over the telephone with LendingTree's
Customer Care unit), and Lending [ree then matches the consumers with lenders on its network
who provide initial mortgage loan offers to the consumers. In addition, LendingTree offers
rclated services under its trade name, “GetSmart.” Under the GetSmart program, consumers
typically provide less information and are matched with lenders on the network, but the matched
Icnders do not provide initial mortgage loan offers; instead LendingTree provides contact
information to the lender and the consumer.

l.endingTree recently discovered that several former employees may have misappropriated
passwords that allowed access into LendingTree’s files containing customer information. We
believe these former employees provided the passwords to three lenders who were not authorized
to access LendingTree’s customer information. All three lenders were at various times members
of the LendingTree network of lenders.

Those three lenders used the passwords to access loan request information to which they were
not entitled, and the lenders then solicited the LendingTree (or GetSmart) customers for
mortgage loans. The information that the lenders had access to included name, address, email
address, telephone number, Social Security number, income and employment information.
LendingTree has no indication that the customer information was used for any purpose other
than to solicit our customers for mortgage loans. In essence, we believe this situation involves
three mortgage companies that wished to market mortgage loans without paying fees to
LendingTrce. We do not believe this situation involves any fraud on the consumer or identity
theft. According to our investigation, we understand that this activity occurred between October
2006 and early 2008.
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When we discovered the situation in carly 2008, we promptly reported the situation to the
Iederal Bureau of Investigation and we have been cooperating fully with the FBI's investigation.
The FBI requested that we not disclose this situation while its investigation was ongoing,
because any disclosure could negatively affect the FBI's investigation. The FBI has now
indicated that we may disclose this publicly.

[.endingTree also conducted extensive internal investigations and took steps to block further
access by these lenders and to enhance and strengthen the security of our system and password
management. [n addition, we brought legal action against the mortgage companies and others
involved in this activity.

Based on our intcrnal investigation, on a nationwide basis, LendingTree identified roughly 5,600
I.endingTree and GetSmart mortgage customers whose confidential nonpublic information we
know was inappropriatety accessed by these lenders between December 2007 and ecarly February
2008. These customers are being notified of this situation on Monday, April 21%. In addition,
we are sending a similar notice to a larger group of mortgage loan customers who submitted
I.endingTree or GetSmart loan requests during October 2006 through December 2007; with
respect to this larger group, we belicve the mortgage companies may have in fact accessed the
information of only a small percentage of those individuals, but due to system constraints we
cannot identify which files were accessed. As a result, we are sending the notification to all of
them. The notices include a description of what happened and how customers can obtain free
credit reports, place initial fraud alerts and obtain other general information about how to protect
their personal information. Again, we have no reason to believe that the information was used in
any way other than to solicit the customers for mortgage loans. However, because the
information was accessed inappropriately, we concluded it was appropriate to notify affected and
potentially affected customers. In total, 8,368 consumers in the State of Hawaii are receiving a
notice from LendingTree concerning this incident.

Plcase feel free to contact me at (704) 943-8248 if you have any questions.

Sincerely,
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Scott A. Cammarn
Senior Vice President & General Counsel

Attachments

cc: Mark Merritt, Esq., Robinson Bradshaw & Hinson, P.A.
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April 21, 2008

Dear LendingTree Customer:

We want you to know that recent loan request forms submitted to us by certain customers, inchuding you, were seen by
lenders without our consent. These lenders then used the forms to market to those customers the lenders' own mortgage
loans, While we don’t believe that the forms were used for any other purpose, we want you to know what happened and
what we did to correct this situation, as well as what you can do to monitor your credit records.

What Happened and What We Did

Recently, LendingTree lcamed that several former employees may have helped a handful of mortgage lenders gain access to
LendingTree's customer information by sharing confidential passwords with the lenders. When we leamed of this situation,
we gquickly contacted the authorities, and LendingTree is helping with their investigation. We promptly made severai
system security changes. We also brought lawsuits against those involved.

Based on our investigation, we understand that these mortgage lenders used the passwords to access LendingTree’s
customer loan request forms, normally available only to LendingTree-approved lenders, o market loans to those customers.
The Joan request forms contained data such as name, address, email address, telephone number, Socizal Security number,
income and employment information. We believe these lenders accessed LendingTree's loan request forms between
fctober 2006 and early 2008.

What Youn Can Do

A gain, we don't believe any identity theft or fraudulent financial activity resulted from this situation. However, we suggest
you get a free credit report, Look for any accounts you didn’t open and/or inquiries from creditors that you didn’t infuate.
If you see anything you don't understand, contact the credit bureau. If you see armything suspicious, you may want to file a
fraud ajert with the bureaus. For more information on how 1o do this, please refer fo LendingTree’s Guide fo Protecting
Your Credit and Identity (enclosed).

‘Where to (vet More Information

‘Ne regret any inconvenience and apulogize for any unwanted mortgage cails you may have received. For more information
-hout this gituation, und for more informaticn cn what you can do. piease refer 10 the artached Questions & .inswers Sheet.
Tincerely

L : . .
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R.L. Harris



LendingTree’s Guide to Protecting Your Credil and Identity

Identity theft occurs when someone uscs your personally identifying informatioq - like your
name, Social Security sumber, ar credit card iumber ~ without your permission to cotnmil fraud
or other crimes. .All consumers should know about identity theft and whal staps they can take to
reduce the risk of identity theft or fraud. We sugpest that you remain vigilant by revicwing
account statements and monitoring your credit reports for the nexs 24 mondhs.

Free Credit Reports. You can getn ﬁ-cc copy of your credil report each year at
www.annualcreditreport.com or by calling 1-877-322-8228, When you get your credit report,
make sure that all information i the report is curment and accurate, 1f you see any unauthorized
transactions or inaccurate information, call the credit bureaus and have the information deleted.

Frand Alerts. if you place a fraud zlert in your credit file, potential creditors must cither contact
you or take additional stcps to verify your identity before acting on a credit roquest. Fraud alerts
make it hard for others to sical your identity to get credit. 1f you think that you've been a victim
of identity theft or fraud, contact one of the three major credit bureaus to place a fraud alert on
your account. The bureau you contact will forward the fraud alert to the other two bureaus on
your behalf, so you don’t need to contact all three bureaus yourself. Initial fraud alerts stay on
your credit file for 90 days. The burcaw will tell you how to extend the frand alert, which may
require you to get a police report or other evidence of idemtity theft or fraud. Remember that a
fraud alert may delay credit approvals.

Coutact the Credit Bureaus

Equifax Experian ‘TransUnion

Office of Fraud Assistance. Credit Frand Censer Frand Vietim Assisiance Dept
P. O. Box 105069 P. C. Box 9532 P. O. Box 6790

Atlanta, GA 30348 Allen, TX 75013 Fullerion, CA 92834

EX8) 7p6-0008 (BK8} 397-3742 {BDQ) 630-7289

TTY: (3665) 478-0030 TTY: (800) 735-2989 TTY: (877) 533-7803
www.cquifax.com WAW.cxper WW,

For more information: To Jearn more about how 10 protect yoursetl against identity theft, visi
the Fedaral Trade Comm:ssmn s identity theft web stte at

; g8 or call the Federal Trade
Com:mssum hotlise at 1-877-IDTHEFT (438-4338). You can also call or visit the FTC web site
10 Teport any incident of suspected identity theft. You can find resources 2bout identity theft af

Lmdmngz s Smart Bon'owcr Center at bifp;-www lendingtres. com/smartborrowery Profecting-

IFYOU HAVE ANY QUESTIONS. CONTACT LENDINGTREE AT 866-305-88 14



Questions and Answers

Q: What happened at LendingTree?

Raecently, LendingTraa 'eamad that savaral former employees may have taken Cornpany
passwords and given them 10 a hanciul of landers, These lenders then used tha passwords to
access LendingTree cusiomer information files, normally available onty 10 LendingTrae-
approved lenders, 1o market Ioans to LandingTree’s customerns. Tha files contained loan
rgquest dala such as name, address. email address, lelephong numbaer. Social Security
number, income and empioyment information.

Q: How did you learn about i?

Our internal security uncovered this situation. We began an intemal Investigation and reported
it to the authorties. Wa continue to assist the authorities and are telling our customers as soon
as it was possible 1o do s0.

Q: What kind of customer data was compromised?

The files containad loan request data such 28 nams, address, smail address, telephone
number, Social Security number, income and employment Information.

Q: Was my credit card information compromised?
Na. Credit card infarmation {(such as account number of account balance) was not invoived.
Q: What is being done to prevent this from recurring?

After LendingTree leamed of this situation, we giickly contacted the authorities, and
LendingTrea is helping with their investigation. We promptly enhanced the security of our
system s0 that this situation couldn't happeain again. \Ve also brought lawsuiis against ths
landers and other persons involved.

Q. Is my personal information safe?

Again, we have no reason 1o believe any entity theft or fraudulent financial activity resulted
from this sitation. You stil!l mght want to gel a free credit report and file a fraud alert with the
credit bureaus. Whan you gst your crediit report, fook for any accounts yous didr'l open andjor
inquiries from creditors that you didn't inftiate. i you see anything you dor't undarstand, contact
tha credit bureau

Q: | didn't apply for a mortgage, but ! did apply for a credit card, auto loan, or personal
loan. is my information at risk?

LenaingTrea believes that the information accessed was fimited to mortgage customer [oan

requests anly, which were then used by the morigage lenders 1o solicit those cuslomers for
morgage loars.

'F YU HAVE ANY GUESTHONS, CONTACT LEND NGTREE AT 456.605-EB74



Q: What should | look for?

Whan you get your credit repot, look for any accounts you didat open andfor inquires from
craditors that you didn't initiate. If you see anything you don't understand, contact the credd
bureau and discuss your repert with tham.

Q: What should I do if | discover susplcious transactions on my credit report?

If you se@ anything suspicious, you should contact tha credit buresu 1o report the suspicious
{ransactions and work to have them removed. You may also want o file a fraud alert with the
bureaus.

Q: What [a a “fraud alert”?

If you place a fraud alert in your credit i@, potential creditors must either contact you or iake
additional steps {0 verify your identily before acting on a credit request. Fraud alerts maks it
hard for others to steal your identity to get cradit. if you think that you've been a victim of
identity theft or fraud, contact one of the three major credit bureaus to place a fraud alert on
your account. The bureau you contact will forward the fraud alert 1o the other two bureaus on
your behalf, so you don't need o contact all thyee bureaus yourself. [nitlal fraed alerts stay on
your credi file for 90 days. Tha bureau will teil you how to extend tha fraud alert, which may
require you {0 gel a police report or other evidence of identity theft or raud. Remembar thata
fraud alert may delay cradit approvals.

Q. Whers can | get more information about identity theft?

You mnﬂndresourmaboulmntﬁymenat LmdmngsSmnBonUwCanter

Q: Who do 1 call if| havs further questions?

You can call LendingTree at 866-505-8874 o speak with ona of our customer service
representatives who are available from am EST fo Spm EST seven days a week.

Q: Is there a company contact that | can cail to verily that the email or {etter | received
actuclly came from LendingTree?

You can call LendingTree at 868-505-8874 to speak with one of our customer service
representatives. Of coursa, it is alwaya prudent to varly the identity of any person before
providing any nonpublic information over the internet, by mall or on the telephone. In
particular, never provide personal information in rezponss to smaile about security
breaches unless you confirm thelr identity.

IF YOU HAVE ANY QLESTICNS, CONTACT LENDNGTREE AT 8366-505-4B74
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Q: What mortgage lenders wers involved in accessing LendingTree's customer
information?

We brought a lawsuit against Newpori Lending Group, lrvine, California; Home Loan
Consultants, Inc., Newport Beach, California; and Sage Cradit Company, levina, Caltfornia, in
connection with this incident.

Q: Is thars any evidence that these lenders used the information for anything other than
marketing (e.g., identity theft, efc.)?

Wae have no evidenca that any ideniity theft or consumer Yaud has resulted from this situation.
Q: ldidn't receive a letter or email. Is my information at risk?

LendingTree sent emails or lettars to the mortgage customers that it belleves, based onits
investigation to dats, might be at risk of having thedr information accessad and used by thesa

morigage companies to solicit mortgage loans.

Q: lapplied 10 LendingTree and heard from several landers who were not on my official
list of LendingTree landers. Doses this mean that my information was accessed, too?

Whenever you apply for a mortgage loan, you may hear from a variety of isnders. Many
maorigage companies purchase what are called “trigger fists® - lists prepared by credit bureaus
denifying consumers who have recently had their credit checkad - o find out who may be in
the marksd for a mortgags. This Is legal although 1t may result in you hearing from morgage
companies you do not racognizse.

i you wish 10 opt out of the cradit bureau's trigger lead program, ihere ane two ways for you 10
take action. One way is fo complete and submit a form anline at www.optoutprescriasn.com.
This method stops trigger eads for five years. Tha other way is to complete a separate form at
the same Web site and then print, sigh and mail a letier ganarated by that form o confirm your
opt-out request. This method stops trigger leads permanently.

Q: What actions can | take 1o protect myseH?

Again, we have no reason to believe any identity theft or fraudulent financial activity resulted
from this siuation. In these circumstances, though, it makes sensa for you lo get a iree credit
report and check for any iregularities or suspicious fransacions, discuss any concems with the
credit bureous, and consider whether to file a froud alert. You aiso shouid also be vigilont for 12
1o 24 months in reviewing bank and credit card stalements and any future cradit reports.

Q: How can | get a free credit repont?

Youi can get a free copy of your coadit report 2ach year a1 www annupicreditreport com of by
caifing 1-877-322-8223.

FrOU HAVE SNY QUESTICNS, CONTALT LENDTGTREE AT 386-505-8874
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April 21, 2008

Dear LendingTree Customer:

We want you 1o know that some loan request forms our customers sent to LendingTree may have been seen by lenders
without our consent. These lenders then used the forms to market their own mortgage loans to our customers. While we
don’t believe that the forms were used for any other purpose, we want yvou to know what happened and what we did to
correct this situation, as well as what yon can do to monitor your credit records.

What Happened and What We Did

Recently, LendingTree leamned that several former employees may have helped a handful of miortgage lenders gain access to
LendingTree’s customer information by sharing confidentin} passwords with the lenders. When we learned of this situation,
we quickly contacted the authorities, and LendingTree is helping with their investigation. We promptly made scveral
system security changes. We also brought lawsuits against those involved.

Based on our investigation, we understand that these mortgage lenders used the passwords to access LendingTree’s
tustomer loan request forms, normally available only to LendingTree-approved lenders, 10 market loans to those customers.
The loan request forms contained data such as name, address, email address, telephone number. Social Security number,
income and employment information. We believe these lenders accessed LendingTree’s loan request forms between
October 2006 and curly 2008.

What You Can Do

Again, we don’t believe any identity theft or fraudulent financial activity resulted from this situation. However, we suggest
you get a free credit repori. Look for any sccounts you didn™t npen and/or inquiries from crediters that y nu didnt initiate.
If you see anyihing you don't understand, contact the credit hureau. If you see anything suspicious. vou ruay waei 1o file a
fraud alert with the burcaus, For mere information on how 1o do this. please refer to LendingTree's Guide o Prorecring
Foser Credit aud Tdemiity (chiciosed).

Where (0 Get Mare lnfoemation

Ve regret any incomy enfence and apelagize for any navastcd mortgage cails you may have teceivud o inams mtbnmation
sbout this situminn. and for misee mformptien en vhat you can do, please refer to the antachus Questions X tnovers Sheet
Dieerely

e S )

N - A .

Al e Fovrrio

20 s



LendimgTree’s Guide to Protecting Your Credit and Identity

Identity theft occurs when somconc uses your personally identifying information - like yonr
name, Social Sccurity number, or credit card number - without your permission 10 commit fraud
of ocher crimes. All consumers should know about identity theft and what steps they can take to
reduce the risk of identity theft or fraud, We suggest that you remain vigilant by rovicwing
account statements and monitoring your credit reports for the next 24 months.

Free Credit Reports. You can gcmfn:ccopy of your credit report cach year at
www.annvalereditreport.cont or by calling 1-877-322-8228. When you get your credit report,
make sure that 21l information in the report is current and accurate, If you see any unawhorized
Iransactions or inaccurale information, call the credit burcaus and have the information deleted.

Fraund Alerts. If you place a fraud alert in your credit file, potential creditors must cither contact
you or tuke additional steps to verify your identity before acting on a credit request. Frawd alerts
make it hard for others 1o steal your identity to get credit, 1f you think that you’ve been a victim
of identity theft or fraud, contact one of the three major credit bureaus to place a fraud alert on
your account. The bureau you contact will forward 1he fraud alen 1o the other two bureaus on
your behalf, so you don't need to contact all three bureaus yourself. Initial fraud alerts stay on
your credit file for 90 days. The burcau will tcll you how to extend the fraud alert, which may
require you to get a police report or other evidence of identity theft or fraud. Remembes that a
‘raud alert may delay credit approvals.

Contact the Credit Bureaus

Equifax Experizn TransUnion

Office of Frond Assistance. Credit Frand Cenier Frand Victim Assistance Depr.
P. O. Box 15069 P. O, Box 9532 P. O, Box 6790

Atlanta, GA 30348 Allen, TX 75013 Fu'lerion, CA 92834

{BEK) 766-0008 (888) 397-3742 (300) 680-7289

TTY: (B65) 478-0030 TTY: (800) 735-2959 TTY: (B77) 533-T803
www.coufax com WWW . cxperian, WAt com)

For more Information: To learn more about how 10 protect yourself against identity thefl, visil
the Fedenl Trade Couunlssmn s ndermry theft web sue at

bz ; or call the Federal Trade
Commxssm bo!lme at l-8?7-TDTHEFT {438-4338). You can also call or visit the FTC web site
10 repom any incident of suspected identity theft. You can find resources about identity theft at
LendingTree's Smart Borrower Center 2t ittp:Aown Jendingiree. com/smaribarrower; Protecting-
Your-PrivacyiProtecting Your-Privacy. aspx.

IFYOU HAVE ANY QUESTIONS, CONTACT LENDINGTREE AT 566-303-8874



Questions and Answers
Q: What happened at LendingTres?

Racently, LandingTres 'eamed that several former employees may have laken Company
passwords and given tham o a hanciul of lenders. Thesa ienders than used the passwords to
access LendingTres cusiomar information files, normally available only 1o {endingTree-
approved lenders, to market Ioans to LendingTree's customers. Tha files contained loan
request data such as name, address, email address, telephone number, Social Security
number, income and employment information.

Q: How did you learn about it?

Our intemal security uncovered this situation, ‘We began an intemal investigation and reported
it to tha authorities. YWe continua to assist the authorifies and are tefing our Customers as soon
as it was possible to do so.

Q: What kind of customer data was compromised?

Tha fies containsd foan request data such as namas, address, amail address, islephone
number, Social Security number, income and employment infarmation.

Q: Was my credit card Information compromised?
No. Credit card information (such as aceount number or account balance) was not involved.
Q: What is being done to prevent this from recurring?

After LendingTree learned of thig situation, we quickly contacted the autharities, and
LendingTree is helping with their investigation. We promptly enhanced the security of our
system so that this situation couldn't happen again. We also brought lawsuits against the
‘enders and other persons involved.

Q: ls my personal Information safe?

Again, we have no reason io balieve any identity theft or fraudulent financial aciivity resuiled
from this situation, You stilf might want to gat a fres credit report and file a fraud aler with the
credit bureaus. When you get your credit report, look for any accounts you didn't opan andior
inquiries from creditors that you didn't iniiate.  If you see anything you don't understand, contact
the credit bureau.

Q: I didn't apply for a mortgage, but | did appty for a credit card, auto loan, or persanal
loan. ls my information at risk?

LercingTree believes that the information accessed was fimited fo mortgage customer foan

-aquests only, which wars then used by the morlgage lenders lo solicil those customers for
horgage loans,

IF YOU HAVE ANY QUESTICMHS, CCNTACT LEND.NGTREE AT 3£6-505.-3874



Q: What should | look for?

Whan you get your credit repor, look for any accounts you didn't open andfor inquiries from
creditors that you didn't initiate. if you see anything you don't understand, contact the cradit
bureau and discuss your report with them.

Q: What should | do if | discover suspicious transactions on my cradit report?

if you see anything suspicious. you should contact the credit bureau to report the suspicious
transactions and work lo have them removed. You may also want to file a fraud alert with the
bureaus.

Q: What is a “fraud alent"?

If you piaca a fraud alert in your credit file, potential creditors must elther contact you or ‘ake
additional steps to verify your identity before acting on a credit request. Fraud alerts make it
hard for pthers to steal your identity to get credit. If you think that you've been a victim of
identity theft or fraud, contact one of the three major credit bureaus to place a fraud alert on
your account. Tha bureau you contact will forward the fraud ajert io the other two bureaus on
your behalf, 50 you don't nsed 1o contact all three bursaus yourself. Initfal fraud alerts stay on
your credit file for 90 days. The bureau wil tefl you how to extend the fraud alart, which may
require you o get a polica raport or other evidenca of identiy theft or fraud. Remember that a
fraud alert may delay credit approvaly.

Q: Whera can | get more information about identity theft?

You can ﬂnd resoufces about idmﬂty thert at Lendmngo 5 Srnart Bonowef Center

Q: Who do i call if | have further questions?

¥ou can call LendingTrze at 868-505.8874 to speak with ane of owr cusiomer service
representativas who are available from Sam EST fo 9pm EST seven days a week.

Q: Is there a company contact that | can cafl to verify that the email or letter | received
actually came from LendingTrec?

You can calt LendingTres at 866-505-5874 to speak with one of our customar service
~epresentstives. Of course, 1t is always prudent to verify the identity of any person before
praviding any nonpublic infarrmation over the internet, by maill or on the telephone. in
particular, never provide personal information in response to smaile about security
breaches unless you conffrm thelr Identity.

P TCOU HAVE SNY (ZLESTIONS, CONTACT LENKDUMNGTREE AT 656-503-8874



Q: What mortgage ienders were involved in accessing LendingTrae's customer
information?

We brought a lawsuit against Newport Lending Group, Irvine, California; Home Loan
Consultants, Inc., Newport Beach, California; and Sage Cradit Company, irvina, Calfornia, in
connection with this incident.

Q: s there any svidence that thesa lendars used the information for anything other than
marketing (e.g., identity theft, etc.)?

Wa have no evidance thal any identity theft or consumer ‘raud hasg resylted from this situation.
Q: {didn't recaive a lsttar or email. Is my information at risk?

LendingTrea sent emails or letters to the morigage customers that it bellaves, based on its
invastigation o date, might be at risk of having thelr information accessed and used by these
morigage comparnies to sofict mortgags ioans.,

Q: | applied to LendingTres and hisard from Several landers who were not on my official
list of LendingTree lenders. Does this mean that my information was accessed, too?

Whenever you apply for a morigage loan, you may hear from a variety of lenders. Many
morigage companies purchase whal am called “trigger lists” - fists prepared by credit bureaus
identifying consumers who have recently had their credit checked — to find out who may be in
ihe market for a mortgage. This is legal although it may result in you hearing from moitgage
comparies you do not recognize.

IT you wish 1o opt out of the cradit bureau’s trigger [ead program, there are two ways for you to
take actioin. One way is 1o comblete and subind 2 form online at www.oplouiprescraen com
This method skops rigger jeads for five years. The other way is to complete a separate form at
the sarme Web sils and then prini, sign and mail a letter genaratad by that form to confirm your
opt-out raquest. This method stops trigger leads permanently.

Q: What actions can | take to protect mysel?

Again, wa have no reason to believe any identity theft or fraudulent financial activity resutted

from this situation. 1n these circumstances, though, #t makes sense for you to get a frae credit

report and chack for zny ireguianties or suspicious fransactions, discuss any concemns with the

credit bureaus, and oongider whether to file a fraud alert. You also shouid also be vigilant for 12
io 24 months in reviewing bank and credit card stalements and any futurs credit reports.

Q: How can | get a free credit report?

You can get a free copy of your credit mport each year at www annugicreditreport com or by
r.alling 1-877-322-8228.

F YOU HAVE ANY CUESTIONS, CONTACT LENDINGTREE AT £56-503-8874
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U.S. Department of Justice

s

Federal Bureau of Investigation

|!I. Reply, Please Refer to 400 S. Tryon Street
File No. Suite 900

January 10, 2008

Lending Tree

Scott Cammarn

Information Security Director
11115 Rushmore Drive
Charlotte, NC 28277

RE: Request for Non Disclosure

Dear Mr. Scott Cammarn:

The Federal Bureau of Investigation has initiated an
investigation into the unauthorized access and possibly criminal
breach of Lending Tree's customer database alsc known as Lender
Web Apex. The outstanding cooperation obtained to date from
Lending Tree has been instrumental in identifying suspects and
various leads.

The FBI respectfully requests that Lending Tree
postpone it legal obligation of public disclosure to its valued
customers of this potential security breach. Notification at
this time may impede the criminal investigation or jeopardize
national or homeland security.

Sincerely,

Nathan Gray
Special Agent in Charge

By:!ZthJ'I:.:]Béqsz/é;_
David Johnson
Supervisory Special Agent



