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April 18,2008 

Stephen H. Levins 
Executive Director, State of Hawaii 
Department of Commerce and Consumer Affairs 
Oftice of Consumer Protection 
Leiopapa A. Kamehameha Building 
235 South Beretania Street, Suite 80 I 
Iionolulu, Hawaii 96813 

Re: Notitication of Security Breach Incident 

Dear Mr. Levins: 
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LendingTree, LLC is writing to notify you of an information security breach involving the 
personal information of Lending Tree's mortgage loan customers. 

As you may be aware, LendingTree is an online mortgage lead aggrcgator; consumers complete 
loan request torms on LendingTree's website (or over the telephone with LendingTree's 
Customer Care unit), and LendingTree then matches the consumers with lenders on its network 
who provide initial mortgage loan offers to the consumers. In addition, LendingTree otTers 
rdated services under its trade name, "GetSmart." Under the GetSmart program, consumers 
typically provide less information and are matched with lenders on the network, but the matched 
lenders do not provide initial mortgage loan offers; instead LendingTree provides contact 
information to the lender and the consumer. 

LendingTree recently discovered that several former employees may have misappropriated 
passwords that allowed access into LendingTree's files containing customer information. We 
believe these former employees provided the passwords to three lenders who were not authorized 
to access LendingTree's customer information, All three lenders were at various times members 
of the LendingTrce network oflenders. 

Those three lenders used the passwords to access loan request information to which they were 
not entitled, and the lenders then solicited the LcndingTree (or GetSmart) customers for 
mortgage loans. The information that the lenders had access to included name, address, email 
address, telephone number, Social Security number, income and employment information. 
LendingTree has no indication that the customer information was used for any purpose other 
than to solicit our customers for mortgage loans, In essence, we believe this situation involves 
three mortgage companies that wished to market mortgage loans without paying fees to 
LendingTree, We do not believe this situation involves any fraud on the consumer or identity 
theft According to our investigation, we understand that this activity occurred between October 
2006 and early 2008. 
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When we discovered the situation in carly 2008, we promptly reported the situation to the 
Federal Bureau of Investigation and we have been cooperating fully with the FBI's investigation. 
The FBI requested that we not disclose this situation while its investigation was ongoing, 
hecause any disclosure could negatively alTect the FBI's investigation. The FBI has now 
indicated that we may disclose this publicly. 

LendingTree also conducted extensive internal investigations and took steps to block further 
access by these lenders and to enhance and strengthen the security of our system and password 
management. In addition, we brought legal action against the mortgage companies and others 
involved in this activity. 

Based on our internal investigation, on a nationwide basis, LendingTree identified roughly 5,600 
LendingTree and GetSmart mortgage customers whose conlidential nonpublic information we 
know was inappropriately accessed by these lenders between December 2007 and early February 
2008. These customers are being notitied of this situation on Monday, April 21'1. In addition, 
we are sending a similar notice to a larger group of mortgage loan customers who submitted 
Ll:ndingTree or GetSmart loan requests during October 2006 through December 2007; with 
respect to this larger group, we believe the mortgage companies may have in fact accessed the 
information of only a small percentage of those individuals, but due to system constraints we 
cannot identify which files were accessed. As a result, we are sending the notification to all of 
them. 1be notices include a description of what happened and how customers can obtain free 
credit reports, place initial fraud alerts and obtain other general information about how to protect 
their personal information. Again, we have no reason to believe that the information was used in 
any way other than to solicit the customers for mortgage loans. However, because the 
information was accessed inappropriately, we concluded it was appropriate to notify affected and 
potentially affected customers. In total, 8,368 consumers in the State of Hawaii are receiving a 
notice from LendingTree concerning this incident. 

Please feel free to contact me at (704) 943-8248 if you have any questions. 

Scott A. Carnmam 
Senior Vice President & General Counsel 

Attachments 

cc: Mark Merritt, Esq., Robinson Bradshaw & Hinson, P.A. 
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LendlngTree' 

We want you to know that recent loan request fOl'llll submi1t£d to us by certain customers, including you, were seen by 
lenders widwut our ccmsent. These IODders then used !be forms to marlcet to those custumen the 1000000' own mortgage 
10 ..... While we don'! believe that the forms were used for any other purpose, we want you to know what happened and 
what we did to cCJl'!'eCt this situation, as we)) as what you can do to monitor your credit records. 

What Happened and What We Did 

Recently, LendingT= learned that several fanner employees may have helped a handfu) of mortgage IODders gain access to 
LendingTree's ~infonnatiOD by sharing confidential passwords with the 10Dden. mOD we learned of this situation, 
we quickly contacted tbe authorities, and Le:odingTrce is helping with their investigation. We promptly made several 
system security changes. We &Iso brought lawsuits against those involved. 

Based on our investigation, we understand that these mortgage lenders used the passwords to access Le:odingTree's 
customorloan request forms, nonnaJJy available only to LendingTree-approved lenders, tn market loans to those customers. 
The loan request forms contained da18 such as name, address, email address, telephone number, Social Security number, 
income and employmODt information. We believe tbe .. lenders accessed Le:odingTree's loan request forms between 
OClober 2006 and early 2008. 

What You Can Do 

Again, we don't believe any identity theft or fraudulent financial activity resulted from this situation. However. we suggest 
you gel. free credit report Look for any accounts you dido' I open andlor inquiries from creditors that you dido'l initiate. 
If),o" see anything you don'l understand, contact the credit bureau. If you see anything suspicious, you may want to file a 
fr::md alert with dle bureaus. For more information on how to do u-Js, please refer to LendjngTree's Guide to ProleL'ring 
Your Credit and Identity fenclosed). 

\Vbere to Get \1 ore Information 

-··Ve regret;my incoDvenlence and apologize for any uuv~;anted mortgage caJIs you may r:ave recelved. For more information 
~hout this situation, :10d for more inforrnaticn on what you can do. piea&e refer to the dltached Questions & Answers Slreet. 

;f .. L. Barris 
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LendlJllTree's Guide til Pnnctiaa Your Credit and Identity 

Idrntity theft occurs wben someone uscs your pcrsonally identifying informatiou ., like your 
name, Social Security number, at credit card nwnber - "ithout your pennisslOllIO COOlIIllt fraud 
or .:>tIler crimes. .\11 consumers should know about identity theft and w bat stepS they can take to 
n:ducc the risk ofidcntity theft or fraud. We suggest that you remain \;gilimt by =iC'l\ing 
.1ccount lrtalemen15 and motritoring )'our credit reports for the next 24 mont:hs. 

Free Credit Reports. Yau can get a frc:c coP)' of your credit report each yew at 
www.anru .. lqedilreJ!o!1.comorbycallinlll-877"322~28.\\>.be!I you get your credit report. 
make sun that all information in the report is curmJt and occurat:e. If you see any unauthori7.ed 
tl'8J1l11lctions or inaccurate information. call the credil burcaUi and have the infonnation deleted. 

Fraud Alerts. If you plac:c a fraud alert in your credil file, potential creditors must either conlllct 
you or take additional steps to veritY your identity bc:tixc actios OD a credit n:qucst. Fraud ah:rts 
make il hard for othcn to Sleal your identity to get credit. If you think that you',oc bcea a \ictim 
of identity theft or fTaud, contact one of the three majgr credit bureaus to plaee a fraud aJert on 
your aooount. The b\lleau you conl8Ct ""i11 focward tbe fraud alert 10 the other I'\I!O bureaus 011 
your behalf, so you don't need 10 contaR all three bureaus yourself. Initial fi'aud alerts stay 011 
your credit file for 90 days. The blU'C81l wiD tell you how to -.! the fiaud alert. which ""'Y 
require you 10 get a police repon or other C\'idence of identity tbeft or fIoaud. Remember that a 
fraud alert may delay credi1 apprllvals. 

Contact Ibe Credit Bureaus 

I::qulfu 
Office of Fraud Assistance. 
P. O. Box 105069 
AtI.,,1a. GA 30348 
(S38) 7t\6-000S 
TTY: (866) 478..(1030 
www.coWin cam 

Expmaa 
eredil Fraud eCDte. 
P. O. Box 9532 
Allen. TX 75013 
(S8S)397.3742 
TTY: (BOO) 735·:989 
W1A'W;cmqiag.com 

Tranl!DiM 
fraud Vic:dm AssistaDce Depr. 
P. O. Box 6790 
Fullerton. CA 92834 
(BOO) 61(). 7289 
TTY: (877) 533-1S03 
''''' ... ' ,toe rrnp 

I'or more information: To Jearn more about bow to proleCt yourself against identity th~ft. ,isil 
the Federal Trade Commission's identity theft web site at 
hl/ll;/!u",,·.fk.w,'hc!1/edwlnkw'iIq,jdlh.lIl<tJ1W1!1W7!/jrrd4htmi or caD the FcdcraI Trade 
CommissiOl1 hoIIin~ at I ·871-IDTHEFT (438-4338). You can also call or I'isit!be FTC web sile 
to report any incident of suspected identity theft. You can find resources about identity theft at 
LcndingT R:'e'S Smart Borrower Center at http://wM~'.lendiRgtn?l!_rom/smanborrowerIProtr!cring. 
YQur-P";wln.~,''Pro(t!(,ting .. Your-Privu('J.a.'''P:r. 

iF YOU HAVE ANY QlJESTlO:'l.S. CO'JTACT lENDll\GTREE.\ T ~('6-505·SR]4 
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Questlona and Answers 

Q: What h89Pened at LendlngT .... ? 

Recanlly, LendlngTreelelll'l111d that several former employees may have laken Company 
passworos and given them to a handful of lenders, These lender.! then used the passwords to 
access LendingTree customer information files, normally available only 10 LencfongTree-
approved landers, to marIcet loans to LendingTree's customers. TIIII files conlaJned loan 
'eqI.I95I data sud'I as nartle, address. email address.leiephcne number, Social Security 
number, Income and employment Information. 

Q: How did you I.am aboUt it? 

Our Irrtemaf security uo<:OYered this situation, We begen an internal Invesligallon and reported 
t to Ihe au1horiIies. We continue 10 assist Ihe authorities and are telling our cuSlllmenl as 90011 
as It was possible to do so. 

Q: What kind of custom. dlltll was compromised? 

The IBes contained loan request data such ~ name, address, email address, telephone 
number, SocIal SecurIty number, Income allCl employmenllnformatlon, 

Q: Was my credit card information compromised? 

No. Credit card infonnation (such as account number or account balarn:e) was not involved. 

Q: What ta being dona to prevent this from recurring? 

After lendingTnealeamed of thiS situation, _ qUickly confacted the authorities. and 
LeoolllgTree is helping with their inYestigation. We promptly enhanced the security of oor 
system so !hal this situation couldn't I iappM again. We also brought lawsuits against Ihe 
lenders and other persons invQIved. 

Q; bi my per.onallnrormatlon liafe? 

Again, we have no reason 10 believe any identity th~ or fraudulent financial activity resulted 
from Ihis situation. Yoo still might want to get a free credit report and file a fraud alert with the 
creclij bureaus. When you get your credit report, look for any acoounts you didn't open and/or 
inquirloo from ore(fl1Dfll that you dldnllrlltlatc. If you ooe anything you don't undorolIlnd. colllOOl 
the credit bureau. 

Q: I didn't apply for a mortgage. but I did apply for a credit card, auto loan, or personal 
loan. Is my Infonnatlon at risk? 

leOOingTree believes Ihat the inrormatiOn accessecil'las limited to mortgage customer loan 
:equests onty, which were then used by the mortgage I"nders to SOlicillhose customers for 
mortgage loaros. 

'F YOU HAVE N.Y QUEST:ONS, CCNTAGT I£NDNG1REE AT d56·505·BB74 
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Q: What shouklilook for? 

When you get your credlt report. look for any accoooIs you did" 1 open andlor inquiries from 
ctealtors that you didn't Initiate. If you see anything you don't understand, oonIaCt the ctedit 
bureau and cJl$cuss ~ur report with them. 

Q: What should I do if I discover suspicious transadlons on my c:recIIIlWPOI1? 

If you see anytfling suspicious. you should contact the crec:ll bureau to report the suspicious 
transactions and work to f1ave them removed. You may also want to me a fraud alert with the 
bureaus. 

Q: What .. II "fraUd alert"? 

If you place a fraud alert in your cradft ftle, potential aedilDnl must either contact you or lake 
addillonal steps to verItY your identity befate acting on a credit request. Fraud aIeIts make it 
hard for CIIh ... 10 steal your idefllily 10 g.r cradit. If you think IhIII you've t.n a victim ~ 
identity theft or fraud, contact one ~ 1he thnIa major credit bI.Ireaa 10 place a fraud alert on 
your accounl Th!t bureau you contact will rotwardlhe fraud alert to the other two btJreMJs on 
your behalf, so you don't need 10 conI8c:t allhrwe bureau, yourself. Initial m.ud aIer1s st.y on 
your aedl file for 90 days. Th!t bI.naU Will tell you hOW to extend the fraud alert. which mil)' 
requinl you 10 gel a police report or oilier evicklnce of ldenllty Ihe!t or fraud. Remember that a 
fraud alert may dNy credit approvals. 

Q: Wher. can I 981 mO/'llnformatlon about Identity theft? 

You can lind resources about identity Iheft at LendingTree's Smart Bonower Center 
httptlwwWJopgInqtrM oomIImsrIboapW!!lplpfot!tiag .. Y9fI'£t1ra£V1Pmte;ttng. YN-
Privicv ....... IX" viii the Federal T radii CommisSiOn'. web$ib; col 
http;{/www.!l.c.qoyI!mfectwmiqpU!!S.fdtheM?onsumeMldex.h/nt. 

Q: Who do I cIIl if I have further questions? 

You can c:aIll.endlngTree at 866·505-8874 to speak with on" of our customor servico 
representatives whO are available from 9am EST 10 9pm EST seven days a MeII. 

Q: t. Iba,. II company contact Ihet I can call to verify that the email or l.tIer , received 
aotuaJly _ from LcndlngTrcc? 

You can caH Leod1"llTree aI866-505-8874 to speak willi ona of our customer sarvlco 
representatives. or coursa, it is always prudent 10 verify 1he Idenllly of any person before 
providing any nonpubUc Irlformatlon 0\IfIt the Internet, by mail or on tha telephone. In 
particular, _ """,ldtllWl"SOnal inf_tlen In ,,"ponH to 1HMl .. about "eeurity 
l:>reac:hes unless you confirm their Identity. 

IF YOU HAVE my QuESTICNS. CONTACT Lff'O:'lGTREE AT 866-505-8814 
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Q: What mortgage lenders were Involved In ~sslng LendlngTree's customer 
information? 

We brought a lawsuit against Newport Lending GrouP. l!Vinet, Caliromia; Home Loan 
Consullanll. Inc .• Newport Beach. California; and Slgt Crad~ COmpany. INIne. california. in 
coonedlon with \hIs incident, 

Q: Is there any evidence that these IendeI1I used the Infonnatlon for anything other than 
marbling ( •. g~ identity theft, &tc:.)? 

We haw no B\lldenee \hill any identity theft or consumer 'raud hat resulted from this situation. 

Q: I didn't receive a 18II1II" or email. Is my information at risk? 

LendlngTree sen! &mails or IetteIs 10 !he mortgage customers thalli believes. based on its 
investigation 10 dale, might be at risk 01 having their information accessed and used by these 
mortgage c:ompani8$ to solei! mortg8ge loans. 

Q: I applied to LendingT,.. and heard from several lenders who were not on my official 
list of LandlngTrw 1.'-". Don this mean that my inform.tlon __ I_S.ed, too? 

~ver you appiy far a mortgage loan, you may r- from a variety of lenders. Many 
morIgage c:om~ pun::ha$e what are called 'trigger lists' - lists ~ by cred~ bureaus 
identifying conswners who have _tty had their credit checked -10 lind oul who may be In 
the In8IXet for a 1TIOItgagII. ThIs is legal although II may result in you hearing nom mongage 
COIT\I*Iies you do not rec:ogni.1:a 

If you WiSh 10 opt out of the credit bureau's IrIgger lead program. ;here are two ways far you 10 
take adion. One WfI'/ is 10 camplete and submit a form online at www.op!autpr~.Com. 
This method stops IrIgger leads for five years. The ~ way is to complete a separate fonn at 
th.e same Web site and then print. sign and mail a letter generated by that fomIlO conftIITI your 
opl-out reque$t. This method $lops trigger leadll)ermanently. 

Q; What action5 can I lake 10 protect m)'5a11'7 

Again, _ have no reason 10 believe any identity theft or fraudulenl financial aclivity resulted 
from this sllualion. In these drcumstances, though, it makes sensa for you 10 get a free c:-edit 
report and chec:k for any ~rities or susl)icious lransactioml. disc:uss any COI1C1JfTl5 with the 
aredlt bunloUf), and oonslder whether to file a froud alCrL You aIoo DhOUid aIoo be vigilant for 12 
10 24 months in reviewing bank and credit card slalemenls and any future c:tediI repot1S. 

Q: How can I get a free credit report? 

YOI,! caro 99t ill fro:e r..opy Qf yQl.lr cr~it P!'pOrt·?!!>C.h Y"'i!r '" www ~n.,,,~IW~oort.('.(>~ or "y 
,,;aIling t-S77·322-S228. 

:F YOU HA .. E /; NY 0 LJ EST,QNS. ':')NT ACT LENDINGT«EE AT 866·505-8874 
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AprO 21, 2008 

D ... LendingTr •• Customer: 

We want you to know that some loan request forms our customers sent to LendingTree may have been seen by lenders 
without our consent. These lenders then used tbe forms to mad<et tbeir own mortgage loans to our customers. While we 
don 'I believe that the form. wera used for any olber purpose, we want you to know what happened and what we did to 
correct this situation, as well as what you can do to monitor your credit records. 

What Happened and What w. Did 

Recently, LendingTre. learned that several former employees may have helped a haodfuJ of mortgage lenders gain access to 
LendingTree'. customer inform.tion by ,haring eonfidential passwords with the lenders. VVben we learned of this situation, 
we quickly contacted the authorities, and LendingTree is helping with their investigation. We promptly made .everal 
system security change.. We also brougbt lawsuits against those involved. 

Based on our investigation, we understand tbat these mortgage lenders used the passwords to access L'ndingTree's 
customer loan request fonns, normally available only to LendingTree·approvcd lenders, to market loans to those customers. 
The 101lll request forms contained data such as name, address, email addres., telepbone number. Social Security number, 
income and employment informlltion. 'Ve believe these lenders accessed LendingTree's loan request forms between 
October 2006 and early 2008. 

What You CaD Do 

Again, we don't believe any identity theft or fraudulent tinancial activity resulted from this situation. Ho'~evcr, \\ie sLlggest 
you get a free credit n::pnI1. L.wk for :lny aC'..cuunts: you didn"t open and/or inquiries from aeditcrs that }OU didn't initiate. 
If you see anything yuu don t understand, contact the credit bureilu. If you see anything suspicious. you r.lay want to tile a 
fraud alert wilh the bllrl':;u~, Fnr rnere In fnnnation iln hmv to do this. piCtl,5'c refer to Lending T fee \, Guidi' iO PrOTeCfil1.f! 
rOUT Credit ::lIui Idellrit} (t::;~ 1.):-cJ,I 

\Vhere to Get .'\-lort! lllfofmaliiln 

Ne r;::gret :U1Y inC!!ll'. ,'II!'~!A:' "nd ,)po!"!!-:7C' t0r ;my !i;1~ :IJJh-d t:l(lft~fli2C calls yOU may h~!\c l(;('cl\ .'1 i ')1 i;H "',; !;li"NDi<llion 

~h!lllt this .~jtl.;:.!li('n .11!,j '(',r 'l1'i!'~ 'ilfc'r:;~ati(,n I'll '~'hat:\ 0;1 (:In ,j(), r!c<l.~e reter to the ~1;j;:h.:hl'l (llfl'.~,j(lll" ,\:' !n\I\:f'n \'f1ed 

,,< .'. 
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un.u.ITree's Guide to Prolectlna Your Credit and Identity 

Idattity tbeft occurs "ilco someone uses your personally identifying informatioo _. like your 
name, Social Security oumber, or credit card number - wilhoul your pennjssion 10 cammil fraud 
or odIer crimes. AU CODSumm should know aboUl identity theft and \I' hat steps tbey can take 10 
reduce the risk or ;dentity theft or fraud. We suggest that you remain ,igilant by rt'VicwiD!! 
account statements and monitoring your credit reports for the next 24 monms. 

Free Credit Reports. You can gel a tnle copy of your credit rc:poI1 eacb )-car at 
.... 'WW.atl!lUAkredi!repOrl.com or by callina 1-877-322-82Z8. WbeII you get your credit report. 
make SUR Iblll all information in the report is curmlt and ~te. If you see any Wlauthorized 
lran ... ctionl or inaccurate information, call the credil bureaus and have the information deleted. 

FMlod Alerts. If you place a fraud alert in your credit file, potential creditors must either contact 
)'011 or take additiocal .1cps to v.-ri1Y your idClllity bcfon: actiDg 00 a cn:dit request. fnrud alerts 
make it bard for others to steal your identity to get rn:dit. If you think thai you've bccu a victim 
of identity lbeft or fraud, contact olle of the three major credit balreaus to place • fraud alert on 
>-our account. The bureau you Cootact will forwanllbe fraud alest to the otber IWO bureaus CD 
your behalf, so you don 'I need to contact all three bureaus yourself. Initial fraud .Iens stay on 
yOOJ' credit file Cor 90 days. The bureau ""Ulell )'011 haw to extCDd the fraud alert, .... hich may 
require you 10 get a police report or other evidence of Identity theft ot fraud Remember thai a 
;raud alert may delay ~t approvals. 

Contlel lhe Credit BUTeaU 

Equilu 
0fIice of fraud AssislaJlce. 
P. O. Box 105069 
AtllDta. GA 30348 
ellS!) 766-000II 
TTY: (866) 478-0030 
w\o\'W.cguifax com 

Exprrian 
Credit frODd CcnlC. 
P. O. Box 9532 
Allen. TX 750]3 
(888)397-3742 
TTY: (800) 735-2989 
W1A'W.cxpcrian.com 

iMlDll'aioa 
fraud Vicrlm Assisw.ce De1)l. 
P. O. Box 6790 
PU:]enon. CA 92834 
(800) 6lIO-7:!89 
TTY: (877) 533-7&03 
www.tuc·com 

For more Infol'JlUltion: To learn more about how 10 protec. yourself against identity theft. ,-isil 
tbe Federal Trade Conunission's identity theft web site at 
hlll",/I! .. "".Oc.w·lhc:pi(dulir!im"jlafWtbethvt!S_'T/ili""a hIm! or call the Fed<Tai Trade 
Commission botline at 1-877-IDTHEFT (438-4338). You can also call or l-isi.!he FTC w'eb site 
to Tepol1 any incident of suspected identity theft. Y 011 can find resources about identity !heft at 
Lending Tree'. Smart Borrower Cenler at hltp:,f",,,,,,·_/endffllrlree.rom/smanborrower/Prolectinf{= 
y our-pm'Q'1~/PrOII'('rinK" YOUI'-PriV{1(1J_(JSO;. 

IF YOU H;\ VE .\;-!Y QLEST10"<;. CO~TACT t_E~D1]1;GTREE AT :'C,{i·5t15·RR74 
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Questions and Answers 

Q: What happened at LendIngT,...? 

Recently. LQndingTree leamecllhal several former emplo)ftS may hl\'8 laken Company 
passwords and given !I1em to a handful of IendeIs. These lenders th«1 used the paliSWOrdS to 
access LendingTree customer infOlTMllOn files, normally available onPy 10 LendingTree-
approved 1IIIldIn, 10 markelloanll to LerdngTree'. cl.JSIomeB. The files contained loan 
request data sud1 as n_, addre$s. email address. telephone number, Social Secunty 
number, income iIIId employment Information, 

Q: How did you learn about it? 

Our Irrtcmal security uncovered this situation. We began an inlemallnvestlgatlon and reported 
I to tI1e authoIi\Ies. We <:OI1IInue 10 assist tI1e authoriIIes anel are teling ex. CUSIDmer9 as soon 
as it was possible to do so. 

Q: What kind of customer data __ compramIHd1 

The flies contained loan requ85t da .. sud1 ... name, address. smail address, telephol1e 
number, $odEll Security number, Income and employment Information. 

Q: Wn my credit card Infonnatlon c:ompromlsecn 

No. Credit card infonnation (sUCh as account rnmber 0/' acaJUnl balan-ce) was nol involved. 

Q: What is being done 10 prevent this from recurrfng? 

Allar Lending T roe learned of !hiS siluation, we quickly contac:Ied !tie aulhorities. and 
LendingTree is helping with their investigation. We promptly enhanced !he seaJrity cI our 
system so that this situation ccuJdn1 happen again. We also brought lawsuits again.st tI1e 
lenders ¥Id other persons involved. 

Q; 15 my perlOonal Inrormatlon 1HIf8? 

Again, Vie have no reason to bene .... any identity 1he1't or fraudulent financial acliYity resulted 
from t'lis situation. You still mighl want 10 get a free aedil report and file a fraud alert with the 
credit bu ....... When you get YOIW credit report. look for any accounts you cjlQn't open and/or 
inqtA100 from orcdIlom that ~ dJdn't inltiille. It you :leo C1nythJng you don', undorotlnd, oonloot 
the credit bureau. 

Q: I didn't apply for a mor1gage, but I did apply for a credit carel, auto loan, or personal 
loan. Is my Infonnation at risk? 

teMingTree believes mat the informa~on accessed was limited 10 mortgage customer loan 
'aques,1s only, which were then used by the mortgage !eneers to solicil those customers for 
"",rtgaga loans. 

IF YOU HAVE ,'NY QUESTlC~.S. CCrlTACT LEr<C;:',GPEE ,\T %6·505,3874 



) ) 

Q: What should I look for? 

When you get your credit report, look for any accoun1s )OOU didn 1 open andJOI' Inquiries from 
creditors that you didnllnjllate. If you sea anything you don't undarstalld, contact the Ctedit 
!:Jureau and dlsalsa your report with Ihem. 

Q: What should I do if I discover suspicious transaction. on my credit report? 

If you see anything suspicious. you should contBCI the CtlIdft bureau to report tile suspicious 
transactions and WOIk to have them removed. You may also want to file a fraud alert with the 
bureaus. 

Q: What hi a "fraud alert"? 

If you place a fraud alert In your credit ftle, potential credilcrs must either contact you or-:ake 
addlIionai st. to verity )'OUf icIen1ity befcra acting on a credit request. Fraud aleItS make • 
hard for oth_ to steal your identity to get credit If you think thaC you've been a vicIIm 01 
identity theft 01' fraud. contact one 01 the three major aadII bu~ to place a fraud alert on 
your accounl The bureaI.I you contact will rotward the fraud aJart to the other two bureaus on 
your behalt'. 110 yDU donl need to conl8ct al ttw. bu_ yotneIf. lnidal fraud alerts stay on 
your end. lIle for 90 days. The bunIau wi. tea you how to extend the fraud alert. which may 
require you to gat a police raport 01' other evIdenoa of identity theft Of Ii"aud. Remember that a 
fraud alert may delay ad approval .. 

Q: Wh_ can I get mOl1llnformation about ldenlily theft? 

You can lind resources abouIldenlity theft at lendlngTree's Smart Borrower Center 
htIp:I/nwJ«dJtJtJ" qqmlsrnortbgapwoppmtsctlng-Your.f't1y4CyJPJ'Mh;l=YOW'" 
Privicv,§. 01' via Iha Federal Ttide CommiS$iOn's website at 
hltD;/Mww.lfc.oovl'llC!Vedulmjcrositpfd!t!elflconsumelli"!nde&hl9. 

Q: Who do I call If I hav. further qv.tlons1 

You <;an caJll.eodlngTree al 868-505-8874 10 speak With one 01 our customer service 
represenl8l1Yes who are available frpm Sam EST to 9pm EST seven days a week. 

Q; I. there a company contact that I can caD to verify that the email or fettw I received 
ootuDily came from LcndlngTrec? 

You can calIlend1ngTrea at 8S6-505-S874 to speak with one 01 our customer service 
"epresentallYes. Of course. it is always prudent to V9fify the id9fltily of any person before 
providing any nonpubfie information over the Internet. by mall or an the telephone. In 
particular, nVVfl" provld9 p.~nal information In rnponM to 'HlllIlIa about 'Kllri!y 
!)reaches unless you conflnn Ihelr Identity. 

,p YOU HA',E :'NY o)LESTlmIS. CONTACT LEND!"GTREE liT o*·50~,874 
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Q: What mortgage lenders were involved In accessing LendlngTree's customer 
InfonnaCIon? 

'Ne brought a lawsuit against Newpot1 Lending Group, I",ine, California; HOITI9 Loan 
Consultantl, Inc., Nllwporl BelICh, California; and Sage Credit Company, Irvine, california. in 
connecllon with thIS Incident. 

Q: Is there any evidence that theM IendarI used the Infonnatlon flW anything other than 
marketing ( •. g~ identity theft, ete.11 

We have no evldenc:e that any identlt)llheft or consumer ~d has resulted from this sllualiOn. 

Q: I didn't receive a lelllll' or emaiL Is my information at risk? 

LenalngTree sent emaiIs or letters to the mor1gage customers It1at It believes. based on its 
invesligalion to dale, mlght be al risk 01 hamg IheIt information accessed and used by these 
lT1OI1gage companies to solicit mortgage ... 

Q: I appllad 10 LendlngT,.. and ha.rd from several lenders who ...... not on my official 
list of LendlngT"", 11111 .... , Doe. thle _ that my infannaClon _ -sed, t001 

\VhMever you apply for a mortgage loan, you may hear from a variety of lenders. Many 
mor1gage companiee purd'Iase what ars callecl "trigger ns." - lisIs Jlf1'Il8fOd by credit bureaus 
identifying consumers who haw !lIQtntiy had thllir aedM dlec;ked -10 lind out who may be In 
lhe market for a martgage. TNs is legal although II may result in you hearing fi'om mortgage 
companies you do not ~iz". 

If you wish 10 opt out oIlhe cr&dit bureeu'slrlgger lead program. there l1l'1I two ways for you to 
lake action. One WWy is to complete and $Ubmila farm online at www.op~.CO!!\.. 
This meIhod slops trigger IeadI for five yaanI. The other way is 10 complete a separate form at 
the same Web site and then print. sign and mal II lellar generated by that form to confirm your 
opl-oul r&qUe$L This method $lOPS trigger leeds permanenlly. 

Q; What acdon. can I take to protect mY'eIf? 

Again, we have no 198Il0l110 believe any identity thaft or fraudulent financial adivity resulted 
from this sllualiOn. In these circumstances, though, ~ makes sense for you to get a free credit 
report i1IId chec:k for ;my irregularities or susplciou& Iransactioos, di$CIIss any conoems with the 
aeiljt bureaoo. and ooll9ldcr whether to file II fraud alert You o.bo cI1ouOd aloo be vigilant for 12 
to 24 months in revlewing bank and credit card statements and any furure aadit reports. 

Q: How can I get a frae credit repor1? 

YO(I ~ gil' a ~ I;'C>P¥ (If yrxrr ~ I"l'port ~~.h y'fi'r i't www annVi!'wi\!!m9ftwm Of by 
',all;ng 1-877·322-8228. 

F YOU HAVE ANY r:UESTiONS, CCNiACT LENDNGTREE AT 0·50·505·8874 



In Reply. PleDS. Refer to 
File No. 

Lending Tree 
Scott Camrnarn 

) 

Information Security Director 
11115 Rushmore Drive 
Charlotte, NC 28277 

) 
U.S. Department of Justice 

Federal Bureau of Investigation 

400 S. Tryon Street 
Suite 900 

January 10, 2008 

RE: Request for Non Disclosure 

Dear Mr. Scott Camrnarn: 

The Federal Bureau of Investigation has initiated an 
investigation into the unauthorized access and possibly criminal 
breach of Lending Tree's customer database also known as Lender 
Web Apex. The outstanding cooperation obtained to date from 
Lending Tree has been instrumental in identifying suspects and 
various leads. 

The FBI respectfully requests that Lending Tree 
postpone it legal obligation of public disclosure to its valued 
customers of this potential security breach. Notification at 
this time may impede the criminal investigation or jeopardize 
national or homeland security. 

Sincerely, 

Nathan Gray 
Special Agent in Charge 

By: ~;p/ 1:..:r~ ~ 
David Johnson '/""" 
Supervisory Special Agent 


