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January 7, 2009 

VIA F ASClMlLE - (808) 586-2640 

Attorney General Malt Bennett 
Attn: Consumer Protection 
Leiopapa A Kamehameba Building 
235 South Bentania Street, Suite 801 
Honolulu, Hawaii 96813 

Re: Secllrity Breach NetificatioD 

Dear Attorney General Bennett: 
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I am writing 10 infonn you about a possible data security breach. North American Division Retirement 
Plans has taken prompt action to investigate the suspected breach and notify aU affected individuals, 
including approximately 105 residents of the State ofHawaii. The attached notification letter is 
scheduled to be sent by mail to affected individuals on January 9, 2009. The notification provides 
afftx.1ed individuals with details oflbe possible breach, a toll-free telephone number to contact with 
any questions, and offers a variety of p~tive services at no charge to affected individuals. 

Please feel free to contact me on (301) 680-6321 should you have any questions or concerns. 

Sincerely. 

~dd /'tt(!kMU!~ 
I"odd McFarland 
Associate General Counsel 

Enclosure 

'In 
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We are writing to inform you of a retent Incident that could affect you. Regrettably. we have discovered that 
personal information about you may have been exposed through the theft of a computer. 

On December 13,2008, a laptop computer assigned to an employee of the North American Divi5ion of 
Seventh day Adventi,ts Retirement Plans was 'tolen. On this computer was personal information including 
names and ,acial ,ecurity numbers. This matter ha, been reported to law enforcement and the investigation 
is ongoing. While the laptop has been recovered, we cannot account for it during the four days it was not In 
oor possession or control. 

We cJssure you that we are committed to safeguarding your sensitive personal information. We never want 
to ,ee any compromise of such information, and have taken immediate steps to fortify the security measures 
that were already in place. 

Because protecting your personal information is so important to us, we have engaged Kroillnc .. the world's 
leading risk consulting company, to provide you with access to its 10 ThlftSmart" Enhanced Identity Theft 
Restoration. Continuous Credit Monitoring, and a Credit Report. all at no cost to you. 

10 Theft5mart is one of the most comprehensive programs available to help protect against identity theft. 
We urge you to take the time to read about the safeguards now available to you. 

If you have questions or feel you may have an identity theft i5sue. please call 10 TheftSmart member services 
at 1·800-XXX-XXXX between B:OO a.m. and 5:00 p.m. (Central Time). Monday through Friday. Additional 
information is also available at a website: www·rttfaq·org. 

We regret any Inconvenience this causes you and are doing ail tIlat we can to address this matter and prevent 
any reoccurrenc;e in the future. 

Sincerely. 

D€i!;----· 
Plan Administrator 
North American Division of Seventh-day Adventists Retirement Plarrs 

10 TheftSmart 

:Cli"·ntOef2(Additlo,,.,1 V<;tlidbl@' Tex,) 
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Stephen H LevlnS/DCCA 
01/07/200908:52 AM 

To BrodieS@gc.adventist.org 
cc 

bee Edna M Kelley/DCCA 

) 

Subject Re: Fw: Security Breach NotificationLl 

Security Breaches are generally governed by Act 135. Although we can not provide specific legal advice 
to entities unaffiliated with the State of Hawaii, for your reference, I have attached a copy of the law. 

~ 
Security Breach I .... pdf 

Although the law may require 1000 affected persons, we have found that (out of an abundance of caution) 
many companies follow its provisions even when there are much fewer affected persons. 

Stephen Levins 
Executive Director 
State of Hawaii Office of Consumer Protection 

Edna M Kelley/DCCA 

"Brodie, Sheryl" 
<BrodleS@Qc.adventlst.org> 
01/07/200907:00 AM 

To "dcca@dcca.hawaii.gov" <dcca@dcca.hawaii.gov> 
cc 

Subject Security Breach Notification 

Dear Sir or Madam: 

It is our understanding Hawaii law requires organizations to notifY the state's Office of 
Consumer Protection when 1,000 or more individuals personal data has been compromised. If 
the minimum is not met are we still required to notified the Office of Consumer Protection? If 
so, what is the procedure? 

Thank you for your assistance. 

Regards, 

Sheryl Brodie 
Paralegal 
Seventh-day Adventist World Headquarters 



phone: (301) 680-6327 
fax: (301) 680-6329 

) 

email: brodies@gc.adventist.org 

) 

"Ibis message is sent by an attorney and may contain infonnation that is privileged and confidential. (fyou have received this transmission in 
~rror. please notify the sender by reply email and delete the message and any attachments. Disclosure. printing, distribution or use of the 
f,;untents is strictly prohibited e1(cept by the intended recipient. Thank you. 
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FAX TRANSMISSION 
AlTORNEY GENERAL MARK BENNETT 
ATTN: CONSIIMIR PROTECTION 

TODD R. McFARLAND 
AssoclAl'E GENIRAL COIINSEL 
EMAIL: MCrARL\I\IUlIii:GCAD\t:i.iI.lS.I.OR(; 
DIRECT LINE: (301) 680-6321 

JANUARY 15,2009 

SECURITY BREACH NanI'lCATION 

TJai. is a follow-up to correspondenee seat to your oftiee on Juuary 7,2009 regarding a 
data security brea of tbe Nertll American i)h.ision Retirement Plan. AttIIdIed for your 
reeordt is anotber eopy of tbe letter indudillg .apple .. eatal docUlentation tbat 
accompanied oar notic:e to I1awali resideats. 

ORIGINAL TO BI MAILED 1/ 

-
No ORlGII'AL SENT 1/ 

CONFIDENTIAL AND PRIVILEGED INFORMATION 
rHlS~FOItMATIOHSI:'NT BY AN AITORNEY ISIKJENDEDsa.B.V FOR USE BY nw. INDIVIDUAL OR ENTITY NANEDABOVE ASTJIE 
RECIPIENT. AM) MAY CONI'AJN lMFORMAnON THAT IS PlUVJl.8JED, CONFlD£NTIAL AND EXEM'T t1t.OM DlSCl..OSIIRE. IF YOU ARE NOT 
THE IH"rnNDED ROCiPiENT OR TliE EMPLOYEE OR. AGENT RE.SPOIiSIBLE FOR DElJVERING THE ~GE TO TIE IN'JDIDED RECIPIENT, 
DlSCLQS,lRE, COPYING., DlSlRlBllION. OR USE OF TIlE CONTENTS OF THIS l'RANSMI5S1.0N IS SUJCTL Y PROHiBnEO. IF yOU !fA V~ 
RE£.."EIVED1lIIS lKANSMlSSro'N IN ERROR, PLEASE NOnio"Y us BY TELEPI«)NE IMMEDIATEL v A'r (301 )680-62JO(CDLLECT) so \U: MAY 
ARRANGE TO JU::TItJEYE nm TRANSMrSSJON Al" NO COST ro YOU. 
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January 7, 2009 

VIA F ASCIMJLE - (HI) 586-1640 

Attorney General Mark Bennett 
Attn: COIIlIWIICr Protection 
l.eiopapa A Kamelwneba Buildins 
235 South Beretania Street. Suite 801 
Honolulu. Hawaii 96813 

He: Seeurity Breaeb Notifkatloa 

Dear Attorney General Bennett: 

.,~. 

0:1 :' pon 
) 

( 

A1)ENTH-DAY 
iVENTISf 
CHURCII 

(j1 1~) )(JOf) 

'-lie--. 
WtriIr '; "" 

111010MC ...... PiI. 
1M! "'ou, N"jIo'Oi 
1~91146600 USI 
1' ..... I.lOI) _311 
r" /301: iiC .. 321 

I am writing to inform you about a possible data security hrw:h. North American Division Retirement 
Plans has 1lIken prompt action to investigate the suspeded breach and notii}' all affected individuals, 
including approximately I 05 residents of the State of Hawaii. The attached notification letter is 
scheduled to be sent by mail to affected individuals on January 9, 2009. The notification provides 
affected individuals with details of the possible breach, a toU-free telephone number to contact with 
any questions, and offers a variety of protective services at DO charge to affected individuals. 

Please feel free to contact me on (301) 680-6321 should you have any questions or concerns. 

Sincerely, 

..Jodd M. <! ~ul :fA 
Todd McFarland 
Associate General Counsel 

Enclosure 
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Dear <FirstName> <Middlelnitial> <Li-I!itNdMe> <Suffix>, 

We are writing to Inform you of a recent incident that could affect you. Regrettably, we have discovered that 
personal information about you may have been exposed through the theft of a computer. 

On December 13, 2008, a laptop computer assigned to an employee of the North American Division of 
Seventh-day Advenlists Retirement Plans was stolen. On this computer was personal informalion including 
names and SOCial security numbers. This matter has been reported to law enforcement and Ihe investigation 
i, ongoing. While the laptop has been recovered, we cannot account for il during the four days it was not in 
our possession or control. 

We aHUre you that we are committed to safeguarding your ... nsitlw personal information. We never want 
to see any compromise of such information, and haw talcen immediate steps to fortify the security measures 
that were already in place. 

Because protecting your personal Information is so important to us, we have engaged Kroll Inc., the world's 
leading risk consulting company, to provide you with access to its 10 TheftSmart- Enhanced Id.ntlty Theft 
Restoration, Continuous CIetII1 Monitoring. and a C .. dlt Report, all at no cost to you. 

10 Thettsmart is one of the most comprehensive programs available to help protect against identity theft. 
We urge you to take the time to read about the safeguards naw available to you. 

If you have questions or feel you may have an identity theft Issue. please <a1l1D TheftSmart member services 
at 1-800·XXX·XXXX between 8:00 a.m. and 5:00 p.m. (Central Time), Monday through Friday. Additional 
information is also available al a website: www.retfi!JLl!rll. 
We regret any inconvenience this causes you and are doing all that we can to address this matter and prevent 
any reoccurrence in the future. 

Sincerely, 

Dq~--
Ptan Administrator 
North American Division of Seventh·day Adventists Retirement Plans 

10 TheftSmart 

<.ClientDef2(Add,tiondllJ,u;able rext' 
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u.s. State Notification Requirements 

EQr mjdcn1:! of HiWI/L Iowa. MaryflllrL.Mlrt!jgao. North 'plot. Omron. Vermont Vfrpjnla. West VlmitJiI. 
~nd W)pntIng; 
It is required by state la~ to inform you that you may obtain a copy of your credit report. free of charge. 
whether or not you suspect any unauthorized activity on your account. It is recommended by state law that 
you remain vigilant for incidents of fraud and identity theft by reviewing credit card aCl:ount statements and 
monitoring your credit report for unauthorized activity. You may obtain a free copy of your credit report by 
contacting anyone or more of the following national consumer reporting agencies: 

Equlf. Experian TransUnion 
P.O. Box 740241 P.O. Box 2104 P.O. Box 6790 
Atlanta, Georgia 30348 Allen. TX 75013 Fullerton. CA 92834-6790 
1·800-685·1111 1-1188-397·3742 1-1177-322-8228 
www,mu~ifal moo www l:!QediD.com 'MWtJIlIOiYDQD,tgm 

Ell!" milI!!!!1I of 10M: 
State law advises you to report any suspected identity theft to law enforcement or to the Attorney General. 

f<H IJllidont.. !If 0Rp0n: 
State laws advise you to report any suspected identity theft to law enforcement. as well as the Federal 
Trade Commission. 

1'!ILmid1lllll of MIryIantt 
You can obtain information from the Maryland Offke of the Attorney General and the Federal Trade Commission 
about steps you can take to avoid identity theft. 

Maryland Office of the Attorney General Federal Trade Commission 
Consumer Protection Division Consumer Response Center 
200 St. Paul Place 600 Pennsylvania Avenue. NW 
Baltimore. MD 21202 Washington, DC 2051ll 
H188· 743-0023 Hl71-IDTHEFT (438-4338) 
~Qig ml1i,md,Ui www&.lIlIvlb<lIl·dulmic[2Siteslidlbcttl 

f=Q[ "_nb: lid M.~u.tb loll Win ritg.iniz. 
It is required by state law that you are informed of your right to obtain a police report If you are a victim 
of identity theft. You also have the right to place a security freeze on your credit report. A security freeze 
is intended to prevent credit. loans and services from being approved in your name without your consent; 
however, using a security freeze may delay your ability to obtain credit. 

To place a security freeze on your credit report. you need to send a request to a consumer reporting agency 
by certified mail. overnight mail. or regular stamped mail. The following information must be included when 
requesting a security freeze (note that if you are requesting a credit report for your spouse. this information 
must be provided for himlher as well): (1) full name. with middle initial and any suffixes; (2) Social Security 
number; (3) date of birth; (4) current addre •• and 0ItY'J previous addresses for the past five years; and (5) any 
applicable incident report or complaint with a law enforcement agency or the Registry of Motor Vehicles. 
The request must also include a copy of a government-issued identification card and a copy of a recent utility 
bill or bank or insurance statement. It is essential that each copy be legible, display your name and current 
mailing address. and the date of issue. The consumer reporting agency may charge a fee of up to $5.00 to 
place a freeze or lift or remove a freeze. unless you are a victim of identity theft or the spouse of a victim 
of identity theft. and you have submitted a valid police report relating to the identity theft incident to the 
consumer reporting agency. 

Equifax Security Freen Experian Security Freeze TransUnlon (FVAD) 
P.O. Box 105788 P.O. Box 9554 P.O. Box 6790 
Atlanta. Georgia 30348 Allen. TX 75013 Fullerton. CA 92834-6790 
~.eguifax com www.experian com www.transunioo mm 

K'l.0118+106·07:)' 

L-. . - _ .. ----

JAN-15-2009 10:21AM FAX: 3016806329 ID:CONSUMER PROTECTION PRGE:004 R=93>' 


