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/NOO (sa 
IlO NOrlhweSl Boulevarg • Na.h" .. NH 03063-<t067 

April IS, 2()()8 

ViA US MAll. AND FAX (808.586-1239) 

Attn: Joy Koehler 
Department of the Attom~y General 
425 Queen Street 
Honolulu, HI 96813 

Re: Data Security Breach 
:-iotice Required By Haw. Rev. Stal § 487N-2 

Dear Ms. Koehler: 

Thill lellcr is to lIOuty you that NEO/SCI has experienced il breach of private customer data Ihat 
may affect up 10 three (3) Hawaii rcsidenllL Please consider this letter as the nolice required 
pursuant to Section 487N-2 of the Hawaii Revised Statutes. 

The informaliOli obtained in Ihe security breach includes unencrypted persoll8l information 
including name~. billing and shipping add=ses, aDd crcditl:llrd information. The Feder-a) 
Bureau of Investigation was potified immediately. 

A copy of the written notice that will be scnt by mail aDd email 10 all affected Hawaii residenlS is 
attached for reference. 

P1e8.'le contact me jf you require additional informalion. 

Very truly yours, 

NEO/SCI 

All, 
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March 13,2008 

We are writin& to you hec __ we recently )eamed of a dati. $eCuril}' incidenl that involved your credit 
card iDfoImalion. 

On March 4, 2008, NEO/SCI /irsl discovered a security br_h of our darabo...se CODtaiDing YOllr ",,",lunl 
illformalioo, includibg your name. billing and sbippiD, addtell, iIOd credit card il1formatioo. Ibis 
information was breac:bed some time in early JIIlUary, 2008. We arc conlimlina 10 investigar. the 
situation. 

When we discovered this problem, we lOOk prompt action by notifYini ami workina with law 
enfo~cmon~ as well as working with the credit c:ard issue ... W. strongly CJlCD\II'ajje you 10 take 
preventive measures DOW 10 help prevenl and delCCI any lnisuac of YOIll iufolJllation. 

To PIOICCt yourself, we recommend that you immedialely: 

• Mooitor your account closely for fraudulent acti~ity, thal is. for unauthorized Char&:CL If 
you notice unauthorized charses 011 your acc()WIt, CQDtaI:! the financial inslilUtion that 
issued your credit cazd, at Ih. phone rrumber 00 your card or othe. phone number you 
bave for contlctioll t1Jem, Jell them that your IICCOUIlI may have been compromised, and 
.. k Ibern !(you should close the aa:QlIJIl flll'lll«, osk them to remove tho .. 
unauthorized cbara .. 1i'om your account and, if the cn:dil card issuer so requires, 10 
l""vide you widl die forma 10 dispute those InUISBCIions. 

If you w.,,11O open a DCW account, ask them 10 givc you a PIN or pauword with the new 
card. Ibis wiil help you controlacccss to the account. 

Once you have rt40lved with the credit card issuer any isaues relating [0 unauthorizecl 
chargea, ask for a letter stating that !be credit card issuer has clo",d the affecled accounts 
and has discharged the frallduleDt debts. 

fo limit any possible fJ1l8tlcial liability on your part. NEOISCI will reimburse you, upon 
proof of los I, for any actual fraudulent charges made by the identity !hief up to SSO. 

• If your card is a card Issued to an individual, NEOISCI will also provide ~ with a free 
Identity tlteft walCh service for one year, using the Equifax Credit Watcb Gold product 
This se.vice, which only monitors individual credit carda and does bot moaitor bllSin .. s 
credit cards or purchalim, cards, provides daily a10rts of file chang ••• unlimited credil 
rcpoTlll and UJ' 10 $20,000 in identity mild coverage. If you would like this """,icc. and 
you are an individual credit card holder. call 110 at I·SOQ.S70-7W4. 
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• Yau may aIio wlDI to I'llI4:e a fraud a1.rt on your credit RPOm by comacting ODe of the 
three credit reporting compllDies (that cOlllplllly is required to CODtact the other two). 

Equje",: 1-SQO-S2H285; www.equifax.com; P.O. 80ll 740241. All.".., Gil. 30374-
024J 

Experian: 1-888-EXPERIAN (397-1742); www.experian.com;P.O. Boa 9532, All"", TX 
75013 

TrapsUgloq: 1-100-680-7289; www.traJllunioa.com;FnudVictimAssisranceDivision. 
P,O, Box 6790, fuller\ou, CA 92834-6790 

• You caD file I complaint with the federal Trade Commission using the online complaint 
fOMl; by calliD' the fTCs Identity Theft Hotline, lOll-free: 1-877-1I>-THEfT (438-
4338); TTY: 1-8~53-4261; or "'l'itioI to: IdeaUty Theft Clearinlbousc, fcdctal Trade 
Commission, 600 Pennsylvania Avenue, NW, Washington, DC 20~80, 

• Yo" may waut to coll6ider ceq_lin, a free credit report from each of the three national 
credit reponing ~cs. To order yow me report, visit www.mn1J.IG!.!.l!!jtnwttCSl!D 
or call, toll fnll!, 1-377-322-822R. 

Even ICyou do not find SU.<;pici01lS activity on your inillal credit reports, the Federal Trade 
Commission recommends you check YOllT credit rcportI periodically. 

While not required, yOu may wish 10 pla.:e a !leCWity frec-ze On your credit file •. By 
placins a freeze, someone wbo ftauduIeotly obtains your penooal iDfcrmatioD will not be 
able 10 usc that infonoarion to open n_ accountJ or bolfOWmouy inyouroame. 
However, please be aware tilat durin; the frce%e period, you will not be able 10 borrow 
lJIOIIey. obtliD instant credie, or Bet a n_ credit card until you temponrily lift or 
permanently remove !be freeze. 

Pleas. see ATTACHMENT A OD placin, a Security Frec7.c. 

For more information on com:retc steps to a~oid id""lity theft. we suggest you vim the web site of the 
Federal Trade Commi8sion. at WWl!/.c9JIS!!!!!Ft gov/jdtheft or 1-877-ID-THEFT (1-877-438-4338); TIT: 
1-866-653-4261. 

I(there i. anyminll NEOISCI can do to Assist yOIl, you can contact us by telephone at 1-800-570-7804, 
email atccdepartmcmt@neosci.com. or mail us at the followin; addreaa: 

~EOISCI 
SO Northwest Boulevard 
~ashua, NH 03063 

We .incerely apologiz.e for any di.tre" Ibis situation bas caused you. We arc ready to assist you m any 
way. 

Eoclosure 
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ATI'ACIlMENT A 

To pl_ a &-. you must ('.OnlllCt all three naticnal credit reportiae apnCiea in writiDg. The COIl of 
placing !he 6-eezo II no more than S lOfer each "ameY. If YOll have dJed a report with your local law 
enforecmeat a&eacy or .1Ibmitted a complaint with tlu: Federal Trade Collllllission. tlu:re is no charge to 
place !he freeze. Each comPIIIY ~uires you 10 provide particular infonnatioa. 

Trlp'U •• , FrUd Vlstim Aali!t!." Pep811n1Spt 
PO 80x 6790 
FuI1crton, CA 92834 

@J VV~I "' ..... 

1-888-909-8872 
hllp:I!WWW.lraa.iunioD.ColllicorporalclpcnonalifraudldcntityTheftlprt:ventinl/socwilyFrc 
-.pap 

l!!!:I!!sls: !>&me; address; Social Scc;urity Number; proof of your CU:tcnl residence, such as 
• &late is.ued ideatiJlcatioo card or driVc:r'4 li_; ancI copy of. valid idenlity theft 
rcpott, • departmeru of motor vebJcles iuVCItipiion report, or similar proof IbM you have 
been a victim of ID theft. 

Minnesola, Ne .. Mexico, Nonh Dakota, and District of Columbia residents may make 
Iheir requeal by relephoao by callWg 88~909-8872_ RaideDIs of MusachuseltS. New 
Yolk. New leney, and West Virainia may make their rcqlleslS via owmiebt nWI using 
Ihe CoUo.nng addNsI: J~61 E Or8Dlleihorpe Ave., Fullerton, CA9283L 

~~~ =*:.r..::.:.= ... (must be seat via certified mail) 

Atlanta. GA 30348 
1-888-766-0008 
hllp://www.equifBlLcomlOJlSatelJile".,..EfX_Col1teut!toot&cid-116.520397S981&pagen 
ame-S-IO/.2F5.I_uyout 

lAcludll: lIIIIDe; 811_; date ofbir1h; Social Security NUIIIber; proof of current addtcss, 
such ... ClUTftt utility bill; a ccpy of a pclice rq><>rt, idel\tity thdl rcpoJl, or olbe: law 
enforcement report. 

Em"'ag Sesprlty freel' 
POBo,,9~2 
Allen, 1'X 75013 
1-800-781-6864 
http://www.experilllLcomiconsumerfsecurity_frccze.hbnlNstale 

In£luIIs: full NIXIe, witbmiddle initial andgeneratioa, such as JR, SR, If, m, etc.: Social 
Secwity Number; date cfblrth (IIIDntb, day and year); ~ mailina addrc:u aDd 
previoua ad ......... for the pIS! two y .... ; a copy of a valid police report, investigative 
"'pon or complaint filed 1Vi1h a law entorcemeJllagetlCy (required to waive !he fee). and 
ODC: ('.OPY ofo govcnunem i .. ued identification card, Iw:b as • drivcr'.licen5e, stale 10 Dr 
militllly ID card. <:to •• and 0IIe copy of a utility bill, benII: or ialllrance ._nt, elc. 
Make sure that each copy is legible (enlarp if _aryl, display. your lWIlC and 
curreJII maillng address, and the date of issue (.Ia_1II date. must be recODI). 
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