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Comments: 

This tel.""pv contain. privileged and confidential in/om"'Jon intenced only for tho use of the individual or .n~ty named 
above. If ;\r.y reader of this messagl ts nOi !h. intended r.,apient, you are hereby r.otffi.tI that anv disclosure, 
dl .... mination. disfribLDon Of oopYilII. in any medium or form, of thl4 lel.copy or any of its oontar,ts Is 'I~ prohibi\8d, 
If you have recellied thiS teieoopy In emr. ple .. e immediattly notify U5 by telephone and rew," the orig"al me .. age 
di/ectfy to rJ':e sender at Wendy's Intemationai, Inc" 4288 West ~ublin-Gtanvll" ROaG, Dublin, OH 43017 'Iii the United 
$bte!; ?ostal Sarv:CB. We wili reimburaa you for any costs you may inc:ur. Thallk ~OU. 
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January 29, 2008 

VIA FACSIMlLE d ORDINARYM411. 
Office of Consumer Protection 
Honolulu Office 
Leiopapa A Kamehmncha Building 
235 South Beletania Street, Suite 801 
Honolulu, Hawaii 96813 
Facsimile: 808-586-2640 

) T-630 P.COZIOOT F-TTI 

Re: Wendy's International. Inc. 's Response to Compromise ofPenonal Information of 
Employee's Dependents 

Dear Sir or Madam: 

We are writing 10 advise you of a recent incident involving an administrative error by Mercer 
Outsourcing (Life Choices Service Center), a service provider fOX' Wendy's International, Inc.'s 
health benefits plan, resulting in the exposure of personal information for some employees' 
dependents. 

Learning About the Breach and Investigating the Diaclosure. 

On November 29,2007, Life Choices Service Center experienced an administrative error while 
printing 2008 Benefit Confirmation Statements. Specifically. the information printed on the 
2008 Benefit Confumation Statement for some: Wendy's employees included dependent 
information for other Wendy's employees. This information included dependeol names, Social 
Security numbers, and dates of birth. 

Wendy's did not become aware of the breach until several days after the confirmation statements 
were mailed, when a number of employees began reporting receipt of incorrect statements. At 
that time, Wendy'S immediately contacted Life Choices and began working with them 10 

determine what had happened and why. On December 21,2007, Life Choices mailed corrected 
Benefit Confirmation Statements to those employees who had received statements which 
included information pertaining to the dependents of other employees. The cover letter which 
accompanied the corrected statc:meD1S directed these employees to destroy the incorrect 
starements that they had previously received. 

Total number of Individuals Affected and the Number of Individuals in Hawaii Affected. 

The total numbor of affected individuals was approximately 1006 (U.S.). The: total number of 
affe~ted individuals in Hawaii was seven. 

One Dave Thomas Boulevard • P.O. Box 256. Dublin, Ohio 43017 • 614-764-3100 
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Office of Consumer Protection 
January 29, 2008 
Page two of two 

CommUJIicating with Affected lodividuals. 

To en~ure that the affected individuals could take immediate steps to protect themselves from 
possible identity theft or other monetary damage, Wendy's sent a communication to adult 
dependents and to the parent or guardian of minor dependents of affected Wendy's employees by 
lirst class mail on January 29, 2008, samples of which are Attachment 1 and 2 to this letter. 
Wendy's has also engaged Kroll Inc. to provide the affected employees' dependents with access 
to identity theft safeguards. The communication also advised the affected individuals [0 remain 
vigilant by reviewing account statements and monitoring free credit reports, as well as informed 
them of the following; 

• The incident in general terms. 

• The type of peISOnal information that was included on the incorrect statements. 

• The steps Wendy's has taken and is taking to protect the personal information from 
further unauthorized access. 

• The telephone number that individuals can call for further information and assistance. 

• lnfonnation lhat affected individuals would be receiving a subsequent communication 
about the identity theft safeguard services offered by Kroll, Inc .. 

Fortunately, at this time. Wendy's has no specific knowledge that any information contained on 
the incorrect statements has been misused. We also believe that the services we are offering to 
our employees' dependents will help them to immediately respond to any threats of identity theft 
or other misuse of their personal information as a result of this isolated incident. 

We hope that this letter and its enclosure provide you with all the infonnation you need. Please 
let us know if you I::.ave further questions or if we can be of further assistance. 

Yours truly, 

WENDY'S INTERNATIONAL, INC. 

Jtt.:;711~ 
Jeffrey M. Cava 
Executive Vice President. Human Resources 

Enclosures 
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January 29, 2008 

Dear Fellow Employee and Dependent (18 yR, or older): 

I am contacting you and your depondeut because of a data security incident involving your 
dependeut's data. On November 29, 2007, Men:er Outsourcin& (Life Choices Sel'Yice Center). a 
selVice provider for Wendy' s health benefits piau, experienced an administrative error resulting 
in tbe exposure of personal infmmation for some employees' dependents by virtue of that 
information being printed on the 2008 benefit Confumation Statement generated for another 
Wendy's employee, This information included dependenl: names. Social Security numbers, and 
dates of birth, We have been workina with Life OIoices to betIer happened and 
why. 

Althougll we have no indication that this infonnation has been 
and your dependent aware of the incident and the su:ps we 
ConIl1'DIIltion Statements were corrected WId the corrected ~teI11lenl~ 
2007, The mailing of tile corrected statements directed 
a recipient of a corrected statement, we trust you have 
received. If you have not done so, please destroy the 
(e.g .• sJu-ed it). Secondly. OUr provider h/l!! 
dependents and payroll deductions were not 
teChnical error, which was COnIUled to 
applicable systems and procedures have 

you 

Decce,rjltoer 21, 

coverage for 
and resolved the 

Statements; and (iii) 

We bave also engaged Krolllnc" to oro,.illi: 
no cost to you to address any diffic~~lticlilJ.;' 

access to identity safeguards at 
result of this incident. Your 

dependent win receive a sep!! 
greater detail about the ~ 
letter and to take time to review 

".,,, .. "". Wendy's and Kroll that provides 
We encourage you to watch for the 

egulu'ils outlined therein. 

the 

cOllsi(ler'~ing additional steps. We have outlined !lOme of those 

sincere regret for any inconvenience this may have 
'questions, please conlact your local HR staff member or 
Corporate Office at 1·800-443-7266 and when prompted by 

di<\~:t. 2018. Please also accept my personal apology for any concern 

'i ours truly. 

~'ill.~ 
Jeffrey M, Cava 
Executive Vice President, Human Resources 

1 
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Stepa Regarding IdeDtily Theft Protection 

We recommend that your dependant consider taking additional slaps. The Federal Trade 
Commission recommends several slapS regarding identity theft prevention generally at 
http~J1www ,ft!;, gov!bcD/edulmicrositeslidthefticonsumersldefepd.html, That resource also 
provides information about the questions listed below and the FTC minimum recommendations 
include obtaining and reviewing the relevant credit report, filing & "fraud alert" and requesting a 
"credit freeze," Its other recommeodations relale to actual incidents of identity theft which, wo 
certainly hope, will not actually OCCUl'. The most curront and detailed information is available 
online, but if you are not able to acoess the linked material, let me know and I will mail a copy of 
the FTC's answers to the following: 

1- What am the steps I should take if I'm a victim of identity 
2- W1uU is a fraud alert? (for the addresses of the credit 
this, visit 

hould", qjf!m'yictimotidentUytbeft placin, 
those agencies of a copy ofyoar credit report) 
3- What is a credit freeze? 
4- What is an identity theft report? 
5- What do r do if the police on Iy take 
telephone? 
6- What do T do if the local 
7· How do I prove tI:W I'm an 
8- Should I apply for a new 

For more information aoo,urAl 
http://www.ftc.gov/idthe!!. . 
Washington, D.C. 20580. or 
THEFT MIII'Yitmlti: 

visit the FTC's website more at 
Trade Commission. CRC-240, 

1-877·lI'TC;·H13I.P (382-4357) or 1·877-ID­
information for the Mary land Anomey General 

~,ral~J Place, Baltimore, MD 21202, (410) 528-8662 or 

[In law lequires us to provide the following information, 
F""' .• ~I righ13 described by the FTC. Under Massachusetts law, a 

freo:ze" be placed on their consumer report (alkJa credit 
a consumer reportini agency by certified mall, overnight mail Or 

address designated by the consumer reporting ageocy \0 receive such 
'I,.s,ecIJril:j!}fJr=:e is in placc. the infonnation from the person's consumer report is 

fr~:~~~~::~~; to a third party wilhout the person's prior express authorization. 
According to law, a consumer reporting agency may charge a reasonable: fec:, not 
to exceed $5, if tlte person elects to freeze, lift or remove a freeze: to their COl1SlllOer report. For 
victims of identity theft, a consumer reporting agency must not charge the victim or their spouse a 
fee if a valid police report relating to the identity theft has been 6Ubmitted to the consumer 
reporting agency, J 

2 
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Dear Fellow Employee and Parent or Guardian of a Minor Dependent: 

I am contaCting you because of a data secwity illCident involving your llIi1lOr dependent's data. 
On November 29, 2007, Mercer Outsourcing (Life Choices Service Center), a service provider 
for Wendy's health benefits plan, experienced an administrative error resulting in the exposure of 
personal infonnarion for SOIDe employees' dependents by virtue of that information being printed 
on the 2008 benefit Confumation Statement generated for another Wendy's employee. This 
infonnation included dependent names, Social Security numbers, and birth. We have 
been working with Life Choices to bettel' understand what bappened _WH'" 

Although We have no indic:ation that this information bas been 
aware of the incident and the steps we an: twna. First, incorrect 
corrected and the corrected sIlltements mailed on 21, 
corrected statements directed recipienu 10 demoy the 
statement, we trust you have done so as to any data 
not done so, please destroy the data now in a 
Secondly, our PfQvider has informed us that 
deductions were not affected; (ti) they have 

you have 

u:~:~~~~~ shred it). fi and payroU 
error, which was 

~steDlS and procedures 
re~)rtiJIg.'ligenicies do not knowingly 

confuted to Wendy's 2008 ConfllTllation 
have been corrected. We have also 
keep credit files on minors. 

We have also engaged Kroll Inc. to 
safeguards at no cost to you 
As tho parent or guaLrdi'ID,'.yo 
provides greater 
you to watch for 
Although Ihe sel"ic'f~ 
respond to requests 

You 
.. '-" .. '.'" 

mUl~fdclpCll!dc,nt with access to identity 
S",:ountered as a result of this incident. 

mailing from Wendy's and Kroll that 
to your minor dependent. We encourage 
the flvailable safeguards outlined Iherein. 

. depeniderlt, Kroll is prepared to answer questions and 
guardian of your minor dependent. 

steps on behalf of your minor dependent. We have 
side of this letter. 

Life usliar (:on'vev its sincere regret for any inconvenience this may have 
caused ~v" '!i.,v other questions, please contact your local fIR staff member or 
cootact Wendy's Int<mjitio:a;sl, Inc. Corporate Office at 1-800-443-7266 and when prompted by 
the dial ext 2018. Please also accept my personal apology for any concern 
that this incident' cause. 

Yours truly, 

~711~ 
Jeffrey M. Cava 
Executive Vice President, Human Resources 

1 
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Steps Repnliog Identity Theft Protecdoo 

We recommend that employees whose minor dependant information was exposed consider 
taking additiooal steps as relevant to minors. The Federal Trade Commission recommends 
~everal steps regarding identity theft prevention gencraUy at 
htlp·IJwww.fIe.gpvlbcp/edWmicrositesiidtheftlconsumers!defend.html. That resource also 
provides information ab(lut tho questions lIsted below and the FfC minimwn recommendations 
include obtaining and reviewing the relevant credit report, fIling a "fraud alert" and requesting a 
"credit freeze." (ts other recommendations relate to actual incidents ofideotity theft which, we 
certainly hope, will nOI actually occur. The most ClII'I'ent and detailed information is available 
online, but if you are not able to access the linked material, let me know mail a copy of 
the FTC's answers to the following; 

1- What ace the step. I should take if I'm a victim o~~!~~::~ 
2- What is a fraud alert? (for the addresses of the CI nee.14;to do 
this, visit 

houldtakeiflmayjctimofidentitytheft: 
those agencies of a copy of your credit 
3- What is a credit freeze? 
4- \\Illat is aD identity theft report? 
5- What do I do if the police only 
telephone? 
6- \\Illat do I do iftbe local 

'nl ...... visit the FTC's website more at 
Federal Trade Commission, CRC-240, 

l-S77-FTC-HELP (382-4357) or 1-877-10-
~~ru;~ infonnation for the Maryland Attorney General 
) Place, Baltimore. MD 21202. (410) 528-8662 or 

~salohuseii:s, state law requires us to provide the following infonnation, 
rights described by the FTC. Under Massachusetts law, a 

c:cumv freeze" be placed on their consumer report {a!kIa credit 
to a consumer reporting agency by certified mail, overnight mail or 

addreSij; designated by the consumer reporting agency to receive such 
requests. freeze is in place, the infonnation from the person's consumer report is 
prohibited from released to a third party without the person' s prior expre!lS authorization. 
According to Massachusetts law, a consumer reporting agency may charge a reasonable fee, not 
to exceed $5, if the person elects to freeze, lift or remove a freeze to their consumer report. For 
victims of identity theft, a consumer reporting agency must not charge the victim or their spouse a 
fee if a valid police report relating to the idemity theft has been submitted to the cOIlSUlner 
r~porting agency. J 
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