
2008-02-29 16=28 513-573-7797 FDS 

NEW YORK STATE SECURITY BREACH REPORTING FORM 
Pursuant to the Information Security Breach and Notification Act 

(GeneTal Business l.aw §899·aa; State Technology Law §208) 
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Name of Entity: FOS Bank, �t�I�~� �s�~�T�v�i�, �: �~� provider 10 Department Stores Nat.ional Bank, tht! issuer o( 
Bloomingdale' s <md Mil<:y's �c�r �~�d�i�t� cards 
Street �A�d�d�w�~�:�:�;�:� y',') 1 Duke Blvd. 

CJIY: MilloOI1 State: Ohio Zip Code: 45040 

Sector �(�p�l�~�l�I�~� SI'I"LI �n�l�'�~�) �:� / (toe'll Covernmenl I �I�S�t�.�a�t�~� C;overnment r IFC'dcTill Govern ment 
/ I Not-for-profit IX jCommcl'ci;t\ I JEducalionill 

Type oC Ruttiness �(�p�l�.�.�,�,�, �~ �C�'� i<c!\'I:1 (>np.): , JUiotechlPharm 
I /lleLllth Care ')Insurance I �l�R�c�t�i�l�i�l�/�J�n�t�~�r�n�e�t� 

[lOther ... ___ _ 

I JEducation 
[ )Telecom. 

IX lFi,..;tncial Sf'l"vices 
, �,�'�f�'�r�"�"�~�p�o�r�t�a�l�i�o�n� 

Persons Affected: TOLal: -----.U 
NY �l�'�c�~�i�d�t�m�t �s�:� _-=1'--__ 

Dates: �B�n�~�i�l�c�h� Occurred: 2-8-2008 
�I�l�n�~�a�c�h� Discoverl?d: 2-8·2001i 

�C�I�)�"�~�U� mer Notification: �I�l�~�t�t�f�!�r�s� mailed 2-19-2008; also 
attempted to ri?ilch people by telephone 

Reason lor �d�l�~�l�i�l�y�,� if any, in sending �n�n�t�i�l�:�~�:� ____ _ 

»et-lcription of Brcilch (pll<i1S1' �s�d�\�~�:�1� ill!.lhal"pply): / 'HJrking �i�n�( �~ �i�d�e�n�t�;� 

, ,Stolen complIt{'j·, (:1>, tapt>, etc; [ )Lost (,()ll1pllkr , CD, tape, etc; 
[X)lnadvcrtl'nt �d�i�s�c�l�o �~ �u�n �~ �;� 

[ ]lnsidcr wrongdoing; 
__________ IAttarh �~�d�d�i�t�i�o�n�d�l� �L�h �~ �s �\�. �r�i�p�l�i�o�"� if [X] oll.wr �(�$�P�I�~�I �~ �i�I�'�y�)�:� pre-Iextinl; _,. 

J ' ... �\�(�' �~�\�;�\�.�' �.�' �1�T�y� 1 

In(olDliltiun Acquired (pk<lsC s.:-leCI �"�l�L�l �h �~�l�.�l�t�p�p�l�y�) �:� l ]Name; [X]SSN; I IDl'ivd s �l�i�c�t�m�s�~� 1I0.i 

[ )A'::collnt nvmber; [jCredit 01' DcoH card number; [XJOther (specify): �p�n �~ �t�(�·�)�(�t� ('iJller already 
had thl' �f�.�l�i�l�m�~ �,� and was also �~�i�v�c� �i�l�d�d�r�e�s�!�l�e�~� and dales of birth 

Manner of Notification to Affected Penun!i (Attach Copy): �r�X�1�W�r�i�t�l �. �( �~ �n�;�'� I Electronic (email); 
r �X�I�T�l�~�l�~�p�h�o�n�e �;� �[�]�S�l�l�h�s�t�i�h�l�t�l�~� not.ice (provide justification). I.ist �d�a�t�e�~� of any �p�r�(�'�v�i�o�\�l�~� (within '12 
month!l) breach n(ltif k ations: __ _ 

(rt!dit Monitoring 01" Other Servicl! Offered: IX J Yes; [) No; Duri\t.ion: �o�n�~� �y�~ �,�H� 

�S�~�r�v�i�c�e �:� IdcntityMonitor@ �r�r�o�v�i�d�( �~ �r�:� Citj(f!) 

SlIbmittl'd by: ' .isa fiinkdstdn Title: Senior Counl:id 
firm N •• �m�~� (if othl'f th'.1\ �1�~ �l�1�l�i�l�y�)�:� ___ .. .. ... ______ _ 

�T�d�~�p�h�o�J�\�~�;� 513-573-7')43 Email: �l�i�$�i�l�.�f�i�n�k�d�s�t�e�i�n�<�~ �) �I�l�\�<�\�C�y�~ �. �(�"�o�m� 

Di\led: 2-28-2008 

Rev. 11/20/07 
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bloomingdale's 
P.O. Do'X 17759 Clearwater, FL. 33702 

February 19, 2008 

Ashley Williams 
11 Fort George Hl. Apt. 6F. 
New York, NY. 10040 

Dear Ashley Williams; 

We want to inform you of an issue relating to your Bloomingdale's account. 

FDS 

We attempted to contact you several times by telephone but were unable to reach you . 
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An employee In our credit department unknowingly gave out some of your personal ' 
information to an outside caller posing as one of our employees. The personal 
information given out was your name, address, social security number and date of birth. 
We deeply regret that this incident occurred. We have alerted all of our credit 
department employees to this type of activity and reinforced their training about the need 
to safeguard our customers' personal information. 

Because a wrongdoer could use this kind of information to engage in fraudulent activity, 
you may want to place a fraud alert on your credit bureau file by contacting one of the 
credit agencies. Here is the contact information for the three national credit bureaus: 

Equifax 
P.O. Box 740241 
Atlanta, GA 30374- 0241 
To report fraud, call: (800) 525-6285 

Experian 
P.O. Box 2002 
Allen, TX 75013 
To report fraud. call : (888) 397-3742 

TransUnion 
Fraud Victim Assistance Division 
PO. Box 6790 
Fullerton, CA 92834-6790 
To report fraud. call : (800) 680-7289 

The Bloomingdale's l:tlTd i:,; issucd by Department Stores Nalmnlll Bank. 
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It is also always a good practice to obtain your credit report periodically from one or all of 
the national credit reporting agencies. You are entitled to obtain a free report each year 
from each of these agencies. You can stagger them by obtaining a free report from one 
of the bureaus every four months by calling them directly. Here are the numbers: 

Equifax: 
Experian: 
TransUnion 

1-800-685-1111 
1-888-397 -37 42 
1-800-916-8800 

Alternatively, you may order all three at the same time by calling a centralized source: 
1-877-322-8228, or visiting the website at www.annualcreditreport.com. You should 
review your credit reports over the next 12-24 months to ensure that no accounts have 
been opened in your name without your knowledge or permission and notify the credit 
bureaus immediately if you find this has happened. 

We encourage you to review all transactions shown on your future Bloomingdale's billing 
statements, and contact us immediately if you notice any transactions you do not 
recognize. You may also wish to consider closing this Bloomingdale's account and 
obtaining a new Bloomingdale's card. Please contact us if you wish to do that. 

In addition, we are making available to you a complimentary one year enrollment in a 
credit monitoring and notification service, called Citi IdentityMonitor, with comprehensive 
privacy and fraud protection features that help protect against identity theft. The 
benefits include: Credit Monitoring every business day with NOTIFY EXPRESS(r) alerts, 
a personal and confidential Credit Report, Credit Score and Analysis, and Identity Theft 
Expense Reimbursement Coverage. You should expect to receive within the next few 
weeks an envelope with the Citi Identity ~onitor logo on it. Please review its contents 
and instructions carefully so that you can take full advantage of this product. 

You can find more information on how to protect yourself from identity theft at 
http://www.consumer.gov/idtheft/index.html. 

We apologize for this situation and want you to know how much we value you as a 
customer. If you have any questions about the incident, please contact us at 
1-800-203-3481. 

Sincerely, 

./ ? 
~., 

David Cox 
Director, Consumer Protection 

The: RloOlningdalc ' s card is issued by Department Stores NEltional. Bank. 
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." *mocys 
Law Dcp.lrtme-nt. 9111 Duke Blvd. - Mason, Ohio 45040 

lft.\x COVER SHEET 

I Date 2-29-2008 I Number of pages (including cover sheet) 4 

To What Fax 
NY Attorney General, Consumer SECURITY BREACH NOTIFICATION 212-416-6003 
Frauds & Protection Bureau 

NY Office of Cyber Security SECURITY BREACH NOTIFICATION 518-474-9090 

NY State Consumer Protection Board SECURITY BREACH NOTIFICATION 212-459-8855 

\ From Phone Fax 
~nkelstein 513-573-7943 513-573-7797 

REMARKS: 

SECURITY BREACH NOTIFICATION 

This message is intended only for the use of the individual or entity to which it is addressed and may 
contain information that is privileged, confidential and exempt from disclosure under applicable law. If the 
reader of this message is not Ihe intended recipient or the employee or agent responsible for delivering 
the message 10 the intended recipient, you are hereby notified that any dissemination, distribution or 
copying of this communication is strictly prohibited. If you have received this communication in error, 
please notify US Immediately by telephone, and return the original message to us at the above address via 
the U.S. Postal Service. Thank you . 

If you do not re(:eive all of these pagels), please call 
Lisa Finkelstein at 513-573·7943. 


