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March 3, 2008 

If you do fmd suspicious activity on your credit �r�e�p�o�r�t�s�~� I recommend that you call your 
local police or sheriff's office, file a police report of identify theft. and get a copy of the 
police report. You may need to give copies of the police report to creditors to clear up 
your records. 

Even if you do not fmd any signs of fraud on your reports, you should remain vigilant 
and check your credit reports regularly. 

To team more about how to protect yourself against identity theft, please visit the Federal 
Trade Commission's Web site, http://www.ftc.govlbcp/edulmicrosites/idtheftl or call the 
Federal Trade Commission at '1-877-IDTHEFT (1-877438-4338), 

Maryland residents who wish to seek additional assistance on steps to avoid identity theft, 
may write to or call: 

Office of the Attorney General 
Consumer Protection Unit 
Identity Theft Division 
200 St. Paul Place 
Baltimore, Maryland 21202 
I (888) 743-0023 

Equifax 
1-800-525-6285 
www.equifax.com 
P.O. Box 740241 
Atlanta, OA 30374 

Federal Trade Commission 
Bureau of Consumer Protection 
Division of Privacy and Identity Protection 
600 Pennsylvania Avenue, N.W., H-130 
Washington, D.C. 20580 
1-877-IDTHEFT (1-877438-4338) 

E.xperian 
1-888-397-3742 
www.experian.com 
P.O. Box 2002 
Allen, TX 750 1 3 

TransUnion 
1-800-680-7289 
www.transunion.com 
P.O. Box 6790 
Fullerton, CA 92834 

The following additional language is provided for Massachusetts residents, but is also 
available to all persons receiving this letter: 

You have the right to obtain a copy of any police report filed in this matter. The matter 
was reported to the Philadelphia city police depanment. 

You have a right to request a "security freeze" on your consumer report. The security 
freeze will prohibit a consumer reporting agency [10m releasing any information in your 
consumer report without your express authorization. You can request a security freeze by 
sending a request either by certified mail, overnight mail or regular stamped mail to a 
consumer reporting agency, The security freeze is designed to prevent credit, loans or 
services from being approved in your name without your consent. You should be aware 
that using a security freeze may delay, interfere with, or prevent the timely approval of 
any subsequent request or application you make regarding new loans, credit, mortgage, 
insurance, government services or payments, rental housing, employment, investment, 
license, cellular phone, utilities, digital signature, internet credit card transactions, or 
other services, including an extension of credit at point of sale. 
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March 3, 2008 

When you place a security freeze on your conswner report, within 5 business days of 
receiving your request for a security freeze, the consumer reporting agency shall provide 
you with a personal identification number or password to use if you choose to remove the 
freeze on your conswner report or to authorize the release of your conswner report to a 
specific party or for a specified period of time after the freeze is in place. To provide that 
authorization. you tnust contact the consumer reporting agency and provide the 
following: 

1. the personal identification number or password provided by 
the consumer reporting agency~ 

2. proper identification to verify your identity; and 
3. the third party or parties who are to receive the conswner 

report or the specified period of time for which the report 
shall be available to authorized users of the consumer report. 

A consumer reporting agency that receives a request from a consumer to lift a freeze on a 
consumer report shall comply with the request not later than 3 business days after 
receiving the request. 

A security freeze shall not appJy to a person or entity, or to its affiliates, or collection 
agencies acting on behalf of the person or entity, with which you have an existing 
accoWlt, that requests infonnation relative to your consumer report for the purposes of 
reviewing OT collecting the account, if you have previously given consent to the use of 
your consumer report. "Reviewing the account" includes activities related to account 
maintenance, monitoring, credit line increases, and account upgrades and enhancements. 

Education Management takes very seriously the security of your confidential infonnation 
and I sincerely regret any inconvenience this incident may cause. 

If you have any additional questions, please call me at 412-995-7645. 

Sincerely, 

Roberta Troike 
Senior Vice President Human Resources 
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NEW YORK STATE SECURITY BREACH REPORTING FORM 
PUl'Suant to the Information Security Breach and Notification Act 

(General Business Law §899-aa; State Technology Law §208) 

Name of Entity: Education Maniiemmt. LLC 
Street Address: 21Q Sixth Avenue 
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City: Pittsburgh State: PmnsylYania Zip Code: ~ 

Sector (please MJect one): 

[ ] Not-for-profi t 
{ )Local Government 
(X]Commercial 

]State Govemment 
]Educ:ational 

Type of BUllness (please .elect one): ]BiotechIPharm [XJEducation 
l JTelecom. ]Health Care []Insurance ]RetaiVIntemet 

}Federal Govemment 

r ]Financial Services 
[ }Transportation 

( JOth~ ______________________________________ ____ 

Persons Affected: Total: ~764~ _______ _ 
NY residents: Between ..... 11 __ 

Dates: Laptop Stolen Occurred: Februar.y 7. 2008 
Laptop Stolen Discovered: Februaxy 1. 2008 

Consumer Notification: Marcil 3. 2008 
Reason for delay, if any, In sending notice: Gatherin, names and addresses. Eleven are continued New York 
residents· 

Description of Breach (please select AIllhat apply): [ lHacking incident; [ ]lnadvertent disclosure; 
[X]Stolen computer, CD, tape, etc; [ ]Lost computer, CD, tape, etc; [)Insider wrongdoing; 
{ 1 other (specify):. ___________________ _ (Attach additional description if N!<."eSsaryJ 

Inlo'rmation Potentially Acquired (pleae select III Chat apply): [X1N ame; [X]SSN; [ ]Driver's license 
no.; 
{ JAccount number; ( ]Credit or Debit card number; r ]Other (specify): ___________ _ 

Manner of Notification to Affected Persons (Attash CQpy): IX)Written; l )Electronic (email); 
[ ]Telephone; ( ]Substitute notice (provide justification). list dates of any previous (within 12 months) 
breach notifications: _____________________________ _ 

Credit Monitoring Dr Other Service Offered: [ ] Yes; [X] No; Duration: __________ _ 
Service: Provider: _____________ _ 

Submitted by: A;\Ka .. re~n""B~al ... lIlUie'__....,~HoIo6 ........ "' ..... )."" . .,..; _j_~.-.:;..'_:k __ 
Firm Name (if other than entity): i 

Title: Assistant General Counsel 

Telephonej 412-995-7318 Email: kbaillie@edmc edu 

Dated: March 3, z008 

Rev. 11120/07 
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PLEASE COMPLETE AND SUBMIT THIS FORM TO 
EACH OF THE THREE STATE AGENOES LISTED BELOW: 

Pax or E-mail this form to: 

New York State Attorney Gener"'. Office: 
SECURITY BREACH NOTIFICATION 
Consumer Frauds. Protection Bureau 
120 Broadway - 3rd Floor 
New York, NY 10271 
Fax:212-41~6CK)3 

E-mail: breach.security(l)oaR.state.D,)'.ys 

New York State Office of Cyber Security 
"Critic:allnfrastructure Coordination (CSCIC) 

SECURITY BREACH NOTIFICATION 
30 South pearl Street, Floor Pi 
Albany, NY 12207 
fax: 518-474-9090 
B-mail: info@c;scic.state.uy.us 

New York State Consumer Protection Board (CPB): 
SECURITY BREACH NOTIFICA nON 
1740 Broadway, 151h floor 
New York, NY 10019 
fax: 212-459-8855 
E-mail: security_breach_notificatiol1@consumer.state.ny.us 
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